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Abstract

This short note is written as a submissionto the DARPA
Workshopon Validationof Large ScaleNetwork Simulation
Models. The purposeof the workshopis to identify issues
critical to the validationof network models,andalsoto de-
velop potentialstratgyiesfor the researclcommunityto ad-
dresgheseissues.

1 Current network simulation models
or tools:

| have usedsimulationsasakey componenbf my network re-
searclsincel beganworkingin this areaabouttenyearsago.
While someof the simulationwork (e.g., on synchronized
routing messagesand on ScalableReliable Multicast) has
beendoneon special-purpossimulatorsthat | wrote to in-
vestigateparticularissuesmostof my simulationshave been
doneonthe NS Network Simulatorandits predecessaosim-
ulators(NS-1, and beforethat ‘tcpsim’, and beforethat an
earlierversion)developedby Steve McCanneand myself at
LBL. TheNS simulatorfNS95 evolvedfrom a network sim-
ulator developedby Steve McCannein 1990, basedon the
REAL network simulator Steve and| werethe only users
of this simulatorfor someyears.| usedthe simulatorfor re-
searchon issuessuchas TCP dynamics,RED queueman-
agementgexplicit congestiomotification,and CBQ schedul-
ing, andwasresponsibldor the detailsof thosemodulesin
the simulator The LBL Network Simulator (written in C)
evolvedinto the NS-1network simulator(writtenin C++and
Tcl, and madepublically availablein 1995), and theninto
NS-2 (whosenon-betareleasewas in 1997). For the last
threeyears,the developmentof NS hasbeenjoint work at
ISI/USC,Xerox PARC, LBNL, XeroxPARC, andUC Berke-
ley throughthe VINT project, and NS hasbecomewidely
usedin thenetwork researcltommunity In additionto using
NS in my own research| alsohave aninterest,asa member
of the VINT project, with the developmentof NS for more
generalusein thenetwork researclcommunity

2 Currentvalidation techniques:

Raj Jain[Jai9] definesvalidationas “ensuringthat the as-
sumptionsusedin developingthe model are reasonablen
that,if correctlyimplementedthe modelwould producere-
sultscloseto thatobsenedin real systems” anddefinesver-
ification asrelatedto the correctnes®f the implementation.
In this notel amdiscussingothvalidationandverification.

Therehasbeenan evolving setof validationtestsfor NS
sincethe first generatiorof the LBL Network Simulatorin
1990. | wasinterestedn the underlyingdynamicsinherent
in the TCP algorithmsfor end-to-endcongestiorcontrol. |
createda setof validationtestsfor my own use,to verify that
the congestiorcontrolmechanism#n the simulatormatched
theintendedmodel(not to verify thatthe congestiorcontrol
mechanismsnatchedsomeparticularreal-world implemen-
tationof thatmodel).In retrospectthis wastheright decision
for my purposes.For example,the real-world implementa-
tions of the window increasemechanismin RenoTCP in-
cludeda significantbug, of anaddedmultiplicative factorfor
thewindow increaseduring congestioravoidance theinten-
tion of my researctwasnot to explore the behaior of these
existing TCP implementationsbut to explore the dynamics
inherentto theunderlyingcongestiorcontrolmechanisms.

Someof my researchhasinvolved the developmentand
analysisof protocolsandmechanisms$or which thereareno
real-world counterpartsExampleof thisincludeRED active
queuemanagement=xplicit CongestionNotification, CBQ
scheduling,and the Selectve Acknowledgemenbption for
TCP Thus,for thesemodules the validationtestssenedto
verify thatthemodulesn thesimulatorexhibitedthebehavior
expectedrrom theunderlyingmodels.

| have not usedthe NS simulatorfor large-scalesimula-
tions; the large-scalesimulationsthat | have done,of Scal-
able Reliable Multicast, were doneon a separatesimulator
that| wrote for that purpose with its own setof validation
tests.Thus,my own experiencewith validationin NS hasnot
really beenrelatedto the particularconcernsof large-scale
simulations.

Thevalidationteststhat| have written for NS arenot ex-
haustve. For example,| amsurethatsomeof thecodein the
moduleds notexercisedr verifiedby any validationtest,and
certainlymary combination®f eventsarenot verifiedin ary



validationtest? Initially, eachtimethatl addedanew param-
eteror behaior, | would alsoadda validationtestto verify
thatthat parametefunctionedas! intended;however, mary
of thesevalidationtestsnever survivedthe mary transforma-
tionsof theunderlyingsimulator(from the original LBL net-
work simulator to tcpsim,to NS-1,to NS-2...).

Themainvalidationandverificationof the modulesin the
simulatorcomesnot from thevalidationteststhemseles,but
from the continuedexplorationof the protocolsand mecha-
nismsundermary differentsimulationscenariosandthede-
tailed examinationof the tracesto understandhe behaior
of the simulations. Whenthe behaior of simulationscon-
formstotheresearchesexpectationsthatdoesnotnecessar
ily meanthatthe simulatoris correct. But at the sametime,
the careful exploration of unexpectedresultscango a long
way towardsuncoveringanddistinguishingbetweerbugsin
the implementationjnadequacie®f the underlyingmodel,
andunexpectedoehaiorsinherentin theunderlyingmodel.

| wrote a shortnote discussingsomeof the TCP valida-
tion testsin 1994 (beforethe simulatoritself wasmadeavail-
able)[Flo95], in respons#o aquestioronamailinglist about
how otherresearcherserified theirimplementation®f TCP
in their own simulators. The note describesasictestsveri-
fying thatthe TahoeT CP Slow-Start,CongestiorAvoidance,
andFastRetransmitnechanismghe RenoTCP FastRecor-
ery mechanismsandthe SACK TCP mechanismsvork in
the simulatorasintended. Otherpapersdescribethe valida-
tion testsfor the schedulingmechanisnCBQ [Flo97h, the
active queuemanagemennechanisnRED [FI097d, the Ex-
plicit CongestiorNotification mechanism§-098], two-way
TCP[FFH97], andthe TCP congestiorcontrol mechanisms
[FF94. | have alsowritten several validationtestsfor NS
(e.g.,for larger TCP initial windows, andfor TCP retrans-
mit timers)thathave no accompaying documenbtherthata
shorttext file distributedwith the simulator

3 A self-assessmertf the effectiveness
of the validation techniques:

Therearetwo key issuesn definingthemodelto beusedfor
Internetresearch.Oneis thatthe Internetis inherentlydiffi-
cultto characterizequeto theheterogeneitgandrapidchange
of Internettopology link characteristicsprotocols, router
mechanismspplicationsandtraffic mixes[PF97 Flo973.

A secondkey issueis that,asnetwork researcherpropos-
ing or analyzingprotocolsor mechanismfor thefuturelnter
net, the reasorto conductsimulationsis oftento understand
the possiblerelevanceof theseproposalgo the future evolu-
tion of theInternet. Thatis, we might be concernedot with

1| have contritutedto validationteststhathave beenconsiderablymore
complete,in particulay validationtestsin the mid-70's of software usedas
partof theunderlyingsafetysystenfor the Bay AreaRapidTransit(BART)
subway system.

the behavior of theseprotocolsin the currentinternet, but
with their behavior in the Internetasit might be someyears
in thefuture.

This is onereasonto sometimeaise modelsthat do not
includethosedetailsof the currentinternetthatarelikely to
heavily skew simulationresultsand are not inherentto the
properfunctioningof the network. A relatedproblemwith
anoverly-specifiednodelis thatfine-grainedptimizationof
someperformanceparametein the modelmight not neces-
sarily transferto fine-grainedoptimizationin the more het-
erogeneouandchangeablevolving Internet. The appropri-
atenessf aparticularmodeldepend$eaily ontheultimate
purpose®f theresearchhatuseghatmodel.

Oneillustration of the inappropriateuseof modelsis the
wealthof papergproposinga majorchangeo the Internetin-
frastructureto dealwith the problemscausedy RenoTCP’s
lack of resilienceto multiple pacletsdroppedrom awindow
of data.Thereis afirst-orderfix to this problemof RenoTCR,
andthatis to make a small changeto the congestiorcontrol
algorithms(e.g.,NewRenoor SACK TCP). Thesenew TCP
implementationsrein the procesof beingdeplo/edin the
global Internet. Another changecurrentlyin progressthat
minimizesRenoTCP’s problemwith multiple paclet drops
is thedeploymentof active queuemanagemen(e.g.,RED).

| havereasonableonfidencen theeffectivenes®f theval-
idation techniquedor my own research.My own research
hasnot beento useNS to give numericalcomparisonse-
tweencompetingmechanismsbut to explore andillustrate
mechanismgroposedfor the future Internet. Behavior il-
lustratedand exploredwith simulations,but also explained
with straightforvardanalysisjnclude TCP phase=ffects(the
sensitve dependencef TCPthroughpubn smallchangesn
simulationparametergFJ92]; therelationshipbetweenr CP
throughputandtheroundtriptime or thenumberof congested
gatevays; andthe degradationof performanceof TCP over
ATM in heary congestionin the absenceof modified cell-
discardpolicies. For researclprojectssuchasthesewhile |
donotclaimthatthesimulationsarewithoutbugs,| havecon-
fidencethatmy researchiesultsaresoundandarenotsimply
basedn brokensimulations.

| have lessconfidencein the effectivenesf the existing
validationtechniquegor anarbitraryuserof NS. While there
is anextensie setof validationtests thesevalidationtestsare
notcomplete anddifferentuseramighthave needof different
underlyingmodels.Thefollowing warningis atthetop of the
webpagefor NS:

We emphasizéhat nsis not a polishedand finishedprod-
uct, but is theresultof an on-goingeffort of reseach andde-
velopmentIn particular, significantbugsin the softwae are
still beingdiscorered and corrected.Users of nsare respon-
sible for verifying for themselveshat their simulationsare
notinvalidatedby bugs.We are workingto helptheuserwith
this by significantlyexpandingandautomatinghevalidation
testsanddemos.



Similarly, uses are responsiblefor verifying for them-
selveghat their simulationsare not invalidatedbecausehe
modelimplementedh thesimulatoris notthemodelthatthey
were expecting The ongoingns Notesand Documentation
shouldhelpin this process.

This warningis intendedquite seriously and not just as
a formal abneation of responsibilityon the part of the NS
developers. The validationtestsare intendednot only asa
tool for useby thedeveloperdo minimizetheintroductionof
undetectecerrors,but alsoasa tool for usersto understand
for themselesthe modelimplementedn the simulator and
to identify which aspectof the modelare coveredby exist-
ing validationtests. To help the userin this task, the model
andimplementatiorare describedn the NS documentation
[FV99]. Unfortunatelythe underlyingmodelis notformally
or completelyspecifiedandin factcanchangeovertime.

In mary casestherearea rangeof optionsin termsof the
underlyingmodel:theone-way TCPimplementationgor ex-
ample reflecta simplifiedunderlyingmodelof one-way data
transferof fixed-sizepaclets, with no specialfunctionality
for SYN or FIN paclets. A richertwo-way TCP implemen-
tation allows two-way datatransfer a rangeof datapaclet
sizeswithin a single connection.and connectionset-upand
teardown with SYN andFIN paclets.lt is critical thatusers
understandhe modelunderlyingtheir own simulations.

4 Key difficulties when attempting to
validate the model:

A key difficulty hasbeendeterminingwhich behaiors need
to beaddedo thevalidationtests.Somereportedproblemsn
NS werenever checledin ary validationtests. An example
of thisis areportedproblemin the TCP ECN behaior with
delayed-ACK receiers;this particularproblemwasreported
by a userof NS, andwas dueto the incompletenessf the
underlyingmodel.

Otherreportedprobemshave beenfor behaiors thatonce
worked correctlyin the simulator but wherea bug wasin-
troducedn oneof thetransformation®f the simulator(from
the early LBL simulator to tcpsim,to NS-1, andfinally to
NS-2). Thetwo transformationgrom the early LBL simu-
lator to tcpsim,andfrom tcpsimto NS-1, both requiredthat
the validationtestsbe completelyrewritted in a new format,
and mary validationtestsdid not survive all of thesetrans-
formations.Thetransformatiorfrom NS-1to NS-2included
asa conditionthat NS-2 be ableto run the validationscripts
from NS-1in backward compatibility mode,without having
to rewrite all of thevalidationscriptsin the new format.

An exampleof abugintroducedn thetransformatiorirom
NS-1to NS-2,andfor which the original validationtestwas
not retained,is a bug with TCP retransmittimers. In the
original beta version of NS-2, the TCP retransmittimers
bacled-of correctly in responseto successie losses,but

oncebacled-of, they neverreturnedo their original default
value.This bugwasreportedby anearlyuserof NS-2.
Identifying key behaviors to addto the validationteststo
illustrateandverify the underlyingmodelis particularlycrit-
ical whenthe modelis itself beingclarified andredefinedoy
theresearchein the procesof thevalidation.
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