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Focusingon threekey questionamay perhapsbesthelp to
explainthedifficultiesinvolvedin modelingandsimulatingthe
Internetto make the changeseededor its expansion.First,
why are simulationsnecessaryor developingandevaluating
proposecdhdditionsto the Internetarchitecture?

Researcton proposedchangedo the Internetis ongoing.
The Internetis not a staticentity, but is undegoing constant
changewith the developmentof new link-level technologies
suchaswirelessandsatellitelinks, new infrastructuresnvolv-
ing Web cachingand contentdistribution networks, and new
applicationssuchasNapsterandstreamingmultimedia.

In addition, constantdevelopmentof existing Internet
protocols-like transmissiorcontrol protocol (TCP), the Inter
netroutingprotocol(IP), andthedomainnameservice(DNS)-
arenecessaryo addresshesenew developmentsn theinfras-
tructure to meetnew threatdrom denial-of-servicattackspr
simply to meetthe challenge®f scaleasthe Internetexpands
in sizeandfunctionality.

Someresearcton theseproposedhangesanbe donewith
analysis,experimentsin testbedspr small-scaledeployment
in the currentinternet. But simulationsare essentiahsa tool
for exploring proposalsin diverseervironmentsor in large-
scaletopologies.They arealsoneededo explore proposalsn
ervironmentsthat have not yet beenrealizedin the Internet,
but thatmightbein the future.

A secondquestionis: how muchdo we understandbout
modelingthejnternetfor suchresearch?

In somesimulations-sayfor exploring the ramificationsof
addingrouter A or link B to a particulartopology-allthatis
neededs to modela specifictopology with the protocolsand
traffic mix characteristiof thatnetwork. Herediscrete-gent,
analytic or hybrid simulationsaddressedn the main article
may prove useful.

Still, for exploring a protocolto be deployedin the global
Internet,thereis no suchthing as a typical topology or traf-

betteravoided, to be replacedby a goal of reflectingthe het-
erogeneityof thegloballnternet.

Fortunately several invariantpropertiesof the Internetcan
berelieduponin modeling,alongwith a growing setof tools,
suchastopologygeneratorandtraffic generatorsFor exam-
ple, traffic generatorcan be usedto generatea traffic load
characteristiof the”mice” and”elephants’of currentinternet
traffic, wherethe mice aresmalltransfergsay a simple Web
page)andthe elephantarethelargeones(say downloadinga
videofile).

Oneinvariantof Webtraffic is that,while mostof thetrans-
fersaremice, the elephantaresuficiently large thatthe bulk
of the pacletsin the Internetare from the elephants. Other
invariantpropertieghat canbe usedin modelingthe Internet
includethe 24-hourfluctuationscharacteristiof Internettraf-
fic aswell asthe modelingof sessiorarrivalsfrom individual
usersasindependengvents.

Thethird key questionis: which modelingissuesareinher
ently problematic?

Obviously, no one can predictthe future. Thus,we don't
know whetherto explore our proposedchangesn an envi-
ronmentwith or without the newestinternetprotocol,version
6 (IPv6), or with or without explicit congestiomotification
(ECN), or with or without IP multicasttraffic, or evenwith or
without Napster The bestthatwe cando is to make educated
guesseaboutotherpotentialchangesn thelnternetthatmight
interactwith our own proposedchangeandto investigatethe
potentialinteractions.

The otherproblematicissueis that of traffic dynamicsand
protocol interactionsrelatedto issuesof scale. Clearly we
cant run experimentson testbedghe size of the global In-
ternet.Usingcurrentsimulationtechnologywe cant simulate
networksof thatsize,either And, evenif we could scale,we
would not have the propertoolsto interpretthe resultseffec-
tively. Addressingssuesof scaleremainsone of the simula-

fic mix. The globallnternetis characterizedby heterogeneity tion andmodelingissuesyetto betackled.

andchangenotonly in termsof topologyandtraffic, but also
in termsof routerschedulingand queuemanagemenmecha-
nisms transporprotocols Web-cachingnfrastructuresappli-
cationsandotherareas.

This meanghat claimsof a typical topologywith atypical
traffic mix anda typical packet drop rate are pitfalls thatare



