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Abstract

This paperdiscusseseveral changego TCP’s congestion
control,eitherproposedr in progressThechangego TCP
includea Limited Transmitmechanisnfor transmittingnewv
pacletsonthereceiptof oneor two duplicateacknavledge-
ments,anda SACK-basedmechanisnfor detectingandre-
spondingo unnecessaryastRetransmit®r Retransmifime-
outs. Thesechangego TCP aredesignedo avoid unneces-
sary RetransmitTimeouts,to correctunnecessaryast Re-
transmitsor RetransmitTimeoutsresultingfrom reordered
or delayedpaclets,andto assistthe developmentof viable
mechanismdor Corruption Notification. The changesn
thenetwork includeExplicit CongestiorNotification(ECN),
which builds uponthe addition of Active QueueManage-
ment.

1 Intr oduction

The basisof TCP congestioncontrol lies in Additive In-
creaseMultiplicative Decreas€AIMD), halvingtheconges-
tion window for every window containinga pacletloss,and
increasingthe congestionwindow by roughly one sgment
per RTT otherwise. A secondcomponenif TCP conges-
tion control of fundamentalmportancen highly-congested
regimesis the RetransmitTimer, including the exponential
bacloff of the retransmittimer whena retransmittegaclet
isitself dropped A third fundamentatomponenis the Slow-
Startmechanisnfor the initial probingfor available band-
width, insteadof initially sendingat a high rate that might
not be supportedby the network. The fourth TCP conges-
tion controlmechanisms ACK-clocking, wherethe arrival
of acknavledgementst the sendeiis usedto clock out the
transmissiorof new data.

Within thisgenerakongestiortontrolframewnork of Slow-
Start, AIMD, RetransmitTimers,and ACK-clocking, there
is awide rangeof possiblebehaiors. Theseincludethere-
sponsevhenmultiple pacletsare droppedwithin a round-
trip time; the precisealgorithm for settingthe retransmit
timeout; the responsdo reorderedor delayedpaclets; the
sizeof theinitial congestiorwindow; andsoon. Thus,dif-
ferentTCPimplementationsliffer somavhatin their ability
to competefor availablebandwidth,However, becauséhey

all adhereto the sameunderlyingmechanismsthereis no
bandwidthstanation betweencompetingT CP connections.
Thatis, while bandwidthis not necessarilysharedequally
betweendifferent TCP implementationsit is unlikely that
one conformantTCP implementatiorwill prevent another
fromreceving areasonablshareof theavailablebandwidth.

Thechangeso TCPdiscussedh this paperall adhereto
thisunderlyingframework of Slow-Start, AIMD, Retransmit
Timers,andACK-clocking;thatis, noneof thesechangesl-
terthefundamentalinderlyingdynamicsof TCPcongestion
control. Insteadtheseproposalsvould helpto avoid unnec-
essaryRetransmitTimeouts,correctunnecessaryast Re-
transmitsandRetransmifTimeoutsresultingfrom reordered
or delayedpaclets,andreduceunnecessargosts(in delay
andunnecessametransmitspssociatedvith themechanism
of congestiomotification. Theseproposalsarein various
stageof the processesf researchstandardizationandde-
ployment.

Otherchangego TCP’s congestiorcontrolmechanisms
in variousstagef deploymentbut not discussedh this pa-
per include larger initial windows, and NewRenoTCP for
greaterobustnessvith multiple pacletlossesn theabsence
of the SACK option. Changego TCP’s congestiorcontrol
mechanisméargely in the researctstagesnclude ACK fil-
tering or ACK congestioncontrol for traffic on the return
path,a rangeof improvementgo the Slow-Startprocedure,
andrate-basegacing.Pointersto theliteraturefor mary of
theseproposalscan be found in RFC 2760[3]. Proposals
for greaterrobustnessagainstmisbehaing end-hostgasin
[13]) would give protectionagainsta singleendnode(e.g.,at
theweb client) attemptingto subvert end-to-enctongestion
control,while not changingthe congestiorcontrolbehaior
in the caseof conformaniend-nodes.

Proposaldor EndpointCongestioriManagemenfECM)
would not changethe congestiorcontrol mechanismdgor a
singleflow, butwould changeghenumberof individualtrans-
ferstreatedasa singlestreanin termsof end-to-endconges-
tion control. Otherproposaldor moreexplicit communica-
tion betweernthe transporiayerandthelink layerbelow or
theapplicationevel above (e.g.,HTTP),or for performance-
enhancingproxies,would modify the context of congestion
control,andnotits underlyingmechanisms.

Several themesare carriedthroughoutthis paper One
themeis thatproposed-hangedo TCP’s congestiorcontrol



algorithmstendtowardsincreasedobustnessacrossa wide
rangeof environmentsratherthanfine-tuningfor onepartic-
ular ervironmentor traffic typeat the expenseof another

A secondthemeof this paperis that mary independent
changesrein progressandevaluatingonechangerequires
taking into accountits interactionswith other changesn
progress.In additionto consideringthe impactof a partic-
ular changein TCP giventhe currentervironment,with all
elseheldfixed,it is alsousefulto considerthe potentialim-
pactof a proposedchangesomeyearsdowvn the road,when
otherchangeto TCPandto thenetwork arein place.

A third themeis that thereis unavoidable heterogene-
ity in the congestiorcontrolbehaiors of deployed TCPim-
plementationsjn part due to the unesen progressof pro-
posedchangego TCP from researcho standardizatiorio
actualdeployment. As an exampleof uneven deployment,
the SACK optionto TCP in RFC 2018[11], which allows
morerobustoperationvhenmultiple pacletsarelostfrom a
singlewindow of data,wasstandardizedasProposedstan-
dard)in 1996, but is only now becomingwidely deployed.
(This deploymentis documentedy the TBIT tool [10] as
well asby mary otherresearchers.)

Section2 of the paperdiscussesomechangego TCP
attheend-nodesandSection3 discusseshangesn thenet-
work thatwouldaffect TCP’s congestiortontrolbehaior, as
follows. Sectiorn2.1discussetheLimited Transmitproposal
for reducingunnecessaryetransmittimeouts, Section2.2
discussethepotentialof mechanismbasedn D-SACK in-
formationto addrobustnessn the presencef reorderecbr
delayedpaclets,andSection2.3discussesnepossiblepath
of developmentfor CorruptionNotification. In the section
on network changesSection3.1first discussesctive queue
managemenmechanismsuchas RED for controlling the
averagequeuesize andreducingunnecessarpacket drops.
Section3.2 thendiscusse€CN, which, building upon ac-
tive gueuemanagementllows routersthe option of mark-
ing ratherthandroppingpacletsasindicationsof congestion
to theend-nodes.

2 SmallChangesin TCP’sCongestion
Control Mechanisms

This sectiondiscusseseveral smallchangego TCP’s con-
gestioncontrol mechanismséntendedto avoid someof the
unnecessariRetransmifTimeoutsfor smalltransfersandto
improve performancen ervironmentswith reorderedde-
layed,or corruptedpaclets. Insteadof involving fundamen-
tal changeso TCP’'scongestiortontrol,thesechangesvould
bring TCP closerto its “pure” congestioncontrol behaior
describedearlier of ACK-clocking, Slow-Startfor starting
up, AIMD for congestiorwindows largerthanonesegment,
andthe exponentialbacloff of the retransmitimer for ervi-
ronmentf heary congestion.

2.1 Avoiding UnnecessaryRetransmit
Timeouts

Retransmittimeoutsare a necessarynechanisnof last re-
sortin TCP flow control,usedwhenthe TCP sendethasno
othermethodfor determininghatasegmentmustberetrans-
mitted. In addition, the exponentialbacloff of retransmit
timersis a fundamentatomponenbf TCP congestiorcon-
trol, of particularimportancewhenthe congestiorwindow
is at mostonesggment.However, whenthe congestiorwin-
dow is largerthanonesegment, TCPis ableto usethebasic
AIMD congestioncontrol mechanismsandin this caseit
would be preferableto avoid unnecessariRetransmiflime-
outsasmuchaspossible.
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Figure 1: TCP without Limited Transmit, with a single
pacletdrop.
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Figure2: TCP with Limited Transmit,with a single paclet
drop.

CurrentTCP implementationhave two possiblemech-
anismsfor detectinga pacletloss,FastRetransmibr a Re-
transmitTimeout.A TCPconnectiorgenerallyrecoversmore
promptly from a paclket losswith FastRetransmitjnferring
apacletlossafterthreeduplicateACKs have beenreceved.
When Fast Retransmitis invoked, the TCP senderretrans-
mitsthesegmentinferredto belost,andhalvesits congestion
window, continuingwith the datatransfer If the TCP data
sendedoesnt receve threeduplicateACKs afteraloss(for
example,becausehe congestiorwindow waslessthanfour
segments) thenthe TCP sendergoesthroughthe possibly-



considerableelayof waitingfor thetransmittimerto expire.

Experimentaktudiessuchasthosein [4] shav thatthe
performancecoststo small flows of unnecessarilyaiting
for a retransmittimer to expire can be considerable.Fig-
ure 1 shawvs a shortTCP connectiornwith the secondpaclet
droppedin the network. The graphhasa mark for each
paclet transmittedwith time on the z-axis andthe paclet
numberon the y-axis. As shawn in the graph,the TCP
sendetasto wait for a RetransmifTimeoutto recover from
the pacletloss!

A numberof researchersave proposed Limited Trans-
mit mechanismwherethe sendertransmitsa new segment
afterreceving oneor two duplicateACKs, if allowedby the
recever’s adwertisedwindow; several of the proposalshave
beendescribedn RFC2760[3]. Becauséhefirst or second
duplicateACK is evidencethata paclet hasbeendelivered
to the recever, andthe datasendethasnot yet determined
that a paclet hasbeenlost, it is conformantwith the spirit
of the congestiorwindow to allow a new pacletto enterthe
pipeline. Becausehe Limited Transmitmechanismntrans-
mits a new packet on receving thefirst or secondduplicate
ACK, ratherthanretransmittingan old paclet suspectedo
have beendropped the Limited Transmitmechanisnis ro-
bustto reorderegaclets.

In mary caseghe Limited Transmitmechanisnallows
TCP connectionswith smallwindows to recover from less
that a full window of paclet losseswithout a Retransmit
Timeout. As an example,Figure2 shavs a simulationwith
Limited Transmit, with the secondpaclet droppedin the
network. In this casewhenthe TCP sendereceivesa du-
plicate ACK acknavledgingthe receiptof the third paclet,
the senderis ableto senda new paclet, ultimately result-
ing in threeduplicateACKs followed by a FastRetransmit.
We would notethatin boththe simulationswith andwith-
out Limited Transmit,the TCP sendeihalvesthe congestion
window in responséo the paclketdrop. However, with Lim-
ited Transmitthe TCP senderdoesnot have to wait for a
RetransmifTimeoutto learnof thelost paclet. As discussed
in Section3.2, the useof Explicit CongestiorNotification
(ECN) would alsoavoid the unnecessariRetransmifTime-
outin this case.

TheLimited Transmitmechanisnihasbeensubmittedto
the IETF andapproved by the Working Group[2], andwe
hopethatit will soonbecomean acceptecpart of the TCP
specification.This shouldhelpin reducingunnecessarye-
transmittimeouts,while preservinghe fundamentatole of
retransmittimers in congestioncontrol for regimeswhere
the availablebandwidthis at mostone paclet perround-trip
time.

1Thesesimulationscanbe run in the NS simulatorwith the command
" Jtest-all-LimTransmit”in "tcl/test”.

2.2 ‘Undoing’ UnnecessaryCongestionCon-
trol Responsedo Reordered or Delayed
Packets

Thereare a numberof scenariosvherea TCP sendercan
infer a paclet loss,and consequentlyeduceits congestion
window, whenin facttherehasbeenno loss. Whenthe re-
transmittimer expiresunnecessarilgarly (thatis, whenno
dataor ACK paclethasheenlost,andthesendemould have
recevedacknavledgementsor the outstandingpacletsif it
hadwaitedalittle longer) thentheTCPsendeunnecessarily
retransmitsa sggment. More importantly an early Retrans-
mit Timeoutresultsin anunnecessaryeductionof the con-
gestionwindow, asthe flow hasnot experiencedary paclet
losses.Similarly, whenFastRetransmiis invokedunneces-
sarily, afterthreeduplicateACKs have beenreceveddueto
reorderingratherthan paclet loss,the TCP senderalsoun-
necessarilyetransmitsa paclet andreducests congestion
window.
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Figure 3: TCP with delayedpacletsat time 0.75, and an
unnecessarffastRetransmit.
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Figured: TCPwith delayedpacletsattime 0.75,but without
theunnecessarifastRetransmit.

Figure 3 shavs a TCP connectionwith seseral paclets
delayedattime 0.75,sothatthe TCP connectiorundegoes
anunnecessariyastRetransmitttime 1.1,accompaniethy
theterminationof Slow-Start.Figure4 shows a similar sim-
ulationwith the pacletsdelayedslightly lesslong, to avoid
the unnecessarirastRetransmit. The secondsimulationis



simply to emphasizehe performancedamagedoneby the
unnecessariastRetransmiin thefirst simulation.

While it wouldbepossibleo fine-tuneT CP’s Retransmit
Timeoutalgorithmsto achieze animprovedbalancebetween
unnecessariRetransmifTimeoutsandunnecessargelayin
detectingloss, it is not possibleto designRetransmiflime-
outalgorithmsthatneverresultin anunnecessarRetransmit
Timeout. Similarly, while it would be possibleto fine-tune
TCP’sFastRetransmitlgorithmto achiezeanimprovedbal-
ancebetweerunnecessarlastRetransmit@ndunnecessary
delayin detectindoss,it is not possibleto devisea FastRe-
transmitalgorithmthatalwayscorrectlydeterminesafterthe
receiptof aduplicateACK, whetheror nota pacletlosshas
occurred. Thus, it would be desirablefor TCP congestion
controlto performwell evenin the presenc®f unnecessary
RetransmiffimeoutsandFastRetransmits.

For a flow with a large congestiorwindow W, anun-
necessarpalvingof the congestiorwindow canbeasignif-
icant performancepenalty asit takesat leastW/2 round-
trip timesfor theflow to recoverits old congestiorwindow.
Similarly, for an ervironmentwith persistentreorderingof
pacletswithin aflow, or for an ervironmentwith anunreli-
able estimatedupperboundon the round-triptime, this re-
peatedunnecessarhalving of the congestionwindow can
have asignificantperformancegenalty A persistenteorder
ing of pacletsin aflow couldresultfrom changingoutesor
from the link-level retransmissiotwf corruptedpacletsover
awirelesslink.

An initial steptowardsaddingrobustnessn thepresence
of unnecessarRetransmiffimeoutsandFastRetransmitss
to give the TCP senderthe informationto determinewhen
an unnecessariRetransmiffimeoutor FastRetransmithas
occurred.This first stephasbeenaccomplishedvith the D-
SACK (for duplicate-SACK) extension(RFC 2883[9]) that
hasrecentlybeenaddedto the SACK TCP option. The D-
SACK extensionallows the TCP datarecever to usethe
SACK option to report the receiptof duplicatesegments.
With the useof D-SACK, the TCP sendercancorrectlyin-
ferthesegmentghathave beenrecevedby thedatarecever,
includingduplicatesegments.

When the senderhasretransmitteda paclket, D-SACK
doesnotallow TCPto distinguishbetweerthereceiptatthe
recever of both the original and retransmittecbaclet, and
thereceiptof two copiesof theretransmittegaclet, oneof
which was duplicatedin the network. If necessaryTCP’s
timestampptioncouldbeusedto distinguishbetweerthese
two casesHowever, in anervironmentwith minimal paclet
replicationin the network, D-SACK allows the TCP sender
to make reasonablénferencespne round-triptime after a
paclethasbeenretransmittedaboutwhethertheretransmis-
sionwasnecessargr unnecessary

If theTCPdatasendedeterminesaround-triptime after
retransmittinga paclet, thatthereceverrecevedtwo copies
of thatsegmentandthereforethatthe paclet retransmission
wasmostlikely unnecessaryhenonepossibility would be

for the sendetto “undo” the halvingin the congestiorwin-
dow. Thesendercould“undo” arecenthalvingby settingthe
Slow-Startthresholdssthrestio the previousvalueof theold
congestionwindow, effectively re-enteringSlow-Startuntil
the congestiorwindow hasreachedts old value.If thecon-
nectionhad beenin Slow-Startwhenthe unnecessaryast
Retransmitvastriggered thenssthrestcould be resetto its
old value,restoringSlow-Start. In additionto restoringthe
congestiorwindow, the TCP sendemwould adjustthe dupli-
cateacknavledgementhresholdor the retransmittimeout
parameterso avoid the wastedbandwidthof persistenun-
necessaryetransmits.

Thefirst part of this work, providing the informationto
thesendemboutduplicatepacletsrecevedattherecever, is
donewith the D-SACK extension.Thenext stepis to evalu-
atespecificmechanism$or identifyinganunnecessaryalv-
ing of thecongestiorwindow, andfor adjustingtheduplicate
acknavledgementhresholdor retransmittimeout parame-
ters. Oncethis is done,thereis no fundamentateasonvhy
TCPcongestiorcontrolcannotperformeffectively in anen-
vironmentwith persistenteordering.

2.3

Oneof thefundamentatomponentsf TCPcongestiorcon-
trol is that paclet lossesare usedasindicationsof conges-
tion. TCP halvesits congestionwindow after ary window
of datain which oneor more pacletshave beenlost. With
theadditionof ECNto theIP architecturerouterswould be
ableto seta bit in the ECN field of the IP headerasanin-
dicationof congestionandendnodeswould be ableto use
ECN indicationsasa secondmethodfor indicatingconges-
tion. However, the additionof ECN to the IP architecture
would not eliminatecongestion-relatedaclket lossesdueto
buffer overflow, andthereforewould not allow endnodesto
ignorepacletlossesasindicationsof congestion.

For wired links, paclet lossesdueto paclet corruption
insteadof congestiorare infrequent;this is not alwaysthe
casefor wirelesslinks [6]. While mary wirelesslinks use
Forward Error Correction(FEC) andlink-level retransmis-
sionto repairpacket corruption,it is not alwayspossibleto
eliminateall pacletcorruptionin atimely fashion.

Onepossibleresponséo paclket corruptionwould befor
the TCP sendetto “undo” the congestiorwindow reduction
if the TCP senderfound out, after the fact, that a single
paclet losshad beendueto corruptionratherthanconges-
tion. This late “undoing” of a congestiorwindow reduction
couldusea delayednotificationof paclet corruption,where
the TCP senderecevesthe notificationof corruptionsome
time afterit hasalreadyretransmittedhe packetandhalved
thecongestiorwindow.

Sucha mechanisnfor the late “undoing” of a conges-
tion window reductionwould allow a link-level protocolto
develop a methodfor the delayedsendingof a corruption
notificationmessageo the TCP datarecever. Thatis, the
link-level protocolcoulddeterminavhenthelink level is no

Implications for Corruption Notification



longerattemptingto retransmita paclet hasbeenlost at the
link level dueto corruption.In this casethelink-level proto-
col couldarrangehatthelink-level sendesenda corruption
notificationmessagedo the IP destinationof the corrupted
paclet. Of coursethis shortcorruptionnotificationmessage
coulditself be corruptedor lost, in which casethe transport
end nodeswould be left to their earlier inferencethat the
paclethadbeenlostdueto congestion.

With this form of CongestiorNotification,a TCPsender
that hashalved its congestionwindow asa resultof a sin-
gle pacletlosscouldreceve informationfrom thelink level,
sometime later, thatthis paclet waslost dueto corruption
ratherthandueto congestion.If suchmechanismgor cor-
ruptionnotificationaredevelopedanecessaryext stepwill
beto determingheappropriatgespons®f theendnodeso
this corruption. For paclet corruptionthatis not anindica-
tion of congestiorfrom competingtraffic, halving the con-
gestionwindow in responsdo a single corruptedpaclet is
clearlyunnecessarilgevere. At the sametime, maintaining
apersistenhighsendingatein thepresencef ahighpaclet
corruptionrateis alsoclearly unacceptablegachcorrupted
paclet could representvastedbandwidthon the pathto the
pointof corruption.

The developmentof corruptionnotificationwill alsore-
guirethedevelopmenbf accompaging mechanismsor pro-
tectionagainstmisbehaing routersor recevers,sothatre-
ceiverscannotmisleadthe sendeiinto treatinga congestion-
relatedpacletlossasa corruption-relatedbss.

3 Changesin the Network

TCP’s congestiorcontrol behavior is affectedby changesn
the network aswell asby changedo the TCP implementa-
tionsatthe endhosts.In this sectionwe discusshe impact
of ECN on TCP congestiorcontrol. Because€ECN depends
on the deploymentof Active QueueManagementye first
considertheimpactof Active QueueManagemenby itself
on TCP congestiorcontrolbehavior.
Theschedulingnechanismasedn theroutersalsohave
a significantimpacton TCP’s congestiorcontroldynamics.
However, in this paperwe limit our discussiorto the ervi-
ronmentof FIFO schedulingypical of thecurrentinternet.

3.1 Active QueueManagement

It haslong beenknown that Drop-Tail queuemanagement
canresultin pathologicalpaclet-droppingpatterns,partic-
ularly in simple simulationscenarioswith long-lived con-
nectionsone-way traffic, andfixed paclet sizes;this is dis-
cussedn detailin [7]. A morerelevantissuefor actualnet-
worksis thatwith small-scalestatisticaimultiplexing, Drop-
Tail queuemanagementanresultin globalsynchronization
amongmultiple TCP connectionswith underutilizationof
the congestedink resultingfrom several connectiondalv-
ing their congestiorwindow at the sametime. This global

synchronizationis lesslikely to be a problemwith large-
scalestatisticalmultiplexing.

However, thereis a fundamentatradeof betweenhigh
throughputandlow delaywith any queuemanagementyhether
it is Active QueueManagemensuchasRED (RandonEarly
Detection)[8] or simple queuemanagemensuchas Drop-
Tail. Maintaininga low averagedelaywith Drop-Tail queue
managemenimeansthat the queuewill have little capac-
ity to accommodatdransientbursts, and canresultin an
unnecessarily-higpacletdroprate.At thesameime, Drop-
Tail queuemanagemeris perfectlycapableof deliveringac-
ceptableperformancen mary circumstanceskor example,
experimentalstudiessuchas[5] have confirmedthat with
higherlevels of statisticalmultiplexing andthe heterogene-
ity of sessiorstarttimes,round-triptimes,transfersizesand
paclet sizestypical of the currentinternet,Drop-Tail queue
managemeris quite capableof deliveringbothhighlink uti-
lization andlow overallresponsgimesfor webtraffic.

The main motivation for Active QueueManagements
to controltheaveragequeueinglelaywhile atthe sametime
allowing transientfluctuationsin the queuesize to reduce
unnecessargacketdrops.For ervironmentswvherelow per
paclet delayandhigh aggreyatethroughputarebothimpor-
tantperformanceametrics,actve queuemanagementanal-
low a queueto be tunedfor low averageperpaclet delay
while reducingthe penaltyin unnecessargaclet dropsthat
might be necessarwith Drop-Tail queuemanagementith
the sameaveragequeueingdelay However, for environ-
mentswith the sameworst-case queueingdelay for Drop-
Tail asfor Active QueueManagementthe lower average
queuesize maintainedby Active QueueManagementan
sometimesomeat the costof ahigherpacletdroprate.

In ervironmentswith highly bursty paclet arrivals (as
would be encouragedy a scenarionvith ACK compression
and ACK losseson the return path), Drop-Tail gueueman-
agementanresultin anunnecessarillargenumbernf paclet
drops,ascomparedo Active QueueManagementparticu-
larly with similar averagequeueingdelays. Evenif thereis
full link utilization, a higherpaclet drop rate canhave two
consequencesyastedbandwidthon congestedinks before
the point of loss,anda highervariancein transfertimesfor
theindividual flows.

Onemight askif unnecessarpaclet dropsreally mat-
ter, if full link utilization canbe maintained. Unnecessary
pacletlossegesultin wastedbandwidthto the point of loss
only if therearemultiple congestedinks, whereothertraffic
could have mademore effective useof the available band-
width upstreanof the point of congestion.Pathswith mul-
tiple congestedinks might seemunlikely, giventhelack of
congestiomreportedwithin mary backbonenetworks. How-
ever, evenwith uncongestetlackbonenetworks,a pathwith
a congestedink to the home,a congestedink at an Inter-
netexchangepoint,anda congestedransoceanitnk would
still be characterizethy multiple congestedinks.

Thesecondoossibleconsequencef unnecessarpaclet



lossesevenwith full link utilization canbeahighervariance
in transfertimes. For example,smallflows with an‘unnec-
essary’pacletdrop of the lastpacletin a transferwill have
alongwait for aretransmitimeout,while otheractive flows
might have their total transfertime shortenedy onepaclet
transmissionime.

We would also notethat the bursty paclet loss patterns
typical of Drop-Tail queuemanagementave had a partic-
ularly unfortunateinteractionwith RenoTCP, but asReno
implementationin the Internetaregraduallybeingreplaced
by NewRenoandSackTCR, thisinteractionis becomindess
of aproblem.RenoTCP haswell-known performanceprob-
lemswith multiple packetsdroppedrom asinglewindow of
data,andthesemultiple dropsaremorelik ely with Drop-Tail
thanwith Active QueueManagementThe gradualreplace-
mentof Renoby NewRenoand Sack TCP doesnot mean
that Active QueueManagements no longerneededhow-
ever; it just meanghatthis particularperformanceroblem
of multiple pacletsdroppedfrom a window of datais now
of lesspressingconcern.

3.2 Explicit CongestionNotification

ECN allows routersto setthe CongestiorExperiencedCE)
bit in the IP paclet heademsanindicationof congestiorto
theendnodesasanalternatie to droppingthe paclet. ECN
is specifiedin RFC 2481[12], andis currently an Experi-
mentaladditionto the IP architecture.ECN-capablepack-
etsin TCP connectionsadwertisetheir capability for ECN
in the IP header In termsof congestiorcontrol, TCP con-
nectionsrespondo a single ECN mark asthey would to a
singlepaclet loss. One of the key advantagef ECN will
not be for TCP traffic, but insteadfor traffic suchasreal-
time or interactve traffic, wherethe costof anunnecessary
pacletdropis eithertheunnecessargielayof retransmitting
the paclet, or possiblymaking-dowithout that paclet alto-
gether

To first order TCP congestioncontrol dynamicswith
ECN aresimilar to thosewithout ECN. The maindifference
isthatthe TCPsendedoesnothaveto retransmithemarked
paclet (asit would if the packethadbeendropped).For ex-
ample,ECNwould meanshortertransfertimesfor the small
numberof short flows that might otherwisehave the final
paclet of a transferdropped. Experimentaktudiessuchas
[1] have shovn theperformancedvantagesf ECNfor TCP
shorttransfers.

One of the advantagesof ECN is that, by replacinga
pacletdropby apacletmark,a TCPconnectiorwith asmall
congestiorwindow canavoid aretransmitimeout. Figure6
shaws a simulationwith ECN-CapablerCR with the third
pacletmarkedratherthandroppedn thenetwork. The TCP
sendemrecevesthe congestiomotification with the receipt
of the ACK paclet, andhalvesits congestiorwindow. Fig-
ure5 shows the samesimulationwith no packetsmarked or
dropped,to emphasizehe halving of the congestionwin-
dow in the simulationwith ECN. Figure1l shavedthe same
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Figure5: TCPwith no packetsdroppedor marked.

TCP With ECN, With a Single Packet Mark
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Figure6: TCPwith ECN,with a singlepacletmarked.

scenariowith the third paclet droppedratherthan marked,
resultingin aRetransmiflimeout.

Figure2 shavsthatLimited TransmitwithoutECNcould
alsohave avoideda RetransmifTimeoutin this scenarioBe-
causd_imited Transmitcouldsometimesvoid a Retransmit
Timeoutin this caseeven in the absenceof ECN, the de-
ploymentof Limited Transmitcould diminishsomavhatthe
performancéenefitsof ECN for smallflows (by improving
TCP performancevenin theabsencef ECN, notby wors-
ening TCP performanceavith ECN). Thus,someof the per
formanceadvantageseportedfor ECN for TCP shorttrans-
ferswould diminishwith theintroductionof Limited Trans-
mit. At the sametime, thereare mary scenarioge.g., for
a transferof only a few paclets)whereECN avoids a Re-
transmitTimeoutwhile Limited Transmitdoesnot, andalso
scenariogwith forceddropsdueto buffer overflow) where
theopposites thecase.

Experimentalstudiessuchas[1] have also shavn that
ECN hassomeperformanceadwvantagesven for long TCP
transfers. One performanceadwantageis that ECN elimi-
nateghedelaysof the FastRetransmiaindRetransmitlime-
outproceduresallowing the TCP sendeto immediatelybe-
gin transmittingat the reducedrate. ECN givesan explicit
notification of congestiorthat is robustin the presenceof
reorderedbr delayedpaclets,and doesnot rely on the im-
preciseduplicateacknavledgementhresholdsor retransmit



timeoutintervalsusedby TCPto detectlost paclets.

As notedearliet ECN cannotbe relied uponto com-
pletely eliminatepaclket lossesasindicationsof congestion,
and thereforewould not allow the end nodesto interpret
pacletlossesasindicationsof corruptioninsteadof conges-
tion. Becausd&=CN cannoteliminatepacletlosscompletely
it doesnot eliminatethe needfor Limited Transmit. Sim-
ilarly, ECN doesnot eliminatethe needfor Fast Retrans-
mit and RetransmifTimeoutmechanismso detectdropped
paclets, and thereforedoesnot eliminatethe needfor the
D-SACK proceduredliscussedn Section2.2 for undoing
unnecessargongestiortontrolresponseto reorderedr de-
layedpaclets.

4 Conclusions

To summarizechangeso TCP arein progresshat would
continueto bring TCP’s congestiorncontrol behaior closer
to the goal of AIMD for larger congestionwindows, and
exponentialbacloff of the retransmittimer for regimes of
highercongestionThesechangencludethelLimited Trans-
mit mechanisnto avoid unnecessarfRetransmitTimeouts,
andD-SACK-basedmechanismso identify andreverseun-
necessargongestioncontrol response$o reorderedor de-
layedpaclets.More speculatre possibilitiesncludecorrup-
tion notificationmessagefor thelink level to inform trans-
port end-nodeaboutpacletslost to corruptionratherthan
congestion.

At the sametime, changesn the network areeitherpro-
posedorin progresso reduceunnecessargaclketlossesand
to replacesomecongestion-relatelbssedy packetmarking
instead.Lik e the possiblechangego TCP, changesuchas
ECN would bring TCP’s congestiorcontrol behavior closer
to its desireddealbehaior, aswell asbeingof greatpoten-
tial valueto newer unreliableunicast,unreliablemulticast,
andreliablemulticasttransporfprotocols.
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