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ABSTRACT

Mostof thetraffic in todays Internetis controlledby the Transmis-
sionControlProtocol(TCP).Hence theperformancef TCPhasa
significantimpacton the performancef the overall Internet. TCP
is acomplex protocolwith mary userconfigurableparameterand
a rangeof differentimplementations.In addition, researchcon-
tinuesto producenen developmentsn congestiorcontrol mech-
anismsand TCP options,andit is usefulto tracethe deployment
of thesenew mechanismsn the Internet. As a final concern,the
stability andfairnessof the currentinternetrelieson the voluntary
useof congestiorcontrol mechanism®y endhosts. Thereforeit
is importantto test TCP implementationgor conformantend-to-
end congestioncontrol. Sinceweb traffic forms the majority of
the TCP traffic, TCP implementationsn todays web senersare
of particularinterest. We have developeda tool called TCP Be-
havior InferenceTool (TBIT) to characterizéhe TCP behaior of
aremotewebsener. In this paperwe describelTBIT, andpresent
resultsaboutthe TCP behaiors of majorwebseners,obtainedus-
ing this tool. We alsodescribethe useof TBIT to detectbugsand
non-complianceén TCP implementationgleplged in public web
seners.

1. INTRODUCTION

Most of thetraffic currentlycarriedon the Internetis controlled
by theTransmissior€ControlProtocol(TCP)[8]. Thus, TCPperfor
mancehasasignificantimpactontheperformancef theoverallIn-
ternet.Understandind CP behaior canbeimportantfor Internet-
relatedresearchiSPs,0SVendorsandapplicationdevelopers.We
have designeda tool called TCP Behavior InferenceTool (TBIT)
to characterizéhe TCPbehaior of remotewebseners.

Therearetwo reasongor usingwebsenersto testTCPbehaior,
oneexpedientandthe othermorefundamental First, web seners
are easyto test, sinceweb senerswill respondto a requestfor
informationwithout requiringary specialprivilegeson thoseweb
seners. One could imagineextendingthis approacho testother
informationseners,suchasSMTP andNNTP seners. However,
it would be difficult to extend this approachto testthe TCP be-
havior of arbitrary Internethosts. Second and moreimportantly
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the overall congestioncontrol behaior of the Internetis hearily
influencedby the TCPimplementationen webseners,sinceasig-
nificantfractionof thetraffic in the Internetconsistof TCPtraffic
from websenersto browvsers[8].

TCP is a complex protocol with a rangeof userconfigurable
parameters.A hostof variationson the basic TCP protocol [27]
have beenproposedanddeplosed. Variantson the basicconges-
tion control mechanisntontinueto be developedalongwith new
TCP optionssuchas Selectve Acknowvledgment{SACK) and Ex-
plicit CongestionNotification (ECN). To obtaina comprehense
pictureof TCP performanceanalysisandsimulationsmustbe ac-
companiedy alook atthelnternetitself. Severalfactorsmotivated
usto develop TBIT.

Onemotivationfor TBIT is to answeiquestionsuchas“ls it ap-
propriateto baselnternetsimulationandanalysison RenoTCP?”
As Section4.2 explainsin somedetail, RenoTCP is a older vari-
antof TCPcongestiorcontrolfrom 1990thatperformsparticularly
badly whenmultiple paclets aredroppedfrom a window of data.
TBIT shawvsthatnever TCPvariantssuchasNewRenoandSACK
arewidely deplgred in the Internet,andthis fact shouldbe taken
into accountfor simulationandanalysisstudies. We believe that
this is the first time quantitatve datato answersuchquestionss
beingreported.In otherwords, TBIT helpsto documenthemigra-
tion of nev TCPmechanismso the public Internet.

A secondmotivation for TBIT is to answerquestionssuchas
“What arethe initial windows usedin TCP connectionsn the In-
ternet?”. As is explainedin Section4.1, TCP’s initial windowv
determineghe amountof datathat canbe transmittedn the first
round-triptime aftera TCP connectiorhasbeenestablishedThe
initial window is a userconfigurableparametein somesystems,
andsothe TCPinitial window usedatawebsener cannot neces-
sarily beinferredsimply by knowing the operatingsystemusedat
thatsener. Knowing thedistribution of configuredvaluesof initial
windows canbe usefulnot only in simulationsand modeling,but
alsoin standards-bodglecisiongo advancedocumentspecifying
largervaluesfor initial windows [4].

A third motivationfor TBIT is to have theability to easilyverify
thatend-to-endcongestiorcontrolis in factdeplo/ed at endhosts
in thelnternet(Sectiord.3). Thestabilityandfairnesof theoverall
Internetcurrentlydependon this voluntaryuseof congestiorcon-
trol mechanisméy TCP stacksrunningon endhosts.We believe
thatthe ability to publically identify end hostsnot conformingto
end-to-endtongestiorcontrol canhelp significantlyin reinforcing
theuseof end-to-endcongestiorcontrolin the Internet.

A fourth motivation of TBIT is to aid in the identificationand
correctionof bugsdetectedn TCPimplementationsUsing TBIT,
we have detectedougsin Microsoft, Cisco, SUN and IBM prod-
ucts,andhave helpedthe vendorsfix thosebugs. As anexample,



asExplicit CongestioNatification(ECN)beginsto bedeplgedin

the Internet(Section4.6), reportsaresurfacingof web senersun-
ableto communicatevith newly-deployed clients. TBIT hasbeen
usedto helpidentify thesefailure modesandthe extentof theirde-
ploymentin the Internet,to identify the responsiblevendors,and
to track the progress(or lack of progress)in having thesefixes
deplored. Informationsuchasthis is critical whennew protocol
mechanismsuchasECN are standardizeéndactuallydeploed
in thelnternet.Furthermoreaswe shallseein Sectiongt.2and4.4,
subtlebugscancausea TCPimplementatiorio behae quitediffer-

ently from claimsin vendorliterature.Froma users perspectie, a
tool like TBIT is essentiafor detectingsuchbugs.

A fifth motivationthataroseaftertheinitial developmenof TBIT
wasthat of testingnot just the TCP behaior of web seners, but
also testingthe TCP behaior determinedby equipmenton the
pathto the sener. In particular thetestsof ECN behaior in Sec-
tion 4.6 arein parttestingfor the presencef firewalls andload-
balancerghatblock accesgo senersfrom hostsattemptingto ne-
gotiateECN. Becauseve areinterestedn understandinghe con-
gestioncontrolbehaior in the Internet,andnotjustthecongestion
controlof thewebsenerboxesthemseles,thissometimesequires
takinginto accounthe behaior of the variousmiddleboxsalong
thepath.

The restof the paperis organizedasfollows. In Section2, we
describehedesignof TBIT. In Section3, we compareandcontrast
TBIT with relatedwork. In Section4, we presentthe resultswe
obtainedby usingthe TBIT tool to suney the TCP deploymentat
somepopularwebseners.Sections providesadiscussiorof these
results.Section6 concludeghe paper

2. TBIT ARCHITECTURE

Thegoalof the TBIT projectis to developatool to characterize
the TCP behaior of majorweb seners. Thefirst requiremenfor
thedesignof TBIT is that TBIT shouldhave the ability to testary
web sener, at ary time. A secondrequirementis that the traffic
generatedby TBIT shouldnot be hostileor evenappearhostileor
out-of-the-ordinaryto theremotewebsener beingprobed.To sat-
isfy thefirst requirementtestinga web senerusingTBIT cannot
requireary servicesor privilegesfrom thatweb sener thatarenot
availableto the generalpublic. In addition,no assumptionsanbe
madeaboutthe hardware or software runningon the remoteweb
sener. The secondrequiremenbf ordinary and non-hostiletraf-
fic is in contrastwith programdike NMAP [13], which exploit the
responsef remoteTCPsto extraordinary paclet sequencedike
sendingFINs to a port without having openeda TCP connection.
Signature®f thesetacticsareusuallyeasyto recognizeandmary
websenersdeplo firewalls to detectandblock unusuabpaclet se-
guences.In orderto ensurethe ability to testary web sener at
ary time, mostof the TBIT testsonly generateconformantTCP
traffic designecdhot be flaggedashostileor out-of-the-ordinanby
firewalls. TheECNtestsareanexceptionto this, asthey arespecif-
ically investigatingthe presencef firewalls blocking traffic from
ECN-capabléosts.

TBIT providesseveraltests eachdesignedo examinea specific
aspecbf TCPbehaior of theremotewebsener. We describehe
designof TBIT in two stages. In the following, we describein
detailthelnitial Windowtest,illustratingseveral salientfeaturesof
theTBIT architectureSeveralothertestsmplementedn TBIT are
describedn Section4.

The TBIT processestablishesndmaintainsa TCP connection
with theremotehostentirely at the userlevel. The TBIT process
fabricatesTCP pacletsandusesraw IP socletsto sendthemto a
remotehost. It alsosetsup a hostfirewall to preventpacletsfrom

the remotehostfrom reachingthe kernelof thelocal machine.At
the sametime, a BSD Paclet Filter (BPF) [20] device is usedto
deliver thesepaclets to the TBIT process. This userlevel TCP
connectioncanthenbe manipulatedo extract information about
theremoteTCR This functionalityis derived from the TCP-based
network measuremertbol St i ng [30].

To illustrate, let's considerthe problem of measuringthe ini-
tial value of the congestionwindow (ICW) usedby web seners.
This valueis the numberof bytesa TCP sendercansendto a TCP
recever, immediatelyafter establishinghe connectionpeforere-
ceiving ary ACKs from therecever. The TCP standard5] speci-
fiesthatfor a given Maximum SegmentSize (MSS) ICW be setto
atmost2*MSS bytes,andanexperimentaktandard4] allows that
ICW canbesetto:

min(4 * M SS, max(2 « M SS,4380)) bytes

As the majority of thewebpagesareunderl0KB in size[6, 8,24],
thelCW valuecanhave a significantimpacton the performancef
awebsener[18]. TheTBIT testto measureéhelCW valueusedby
awebsenerworksasfollows. LetusassumehatTBIT is running
onhostA, andtheremotewebseneris runningon hostB.

e TBIT opensaraw IP soclet.

e TBIT opensa BPF device and setsthe filter to captureall
pacletsgoingto andcomingfrom hostB.

e TBIT setsupahostfirewall on A to preventary pacletscom-
ing from hostB from reachinghekernelof hostA.

e TBIT sendaa TCPSYN paclet, with thedestinatioraddress
of hostB andadestinatiorport of 80. The pacletadwertises
avery largerecever window, andthe desiredVISS.

e The TCP stackrunningon hostB will seethis paclet and
respondvith aSYN/ACK.

e TheSYN/ACK arrivesathostA. Thehostfirewall blocksthe
kernelfrom seeinghis paclet, while theBPFdevice delivers
this pacletto the TBIT process.

e TBIT createsa paclet that containsthe HTTP 1.0 GET re-
questfor thebasepage(*/”), alongwith theappropriateéACK
field acknavledging the SYN/ACK. This paclet is sentto
hostB.

e After receving the GET requesthostB will startsending
datapacletsfor thebasewebpageto hostA.

e TBIT doesnotacknavledgeary furtherpacletssentby host
B. The TCP stackrunningon hostB will only be ableto
sendpacletsthatfit within its ICW, andwill thentime out,
eventuallyretransmittinghefirst paclet.

e OnceTBIT seeshis retransmittegpaclet, it sendsa paclet
with theRST flag setto hostB. This closeshe TCPconnec-
tion.

ThelCW valueusedby the TCPstackrunningonhostB is given
by thenumberof uniquedatabytessentby hostB by theendof the
test.

Threesalientfeaturesof the TBIT architecturareillustratedby
thistest.First, thistestcanberunagainstary websener, anddoes
not requireary specialprivilegeson the web sener beingtested.
Secondnotetheability of TBIT to fabricateits own TCP paclets.
This allows usto infer the ICW valuefor ary MSS, by settingap-
propriateoptionsin the SYN paclet. This ability is importantfor



several othertestsimplementedn TBIT. Finally, the traffic gener
atedduringthe ICW testwill appearasconformantTCP traffic to
ary monitoringentity.

The testincorporatesseveral measurego increaserobustness
andensurethe accurag of testresults. Robustnessagainsterrors
causedby paclet lossesis animportantrequirement.The loss of
the SYN, SYN/ACK, or the paclet carryingthe HTTP requests
dealtwith in a mannersimilarto TCR i.e. usingretransmissions
triggeredby timeouts. The lossof datapaclets sentby hostB is
harderto dealwith. Somelossesaredetectabldy observingagap
in the sequenceaumbersof arriving databytes. If TBIT detects
suchagapin thesequencaumbersijt terminateghe test,without
returninga result. However, TBIT may not alwaysbe ableto de-
tectlostpacletsif consecutie pacletsattheendof the congestion
window arelost. In suchcasesthe TBIT resultmay be incorrect.
Somerohustnessgainsthis errorcanbe achieved by runningthe
testmultiple times. Anotherpossibility is that the baseweb page
mightnotbelargeenoughtofill theinitial window for agivenMSS.
If this happensthenthe remoteweb sener will usuallytransmita
FIN eitherin thelastdatapaclet orimmediatelyfollowing lastdata
paclet. TBIT candetectthis. For additionalrobustnessthe user
canconductthetestwith a differentMSS, or specifythe URL of a
largerobjectonthewebsener, if sucha URL is known.

We have implementedsereral testsin TBIT to verify various
aspectof TCP behaior of the remoteweb sener. We have de-
scribedthe ICW testabove. Laterin the paper we considerfive
others:atestto determinethe versionof congestiorcontrolalgo-
rithm (Tahoe,Reno,NewRenoetc.), running on the remoteweb
sener, atestto determindf theremotewebsener reducests con-
gestionwindow in half in responséo a paclet drop, a testto de-
termineif theremoteweb sener supportsSACK, andusesSACK
information correctly a testto measurehe durationof the time-
wait periodontheremotewebsener andfinally atestto determine
if the remoteweb supportsECN. We selectedtheseteststo best
illustratethe versatility of TBIT, aswell asto reportoninteresting
TCPbehaiors thatwe have obsered.

3. RELATED WORK

Thereare several waysto elicit informationaboutthe TCP be-
havior of aremotesener. In the previoussectionwe describedhe
TBIT architecture We now compareTBIT with relatedwork that
hasbeenreportedn theliterature.

Onepossibleapproacho actively eliciting andidentifying TCP
behaior wouldhave beento useastandard’ CPatthewebclientto
requesawebpagefrom thesener, andto useatool in thenetwork
alongthe lines of Dummynet[29] to drop specificpaclets from
the TCP connection(e.g. aswe droppedACKs for the ICW test).
A more comple alternatve would have beento usea simulator
suchasNS[10] in emulationmodeto drop specificpacletsfrom
the TCP connection.However, boththeseapproachefack certain
flexibilities thatwe felt weredesirable As we shalldescriben Sec-
tion 4.2, for someof the testswe neededo ensurethatwe would
receve asignificantnumberof paclets(20to 25) in asingletrans-
fer. RatherthansearcHor largeobjectsateachwebsite, theeasiest
way to do thisis to controlthe TCP senders paclet sizein bytes,
by specifyinga smallMSS (Maximum SegmentSize)at the TCP
recever. Thiswould not have beeneasyto accomplistwith either
the Dummynetor the NS emulator Withoutthe ability to specifya
smallMSS,we maynothave beenableto testmary websenersof
our choice.

An extensve studyof the TCP behaior of Internethostsis pre-
sentedin [25]. The studywas conductedusinga fixed setof In-
ternethostson which the authorhad obtainedspecialprivileges,

suchasthe ability to login andto runt cpdunp [20]. Largefile

transferswerecarriedout betweerpairsof hostsbelongingto this

set,andpaclet tracesof thesetransferscapturedusingt cpdunp

at both hosts. The traceswereanalyzedoff-line, to determinethe
TCP behaior of the hostsinvolved. The paperreportedon the
TCP performancef eightmajor TCPimplementationsThe paper
alsodiscussedhe failure to develop a fully-generaltool for auto-
maticallyanalyzinga TCPimplementatiors behaior from paclet
traces.

We would notethatthe methodologyusedin [25] would not be
well-suitedfor our own purpose®f testingfor specificTCPbeha-
iorsin publicwebseners.First, therestrictionto Internethostson
which the requiredprivilegescould be obtainedwould not allow
the widespreadestsof web seners. SecondcertainTCP beha-
iors of end-nodesanonly beidentifiedif theright patternof loss
anddelayoccurduringthe TCP datatransfer

In [14], the authorsexamine TCP/IP implementationsn three
majoroperatingsystemsnamely FreeBSD4.0,Windows 2000and
Linux (Slackware7.0),usingsimulatedile transfersn acontrolled
laboratorysetting.Specificloss/delaypatternsareintroducedising
Dummynet[29]. The authorsreportseveral flaws in the TCP/IP
implementationsn the operatingsystemsthey examined. Since
themethodologyrequirescompletecontrolover bothend-hostsas
well asthe routersbetweenthem (to introducelossanddelay), it
cannot be usedto answemuestionsaboutTCP deploymentin the
globallnternet.

NMAP [13] is atool for identifying operatingsystemgOS)run-
ning on remotehostsin the Internet. NMAP probesremotema-
chineswith avarietyof ordinaryandout-of-ordinaryT CP/IPpaclet
sequences.The responseof the remotemachineto theseprobes
constituteshe fingerprintof the TCP/IP stackof the remoteOS.
By comparingthe fingerprintto a databasef known fingerprints,
NMAP is ableto make a guessaboutthe OS runningon the re-
motehost. TBIT differsfrom NMAP in mary respects.The goal
of NMAP is to detectthe operatingsystemrunningon the remote
host,andnot to characterizehe TCP behaior of the remotehost.
Thus, NMAP probingis not limited to TCP paclets alone. Be-
yondfingerprinting,NMAP collectsnoinformationaboutthe TCP
behaior of the remotehosts. So, informationsuchasthe range
of ICW valuesobsered in the Internetcannot be obtainedusing
NMAP. Also, asmentionedn Section2, NMAP usesout-of-the-
ordinary TCP/IPpaclet sequencefor several of its fingerprinting
probeswhile TBIT usesonly normalTCP datatransferoperations
to elicit information.

Onemight arguethatto characterizeéhe TCP behaior of are-
motehost,it is sufficientto detecthe OSrunningonthehostusing
atool like NMAP. The TCP behaior canbe analyzedy studying
the OSitself, usingthe sourcecode(whenavailable),information
provided by thevendor(e.g. Microsoft website offersinformation
aboutthe TCP/IPstackin theWindows operatingsystem)andlab-
oratoryexperimentg14]. We first arguethatidentifying the OS of
theremotehostis not sufiicient, becaus¢he TCP standardiefines
a numberof userconfigurableparameters.Theseare set differ-
ently by differentusersanddataabouttheseparametersannotbe
obtainedby merelyidentifying the OS or by analyzingthe source
code. Secondregardlessof the claims madeby the vendor the
TCP codemight containsubtlebugs[26], andhencethe obsered
behaior canbe significantlydifferentfrom claimsin vendorliter-
ature.Thus,directexperimentations required eitherin laboratory
experimentsor acrossthe Internetwith public webseners. While
laboratoryexperimentsare well-suitedfor a thoroughexploration
of thebehaior of major, widely-distritutedTCPimplementations,
they arenot practicaffor characterizinghe entirerangeof TCPim-



plementationn the public Internet. Thus,we believe thatTBIT is
complementaryo traceanalysis Jaboratoryexperimentsand OS
fingerprintingtools.

4. TCPBEHAVIOR OF WEB SEVERS

In this section,we describesomeof the testsimplementedn
TBIT. We have examinedthe TCP behaiors of thousand®f web
senersusingthesetests. Theseresultsarealsoincludedalongwith
thedescriptiornof eachtest.

For TBIT testsdescribedn Sections4.1- 4.5, we useda list of
4550web severs(uniquelP addresses)Thelist is a subsebf the
setof IP addressesbtainedfrom threesourcestracedatafrom a
webproxy [16], thelist publishedat 100hot . comandthelist of
web senersusedin [17]. Eachof these4550web seners sends
morethan3500bytesof datawhenthe basepageis requestedWe
male no claim aboutthe representatenesof this list, apartfrom
assuminghatthis list is likely to containsomeselectionof high-
traffic web senersin the Internet. This is a smallerbut more se-
lective list of web senersthanthe oneusedin an earlierversion
of this work [23]. We usedNMAP [13] to identify the operating
systemsunningontheseremotehosts.NMAP wasableto provide
someguessaboutthe operatingsystemrunningon 3225 of these
webseners. Thetestswererunin May 2001.

FortheECNtestdescribedn Sectiord.6,we usedadifferentset
of hosts,andthetestswererunin Septembe2000.Wewill discuss
thereasondor thisin Sectior4.6.

4.1 Initial value of congestion window (ICW)

We have describedhe ICW testin Section2. We ran this test
on the list of senersdescribedabore. The MSS was setto 100
bytes.We testedeachsener five times. Thus,we carriedoutatotal
of 4550 * 5 = 22750 tests. A TBIT testcanterminatewithout
returninga resultdueto variousreasons.Of the 22750testsonly
1012testserminatedvithoutreturningaresult. Therewereseveral
reasongor earlytermination:

e TBIT did not receve a SYN/ACK in responseo its SYN,

evenafterretransmissionsono connectiorwasestablished.

e The sener senta SYN/ACK but did not sendary datain
responseo theHTTP request.

e TBIT detectedh pacletloss.

e Theremotesenersentapacletwith theRSTor FIN flag set,
beforethetestwascomplete.

e Theremotesenersentapacletwith MSSlargerthantheone
TBIT hadspecified.

Tablel givesthenumberof testshatterminatediueto eachreason.
Wewill discusghesereasonsn moredetailin Section5.

In Section5, we discussedow the ICW testmay returnaner
roneougesult. As we mentionecearlier we testedeachsener five
times. To provide robustnessgainserrors,we classifyeachsener
into oneof thefive catgyoriesbasedn resultsof thefive tests.

o If atleastthreetestsreturnresults,andall the resultsare
the same,the sener is addedto categgory 1. We have the
highestconfidencen theseresults,asthey have beenshavn
to berepeatableWe reportsummaryresultsonly for seners
belongingto this cateyory.

o If atleastthreetestsreturnresults,but notall theresultsare
thesametheseneris addedo cateyory 2. Thediffering re-
sultscouldbedueto severalfactors suchasconfusingpaclet

Reason Tests
No connection 376
No data 374
RST/FIN 82
LargeMSS 17
Pacletdrop 163
Total outof 22750 | 1012

Table 1: ICW: Reasonsfor early termination

Cateory | Serves
1 4264

2 196

3 41

4 2

5 44

Total 4550

Table2: ICW: Server categories

ICWsize | Serves
1 409

2 3638

3 12

4 62

5 ormore 143
Total 4264

Table 3: ICW: Summary results

drop patterns(asdiscussedn Section2), which arefurther
discussedh Section5. We would like to minimizethe num-
berof senersthatfall in this cateyory.

o |f oneor two testsreturnresults,andall the resultsarethe
same,the sener is addedto categyory 3. Furthertestsare
neededo cateyorizethe TCPbehaior of thissener.

e If oneor two testsreturnresults,andnot all the resultsare
thesametheseneris addedo cateyory 4. We wouldliketo
minimize the numberof senersthatfall in this category as
well.

o If noneof the five testsreturneda result, this sener was
addedto catgyory 5. Thesesenersneedto be investigated
further

Table 2 shavs the numberof senersbelongingto eachcategory.
Furtherdiscussiorof thesecatayoriesis providedin Section5.
Table3 shavs the summaryresultsfor the senersbelongingto
thefirst category. We foundthat3378senerssetthe ICW to two
segments,while 409 senerssetit to a single sgment. Only 62
senerssetthe ICW to four sggments,asallowed by [4]. A total
of 143 senerssettheir ICW to larger thanfour segments. Three
web seners,belongingto University of Wisconsin-Madisonwere
foundto setthe ICW to morethan8000bytes.We repeatedhe ex-
perimentwith anMSSof 512 bytes,which confirmedthesetrends.
NMAP was ableto guessthe operatingsystemrunningon 25
senersout of the 62 that settheir ICW to 4 paclets. 24 of these
arerunninga betaversionof the Solaris8 operatingsystemwhile
oneruns Solaris2.6-2.7. The web senersthat setICW to 8000
bytesor moreseento berunningolderversionsof aDigital (Com-
paq)UNIX operatingsystem We understanthatthesevebseners
mightbearesearchimplementation.



4.2 Congestion control algorithm (CCA)

Thereare a rangeof TCP congestioncontrol behaiors in de-
ployedTCPimplementationgncludingTahog15], Reno[5], New-
Reno[12], and SACK [19], which datefrom 1988, 1990, 1996,
and 1996, respectiely. Thesedifferentvariantsof TCP conges-
tion control are describedandillustratedin detailin [9]. A TCP
connectiorcannotusethe SACK optionunlessbothendnodesare
SACK-enabledIn theabsencef SACK, the TCP congestiorcon-
trol mechanismsasedby aremotehostarelikely to beeitherTahoe,
Reno,or NewReno. The differentvarietiesof TCP canhave sig-
nificantly differentperformanceindercertainpaclet lossregimes.
ThesdlifferentTCPvariantsarenotsignaledn pacletheadersthe
only wayto determinewnhichis beingusedby a particularhostis to
obsere atraceof aTCPconnectiorthatcontaingpacletdropselic-
iting the desiredbehaior. Using TBIT’s ability to createartificial
paclet drops,we have designeda testto distinguishbetweenthe
Tahoe,Reno,andNewRenoTCP congestiorcontrol mechanisms.
Thetestis basedn the simulationsdescribedn [9].

e TBIT establishes connectionwith the remoteweb sener,
in amannersimilar to the ICW testdescribedn Section2.
The MSSis setto a smallvalue(e.g. 100bytes)to forcethe
remotesener to sendseveral datapacletsfor thetest,even
if therequestedveb pageis smallin size. TBIT declaresa
receverwindow of 5*MSS.

e TBIT requestshebasewebpage.

e Theremotesener startssendingthe baseweb pageto the
TBIT clientin 100-bytepaclets.

e TBIT acknavledgeseachpaclet accordingto the TCP pro-
tocol[27], until the 13-thpacletis receved.

e TBIT dropsthis paclet, asillustratedin thetestsin Figurel.

e TBIT receves and acknavledgespaclets 14 and 15. The
ACKs sentareduplicateACKs for paclet 12.

e Paclet16is dropped.All furtherpacletsareacknavledged
appropriately

e TBIT closesthe connectionas soonas 25 datapaclets are
receved,includingretransmissions.

Basedon this streamof 25 paclets, TBIT candeterminethe con-
gestioncontrolbehaior of theremoteTCP. NewRenoTCPis char
acterizedby a FastRetransmifor paclet 13, noadditionalFastRe-
transmitsor RetransmifTimeouts,andno unnecessargetransmis-
sionof paclet17,asin Figurel(a). RenoTCPis characterizebly a
FastRetransmifor paclet 13, a RetransmifTimeoutfor paclet 16,
andno unnecessargetransmissionf paclet 17, asin Figure1(b).
TahoeTCPis characterizedby no RetransmifTimeoutbeforethe
retransmissiomf paclet 13, but an unnecessaryetransmissiomf
paclet 17, asshawvn in Figurel1(c). For a moredetailedexplana-
tion of this behaior, we referthereaderto [9]. TCP without Fast
Retransmit,a catgory that we had never encounteredefore,is
characterizedy a Retransmissioffimeoutfor paclet 13, andan
unnecessargetransmissionf paclet 17, asshavn in Figurel1(d).

In additionto thesefour behaiors, anumberof websenersex-
hibit a variantof Renocharacterizedby the transmissiorof addi-
tional paclets“off thetop” betweertheretransmissionsf paclets
13 and 16, and no unnecessaryetransmissionsas shav in Fig-
ure2. We call this variantRenoPlus.

As describedn Section4.1,a TBIT testcanterminatewithout
returningary resultdueto a variety of reasonslin additionto the

Reason Tests
No connection 237
No data 205
RST/FIN 106
LargeMSS 20
Pacletdrop 387
Pacletreordering | 1372
Buffer overflow 2
Uncatgorized 343
Total outof 22750 | 2672

Table 4: CCA: Reasonsfor early termination

Serves
3728
483
172

23

144
Total 4550

Category

B WIN| -

Table5: CCA: Server categories

Type Serves
NewReno 1571
NoFastRetrang 1010
Reno 667
RenoPlus 279
Tahoe 201
Total 3728

Table6: CCA: Summary results

reasonslescribedn Sectiond.1, this testwill alsoterminatewith-
outreturningaresultduethefollowing reasons:

e TBIT detectegacletreordering.

e An internalbuffer overfloved. This happenweryrarely and
we areworking to remedythis.

e Basedon the obsered paclet sequenceTBIT is unableto
classifythesenerinto ary of thetypesshavnin Figuresl and?2.

As before we raneachtestfive times.Of the22750testswe ran,
2672terminatedwithout returningresults. Table4 givesthe num-
ber of teststhat terminateddueto eachreason.We classifiedthe

senersbasedn thesetestresultsinto five cateyories,asdescribed

in Section4.1. Table5 shavs the numberof seners belonging

to eachcateyory. To ensurerobustnesswe only reportresultsfor

senersbelongingto thefirst cateyory. Table6 shavs thesummary
results.

Themainsurprisan theseresultsvasthenumberof webseners
thatwerecateyorizedas“TCP without FastRetransmit”,shavn in
Figure1(d). We did not expectto find any TCP implementations
thatdid not usethe FastRetransmifprocedurewhich hasbeenin
TCP implementationsince1988. For TCP without FastRetrans-
mit, the TCPsenderdoesnotinfer a pacletlossfrom thereceiptof
threeduplicateACKs, but hasto wait for a retransmitimer to ex-
pire beforeinferring lossandretransmittinga paclet. Figure1(d)
shaws the clearperformancepenaltyto the userof the absencef
FastRetransmit.

NMAP wasableto guessthe operatingsystemrunningon 751
of the1010websenersclassifiedby ourtestasusingTCPwithout
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Figure 1: Examples of congestion control behavior
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Figure 2: RenoPlus, a variant of Reno

FastRetransmit. Of these,666 are running somevariantof Mi-
crosofts Windows operatingsystem. To investigatethis behaior
further we developeda TBIT testthatverifiesthewebsener's re-
sponseo a single paclet droppedfrom a window of five paclets,
andverified that mostof thesesenersdo not useFastRetransmit
evenin a scenariowith a single paclet drop. Our enquirieswith
Microsoft have indicatedthat this behaior is a resultof a failed
attemptto optimize TCP performancdor webpageshataresmall
enoughto fit in thesoclet buffer of the senderThe attemptto opti-
mizethetransmissiorof pacletsin suchcasesioesnotseento be
working asintended.Our resultsindicatethatthis problemindeed
doesnotoccurwhenthebasewebpageis large.

Microsoftreportedthatit wouldfix thebug in Whistler, its next-
generatioroperatingsystem and promiseda software patchto fix
theproblemin Windows 2000.However, atthetime of writing this
paperthe patchwasnotavailable.

NMAP resultsindicate that most of the seners identified by
TBIT asusingNewRenorun newver versionsof Linux andSolaris
operatingsystemswhile mary of the systemgeportingthe older
Renobehaior seemto be running variousversionsof FreeBSD
andBSDI. Mary of the otherswith Renoseemto be runningvar
ious versionsof Windows operatingsystems put with large base
web pages.SystemgeportingTahoebehaior seemto be running
variousversionf theLinux operatingsystem NMAP wasableto
identify the behaior of only 123 senersthatexhibitedthe “Reno-
Plus”behaior. Of these43appeato berunningSolaris2.5-2.5.1.

We notethatfor 30 seners,threeor more (of thefive) testster-
minatedbecausd BIT wasunableto classifythesenerinto ary of
thetypesshavn in Figuresl and2. We areinvestigatingthese30
senersfurther

4.3 Conformant congestion control (CCC)

A TCP sendelis expectedto halwe its congestiorwindow after
apacletloss. This aspecobf TCP behaior is thekey to the stabil-
ity of theInternet[11]. Thereforewe developeda TBIT testthat
verifiesthis behaior, shavn in Figure3. Thetestis carriedout as
follows.

e TBIT establishes connectiorwith the remotesener, using
asmallMSS,andrequestshe basewebpage.
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Figure 3: Examples of window reduction behavior

Reason Tests
No connection 389
No data 500
RST/FIN 185
LargeMSS 19

Pacletdrop 452
Pacletreordering | 1338
Buffer overflov 2

Total outof 22750 | 2885

Table7: CCC: Reasonsfor early termination

Catgyory | Serves
1 3461

2 704

3 196

4 50

5 139

Total 4550

Table8: CCC: Server categories

Wndowafterloss Serves
5 sggmentsor less 3330
More than5 segments 131
Total 3461

Table9: CCC: Summary results

e TBIT acknavledgesall pacletsuntil paclet 15is receved. If
theremoteTCP hasbeenexhibiting correctslowstartbeha-
ior, thecongestiorwindow shouldbeat leasteightsegments
atthistime. TBIT dropspaclet 15.

e TBIT ACKsall pacletsappropriatelysendingduplicateACKs
acknavledging paclet 14, until paclet 15 is retransmitted.
Theretransmissiois acknavledgedappropriatelyAfter that,
TBIT doesnotacknavledgeary morepaclets. Thiswill ul-
timately force the remotesener to time out and retransmit
thefirst unacknwiledgedpaciet.

e As soonas TBIT detectsthis retransmissionit closesthe
connectiorandterminateghetest.

The sizeof thereducedcongestiorwindow, in bytes,is the dif-
ferencebetweerthe maximumsequencaumberrecevedby TBIT

and the highestsequencenumberacknavledgedby TBIT. Com-
paringit to the size of the congestionwindow prior to reduction
(8 sgments),we can decideif the remoteTCP usesconformant
congestiorcontrol.

The robustnesdssuesinvolved in this testare similar to those
discussedn Section4.2. We ran the testagainsteachhost five
times. Table 7 givesthe numberof teststhat terminatedwithout
returningary resultdueto variousreasons.Basedon thesetest
results,we catgorizedthe senersin five catgoriesasdescribed
in Section4.1. Table8 shavs the numberof senersbelongingto
eachcateyory. Table9 givessummaryresults basentheseners
in thefirst category.

We found 131 senersthatdid not reducetheir congestiorwin-
dow to five sggmentsor less. NMAP was ableto identify the op-
eratingsystemrunningon 99 of these.40 of thesewereidentified
asrunningrunninganolderversionof Solaris,namely2.50r 2.5.1.
We contactedur colleaguest Sun,wholookedatthecodeandre-
portedthatthebehaior wasdueto abugin the TCPstackof adding
threesggmentso thecongestiorwindow afterhalvingit following
a FastRetransmit.We did not seethis problemin the morerecent
versionsof this operatingsystem.

4.4 Responseto selective acknowledgments

A numberof TCP stackshave implementedhe TCP Selectve
Acknowledgmentoption (SACK) [19]. It is possibleto determine
from passie tracesvhethermremoteTCPsupportshe TCPSACK
optionsimply by observingvhetherthe TCP SYN pacletincludes
the SACK_PERMITTED option[3]. However, usingonly passie
monitoring,it is difficult to determinewvhethertheremoteTCP ac-
tually usesthe information containedin the SACKs senthy the
recever. We have designedhefollowing TBIT testto verify this.

e TBIT sendsa SYN pacletwith asmallMSSandthe SACK_-
PERMITTEDoptionto theremotewebsener.

o If thereturningSYN/ACK doesnot containthe SACK_PER
MITTED option, TBIT terminateghetest.

e OtherwiseTBIT continuedoreceve andacknavledgepack-
etsuntil paclet 15 is receved. Paclets 15, 17 and 19 are
dropped.TBIT sendsappropriateSACKsin responséo pack-
etsl6and18.

e TBIT continuegoreceve paclets,andsendappropriatesSACKs
until the retransmissionsf paclets 15, 17 and 19 are re-
ceved.
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(d) TCPwithout FastRetransmit.

Figure4: Examplesof responseto SACKs

e TBIT closesheconnection.

Theidealbehaior of aSACK-enabledsendemwouldbetoresend
paclets 15,17 and19in asingleRTT, andnot sendary unneces-
saryretransmissionsThis behaior is quite differentfrom that of
aNewRenorecever, whichwill take atleastthreeroundtrip times
to sendall theretransmissions.

Beforecarryingthis testout, we usedanothersimple TBIT test
to determinewhich of the 4550web senerswere SACK-enabled.
We found 1854web senersto be SACK-enabled.The above test
wascarriedout onthis smallerset.

The robustnessssuesinvolved in this testare similar to those
discussedn Section4.2. We ran the testagainsteachhost five
times. Table 10 givesthe numberof teststhatterminatedwithout
returningary resultdueto variousreasons.To our surprise,we
foundthatin 18 tests,the web sener did not negotiatethe SACK
optionin theinitial SYN handsha. We have identifiedtwo seners
thatappeato negotiateSACK sometimeswhile not negotiatingit
at othertimes. We speculatehatthe IP addressesf theseseners
areansweredy multiple physicalmachines We areinvestigating
this usefurther

Basedon thesetestresults,we catgorizedthe senersin five
catgoriesasdescribedn Sectiond.1. Table11 shawvs the number
of seners belongingto eachcatgory. Table 12 gives summary
results basednthesenersin thefirst category.

Thebehaior seerin Figure4(a)representsptimaluseof SACK
information. The TCPsenderetransmitsll threepacletsin a sin-
gle round-triptime, anddoesnot retransmitary pacletsunneces-

sarily. NMAP resultsindicatethatmostof the hostsexhibiting this
type of behaior arerunning newer versionsof Linux (2.2.13)or
Solaris(2.6 or higher)operatingsystems.

The behaior seenin Figure 4(b) also makes clear use of the
SACK information,althoughthe sendetakestwo roundtrip times
to retransmitthe lost paclets. The senderdoesnot retransmitary
pacletsunnecessarilySendersepresentedh thefirst row of Ta-
ble 12 exhibit one of thesetwo behaiors. The behaior in Fig-
ure 4(b) is mostly exhibited by larger basepagesfrom hoststhat
arerunningvariousversionsof the Windows 2000 operatingsys-
tem. (Smallerbasepagesfrom hostsidentifiedasWindows 2000
tendedo behae asTCPwithout FastRetransmitn Figure4(d),as
discussedh earlier)

In Figure 4(c), the senderis seento be taking threeroundtrip
timesto finish theretransmissionsThis is the behaior we would
expectfrom aNewRenosenderThereis noindicationthatthe TCP
sendeiis makingary useof theinformationin the SACK paclets.
NMAP resultsindicatethat mostof the hostsexhibiting this type
of behaior are running variousversionsof the Linux operating
system.

Finally, in Figure4(d), we seea sendeithatignoresSACK in-
formation, acting like TCP without Fast Retransmit. The sender
is usinga Retransmissioimeoutto retransmitpaclet 15, anda
TCPsendeis requiredo discardnformationobtainedrom SACK
blocksfollowing a Retransmissioffimeout[19]. Hostsexhibiting
this behaior seemto be runningvariousversionsof Microsoft’s
Windows operatingsystemsand seemto have small basepages.



Reason Tests
No connection 141
No data 353
RST/FIN 20
LargeMSS 13
Pacletdrop 223
Pacletreordering| 991
No SACK 18
Total outof 9270 | 1759

Table 10: SACK: Reasonsfor early termination

Category | Serves
1 1309

2 259

3 121

4 11

5 154

Total 1854

Table 11: SACK: Server categories

SACK usaye Serves
SACK usageverified 550
SACK usagenot verified 759
Total 1309

Table 12: SACK: Summary results

Thisfailureto useFastRetransmitvasdiscussedn Sectiord.2.

45 Timewait duration

A three-vay handsha&[31] is requiredto closea TCP connec-
tion betweerthe two hosts. Considertwo hosts,A andB, with a
TCPconnectiorbetweerthem.AssumehathostA wishesto close
the TCP connectionHostA startsby sendinga FIN pacletto host
B. HostB acknavledgesthis FIN, andit sendsts own FIN to host
A. Host A sendsan ACK for this FIN to hostB. Whenthis ACK
arrives at host B, the handshakingrocedures consideredo be
complete.The TCP standard27] specifieghat after ACKing the
FIN, the hostA (i.e. the hostthatinitiated the closingsequence)
mustwait for twice the durationof the Maximum SegmentLife-
time (MSL) beforeit canreusethe port on which the connection
was established.The prescribedvalue of MSL is 2 minutes[27].
During this time, host A must retain suficient stateinformation
abouttheconnectiorto be ableto acknavledgeary retransmission
of the FIN sentby hostB. For busy web seners, this represents
a significantoverhead18]. Thus,mary major web senersusea
smallervalueof MSL. We have developeda TBIT testto measure
thisvalue. Thetestworksasfollows.

1. TBIT opensaconnectiorwith theremotehost,andrequests
thebasicwebpage.

2. TBIT recevesandappropriatelyacknavledgesall the pack-
etssentby theremotewebsener.

3. Theremotesenerwill actively closetheconnectiorby send-
ing aFIN.

4. TBIT acknavledgestheFIN, andsendsts own FIN paclet.

5. TBIT waits until the remotesener acknavledgesits FIN.
If necessaryt retransmitghe FIN usingthetimeoutmecha-
nismdescribedn theTCPstandard27]. OncetheFIN/ACK
is receved,setsyn_count er to zero.

Reason Tests
No connection 527
No data 1479
RST/FIN 118
LargeMSS 10
Pacletdrop 112
Buffer overflow 1
syn_counter == 200 | 240
Total outof 22750 2487

Table 13: TimeWait: Reasonsfor early termination

Serves
3808
371
262

11

98
Total 4550

Category

Q| B WIN| =

Table 14: TimeWait: Server categories

Duration Serves
No wait 1259
0<2x*MSL < 64 2118
64 <2+ MSL < 128 11
128 < 2x MSL < 192 2
192 < 2x MSL < 256 401
2+ MSL > 320 17
Total 3808

Table 15: Timewait duration

6. TBIT sendsa SYN paclet to the remoteweb sener. The
sequencaumberof this SYN pacletis lessthanthe largest
sequenceumbersentby TBIT to theremotewebsener so
far. Incremensyn_count er by 1.

7. TBIT waitsfor afixedamounif timeto recevea SYN/ACK
fromtheremotewebsener. It ignoresary otherpacletssent
by theremotewebsener.

8. If a SYN/ACK is receved at the end of the waiting period,
goto 9. Otherwise checkto seeif syn_count er is equal
t0 200.If it is, terminatehetestwithoutreturningary result.
Otherwisegoto 6.

9. Oncethe SYN/ACK is receved, TBIT sendsa paclet with
the RSTflag setto theremotewebsener.

Theapproximatelurationof the2*MSL periodis thetime elapsed
betweerstepss and9.

Thetestcanoverestimatéhetime-wait durationif theSYNssent
by TBIT or the SYN/ACK sentby theremoteweb sener arelost.
Rolustnessgainsthesepacletlossecanbeobtainecby reducing
the wait period betweensuccessie SYNs (step7). The accurag
of measuremeris limited by the roundtrip time to the sener be-
ing tested,andthe durationof the wait periodbetweensuccessie
SYNs. We carriedout this testusinga wait of 2 seconddetween
successie SYNSs.

As before we raneachtestfive times.Of the22750testsweran,
2487terminatedwvithoutreturningresults.Table13 givesthe num-
ber of teststhatterminateddueto eachreason.The lastrow rep-
resentgeststhat terminatedbecauseahe value of syn_count er



reached200. We classifiedthe senersbasedon thesetestresults
into five catgories,asdescribedn Sectiord.1. Table14 shavsthe
numberof senersbelongingto eachcateyory. To ensurerobust-
ness,we only reportresultsfor senersbelongingto thefirst cate-
gory. Table15 shavs thesummaryresults.Thefirst row represents
hoststhatrepliedto theveryfirst SYN (step6). Fromtheresults,t
appearshatthe mostpopularvaluesof MSL are30 secondsand?2
minutes. From NMAP results,it appearghatthe currentversions
of Solarisand Windows operatingsystemsprovide 2 minutesas
the default MSL value,while Linux andFreeBSDuse30 seconds.
Most of the senersusingno wait seemto be runningeithersome
versionof theWindows operatingsystempor olderversiong2.0.37
or less)of theLinux operatingsystem.

46 Responseto ECN

Explicit CongestiorNotification (ECN) [28] is a mechanismnto
allow routersto mark TCP pacletsto indicatecongestionijnstead
of droppingthem,whenpossible.While ECN-capableoutersare
not yet widely deplo/ed, the latestversionsof the Linux operat-
ing systemincludefull ECN support. Following this deployment
of ECN-enable@&ndnodestherewerewidespreactomplaintsthat
ECN-capablehostscould not accessa numberof websites[16].
We wrotea TBIT testto investigatewhetherECN-enablegaclets
werebeingrejectedby popularweb seners. For this test, the be-
havior of the web sener is indistinguishabldrom the behaior of
firewalls or load-balanceralongthepathto thesener;therejection
of pacletsfrom ECN-enablechostsin factis dueto the firewalls
andload-balancerandnotdueto thewebsenersthemseles|[1].

Settingup an ECN-enabledT CP connectioninvolves a hand-
shale betweenthe senderand the recever. This processis de-
scribedin detail in [28]. Here we provide only a brief descrip-
tion of the aspectof ECN that we are interestedin. An ECN-
capableclientsetshe ECN.LECHOandCWR (CongestiotWindow
Reducedflagsin the headerof the SYN paclet; thisis calledan
ECN-setuBYN If theseneris alsoECN-capableit will respond
by settingthe ECNLECHOflag in the SYN/ACK; thisis calledan
ECN-setupSYN/AK. From that point onwards, all datapaclets
exchangedbetweenthe two hosts,exceptfor retransmittechack-
ets, can have the ECN-CapableTransport(ECT) bit setin the IP
header If arouteralongthe pathwishesto marksucha paclet as
anindication of congestionjt doesso by settingthe Congestion
ExperiencedCE) bit in the IP headelof the paclet.

The goal of the testis to detectbroken equipmenthat results
in derying accesdo certainweb-serers from ECN-enabledend
nodes.Thetestis not meantto verify full complianceo the ECN
standard28].

1. TBIT constructsan ECN-setupSYN paclet, andsendsit to
theremotewebsener.

2. If TBIT recevesa SYN/ACK from the remotehost, TBIT
proceeddo step4.

3. If no SYN/ACK is receved afterthreeretries(failure mode
1), orif apacletwith RSTis receved(failuremode2), TBIT
concludeghatthe remotesener exhibits a failure. Thetest
is terminated.

4. TBIT checkdo seef theSYN/ACK wasanECN-setuSYN/-
ACK, with the ECN_.ECHOflag setand CWR flag unset. If
this is the case,thenthe remoteweb sener hasnegotiated
ECN usage.Otherwise the remoteweb sener is not ECN-
capable.

5. Ignoringwhethertheremotewebsener negotiatedECN us-
age, TBIT sendsa datapaclet containinga valid HTTP re-
questwith the ECT andCE bits setin the IP header

6. If anACK is receved, checkto seeif the ECN.ECHOflag
is set. If no ACK is receved after threeretries, or if the
resultingACK doesnothavethe ECN_ECHOflag set(failure
mode3), TBIT concludeshattheremotewebsenerdoesnot
supportECN correctly

To ensurerobustnessbeforerunningthe testwe checkto make
surethatthe remotesener is reachabldrom our site, andwould
ACK a SYN paclet sentwithout the ECN.ECHO and CWR flags
set.Rolustnesggainspacletlossis ensuredy theretransmission
of aSYN or of thetestdatapaclet asmentionedn steps4 and6.

The ECN testwas conductedn September2000, and useda
larger setof hosts(about27,000). The purposeof the ECN test
wasto investigatehe problemreportedn [16], sowe includedthe
samélist of web seners. Eachhostwastestedonly once.Thetest
returneda resultin caseof 24,030hosts. The cumulatve findings
arereportedn Tablel16. Thefirst row reportshoststhatdo notsup-
port ECN, but interactcorrectly with clientsthatdo supportECN.
Thesecondandthird row represenhoststhatdery accesso ECN-
capableclients. Thefourthrow representhoststhatnegotiateECN
support,but fail to respondto CE bits setin datapaclets. These
threecasesfailuremodesl through3, arebrokenimplementations
or firewallsthatneedo becorrected Thefifth row representhosts
thatseemto supportECN correctly

NMAP resultsindicatedthat mary hostswith failure mode 2
were behind Ciscos Localdirector 430 [7], which is a load bal-
ancingproxy. Someof the hostswith failure mode2 have been
identified by othersasusing Ciscos PIX firewall. Both of these
problemshave beernbroughtto Ciscosattentionandafix hassince
beenmadeavailable. Most hostswith failure model seemto be
runningaversionof the AIX operatingsystem.We have contacted
peopleatIBM, andthey areworkingontheproblem.Someof these
failuresaredueto firewalls andload-balancerthatmistale theuse
of the ECN-relatedflagsin TCP for a signaturefor a port scanner
tool [21]. Most of the hostswith failuremode3 seemto berunning
older versionsof Linux (Linux 2.0.27-34).0f the 22 hostsin the
fifth row, negotiatingECN andusingECN correctly 18 belongto
a single subnet. NMAP could not identify the operatingsystems
runningon thesel8 hosts.Of theremainingfour, threeseemto be
runningnewer versionsof Linux (2.1.122-2.2.13).

We repeatedhe ECN testsin April, 2001for the senersreport-
ing failure model or 2 in the SeptembeR000tests. Of the 1699
web senersresponding1039still exhibited failure mode1, 326
still exhibitedfailure mode2, and332no longerexhibitedfailure.
The list of the failing web senersis available on the TBIT web
page[22].

5. DISCUSSION OF RESULTS

This sectiondiscussesn more detail the reasonavhy a TBIT
testmight terminatewithout returningary result. The fraction of
teststhatdo not returnaresultis highestfor the SACK test,where
atotal of 19% of the testsfailedto returna result. Thesereasons
for failing toreturnaresultareenumerateéh Tablesl, 4,7, 10and
13.

Thefirst threereasonsn thetablesare: (i) no connection(ii) no
dataand(iii) receiptof apacletwith theRSTor FIN flag setbefore
thethetestis complete Whenary of thesethreehappenthe TBIT
testendswithoutreturningaresult.

The fourth reasonin eachof the tablesis “Large MSS”. TBIT
terminatesthe testif the sener sendsa paclet with MSS larger



Testresult Serves
SenernotECN-Capable 21602
Failuremodel: No responséo ECN-setupfSYN 1638
Failuremode2: RSTin responsé¢o ECN-setupfSYN 513
Failuremode3: ECN negotiated but dataACK doesnotreportECN.ECHO 255
ECN negotiated,andECN reportedcorrectlyin dataACK 22
Total 24030

Table 16: ECN test results, September 2000.

thanthe maximumsetby the recever. Onemight amguethatthis

shouldnotbeareasorto terminatethetestimmediately especially
for simplertestslike the ICW test,andfor testssuchasthe Time-

wait test,wherethe dataflow itself is not of interest.However, we

decidedo doso,becaus¢hesendeiT CPis notsupposedo exceed
theMSSvaluesetby therecever[2]. We areworking onrelaxing

thisrequirement.

Thetwo otherimportantreasondor testterminationsarepaclet
dropsandpaclet reorderingdetectedby TBIT beforethe comple-
tion of thetest.For theICW test,while certainpaclet dropscanbe
detectecandtheirimpacton thefinal resultcanbe correctlyantic-
ipated,we chosenot to do soto keepthetestcodesimple. Paclet
reorderings notanissuefor theICW test.

FortheCCA, CCCamdSACK tests pacletdropsandpacletre-
orderingcausesignificantproblems asthe resultsfrom thesetests
dependuponthe orderingandtiming of the pacletsreceved. We
have developedcodeto avoid terminatingthe testfor somesimple
casef paclet lossesandreordering. However, we decidedthat
theincrementabainwasnotworth theaddedcompleity.

The Timewait testis not affectedby paclet reordering It is also
unafected by ary paclet dropswithin the data stream. Paclet
dropsduring the handshaé and teardevn do affect the test. As
describedn Section4.5, we guardagainstthemby usingretrans-
missionsjn amannersimilarto TCR In Table13, we seethat112
teststerminatedvithoutreturningaresultdueto pacletdrops.This
is dueto abugin our code whichterminatedhetestwheneerthe
very first datapaclet sentby the sener is lost. We planto fix this
errorin afutureversionof TBIT.

We alsonotethata TBIT testmightreturndifferentresultswhen
run againsthesamehostatdifferenttimes. The hostsbelongingto
catgories3 and4 in Tables2, 5, 8, 11 and14 exhibit this problem.
We speculateéhatthereareatleasttwo causegor this.

The first causemay be certainpaclet losssequencethat TBIT
is unableto detectandguardagainst.For example,duringanICW
test,pacletscanbelost from the“top” of the congestiorwindow.
TBIT cannotdetecthisloss,andwouldreturnavalueof ICW that
is smallerthanthe oneactuallyusedby the sener. In caseof the
CCA test, all of the duplicateACKs sentby TBIT for paclet 13
may be lost. In thatcase the remotehostwould be forcedto take
atimeout,andmaybe erroneouslyclassifiedas“TCP without Fast
Retransmit”.

Anotherpossibilityis thatsomeof thewebsenersare,in effect,
clustersof computeransweringo thesamdP addressDepending
on the load balancingalgorithmused,we may contacttwo differ-
entmachinesn the clusterif the sametestis repeatedt different
times. Thesetwo computeranay run differentoperatingsystems,
and hencedifferent TCP stacks. We have seensomeevidenceof
thisin the SACK testasdiscussedn Sectior4.4.

Sincewe foundno easyway to dealwith eitherof thetwo prob-
lems discussedabore, we choseto ran eachTBIT test multiple
(five) times,andreportresultsonly aboutthosehoststhatreturned
resultsfor someminimum number(three) of thesetests,andre-
turnedthe sameresult eachtime. It is possibleto devise more

elaborateschemedo ensurerobustnesof testresults,andwe are
investigatinghesefurther.

Hostsbelongingto Cateyory 5 also desere specialattention.
Thesehostsfailed to returnanswerdgor ary of the five tests. We
found that someof thesehostswere simply offline for a variety
of reasongfaileddot - cons?) during our testingperiod. Some
would not sendpaclets with a small MSS. We also found that
paclet reorderingwas a persistenproblemfor someof the hosts,
especialltheoneshatappeato beacrosgransoceanitinks. TBIT
testslike CCA, CCCandSACK tendto fail moreoftenwith such
hosts.

We notethatthe numberof hostsbelongingto Cateyory 1 may
be thoughtof asa metric of “usefulness’of TBIT tests. Suppose
we wereto comeup with a TBIT testthat verified someinterest-
ing propertyof TCP, but requiredvery large numberof pacletsto
complete,andhadto terminatefor ary paclet lossor reordering.
It is likely thatfor sucha test,few hostswould belongto the first
catgory. Thus,theresultsof suchatestwould alwaysbequestion-
able. We notethatfor all of the testsreportedin this paper more
than70% of the hostsbelongto thefirst cateyory. We hadreported
considerablypoorerperformancen an earlierreport[23] on this
work. The poor performancevasdueto the factthatwe hadnot
verifiedthatall thehostswould sendsuficientdatato completethe
test.We have alsomadeimprovementsin the TBIT codeto reduce
thenumberof instancesn which atesthasto beterminatecearly

We usedNMAP to identify the operatingsystemrunningon the
websenersbeingtested Any assertionsve make regardingtheop-
eratingsystenrunningon awebsener aresubjectto theaccurayg
of NMAP identification. We alsonotethatin mary casesrather
thanproviding a singleguess NMAP provides a setof operating
systemsaspotentialcandidates.

6. CONCLUSION

In this paper we have describeda tool, TBIT, for characterizing
the TCP behaior of remoteweb seners. TBIT canbe usedto
checkary web sener, without the needfor ary specialprivileges
onthatwebsener, in anon-disruptre manner Thesourcecodefor
TBIT is availablefrom the TBIT web page[22]. We beliere that
this kind of data(e.g. versionsof congestioncontrol algorithms
runningonwebseners,sizesof initial window, time wait duration)
is beingreportedfor the first time. As a resultof thesetests,we
have more informationaboutthe congestioncontrol mechanisms
usedby traffic in the Internet. As a side effect of this work, we
uncoveredseveralbugsin TCPimplementationsf majorvendors,
andhelpedthemcorrectthesebugs.

We plan to continuethis work in several ways. First, we plan
to develop testsfor more aspectof TCP behaior. For example,
it would be usefulto track the deployment of new TCP mecha-
nismssuchasthe DSACK option (RFC 2883), Limited Transmit
(RFC3042),0r CongestiorVindow Validation(RFC2861),0r to
investigatethe detailsof retransmitimeoutmechanismsOnegoal
is to provide comprehense standards-compliandestingof TCP
implementations.In addition, we are exploring the possibility of



usingTBIT to automaticallygeneratenodelsof TCPimplementa-
tionsfor usein simulatorssuchasNS[10].

More generallywe believe thatactive toolslike TBIT areneces-
saryto testotheraspect®f Internetbehaior aswell. Similarwork
hasalreadybeendoneto testthe deploymentof HTTP/1.1in web
seners[17], andto testthe protocolbehaior of webclients[3], in
additionto the wealthof othermeasurement-relatedsearchOne
possibility would be to extend TBIT to gathermore information
aboutthe infrastructuresurroundingweb seners, asit affectsthe
behaior of the sener. (Firewalls thatblock ICMP pacletscome
to mind.) A completelydifferentapproachwould be to develop
active but non-destructie toolsto explorethe effectivenesgor in-
effectivenesspf queuemanagemenat the congestedouter(s)on
the pathto the web sener, by examiningthe patternof dropsand
of end-to-enddelay Thereis a greatdealstill to do to understand
boththebehaior in theInternetandtherateof deploymentof new
mechanism theinfrastructure.
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