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T
he

IA
B

docum
ent

on
O

P
E

S
:

�

Itis
a

recom
m

endation
to

the
IE

S
G

.

�

Ifthe
IE

S
G

accepts
an

O
P

E
S

charter
referring

to
the

IA
B

draft,then
the

individuals
w

orking
on

O
P

E
S

have
to

address
the

issues
in

the
draft

in
their

w
ork.

�

T
he

IA
B

draft
does

not
have

answ
ers,

it
m

ostly
describes

issues
that

should
be

addressed.

�

S
om

ew
hat

like
”S

ecurity
C

onsiderations”:
the

W
G

has
to

convincing
argue

that
the

issues
have

been
addressed,

and
this

w
ill

be
considered

w
hen

a
docum

entcom
es

up
for

IE
S

G
LastC

all.
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R
elated

past
w

ork
in

the
IE

T
F

:
�

R
F

C
3135:

P
erform

ance
E

nhancing
P

roxies
Intended

to
M

itigate
Link-

R
elated

D
egradations

�

R
F

C
3135

has
sections

on:
S

ecurity
Im

plications,Fate
S

haring,E
nd-to-end

R
eliability,

E
nd-to-end

Failure
D

iagnostics,A
sym

m
etric

R
outing,

M
obile

H
osts,S

calability,and
O

ther
Im

plications
ofU

sing
P

E
P

s.

�

“w
e

believe
that

...
P

E
P

s
should

be
used

only
in

specific
environm

ents
and

circum
stances

w
here

end-to-end
m

echanism
s

providing
sim

ilar
per-

form
ance

enhancem
ents

are
notavailable.”

�

“the
choice

of
em

ploying
P

E
P

functionality
should

be
under

the
control

ofthe
end

user
...”
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IA
B

C
onsiderations

for
O

P
E

S
:

(2.1)
O

ne-party
consent

:
A

n
O

P
E

S
fram

ew
ork

standardized
in

the
IE

T
F

m
ustrequire

thatthe
use

ofany
O

P
E

S
service

be
explicitly

authorized
by

one
of

the
application-layer

end-hosts
(that

is,
either

the
content

provider
or

the
client).

(2.2)
IP

-layer
com

m
unications

:
F

or
an

O
P

E
S

fram
ew

ork
standardized

in
the

IE
T

F,the
O

P
E

S
interm

ediary
m

ustbe
explicitly

addressed
atthe

IP
layer

by
the

end
user.
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IA
B

C
onsiderations

for
O

P
E

S
:

(3.1)
N

otification
:

T
he

overallO
P

E
S

fram
ew

ork
needs

to
assist

content
providers

in
detecting

and
responding

to
client-centric

actions
by

O
P

E
S

interm
ediaries

thatare
deem

ed
inappropriate

by
the

contentprovider.

(3.2)
N

otification
:

T
he

overallO
P

E
S

fram
ew

ork
should

assist
end

users
in

detecting
the

behaviorofO
P

E
S

interm
ediaries,potentially

allow
ing

them
to

identify
im

perfector
com

prom
ised

interm
ediaries.
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IA
B

C
onsiderations

for
O

P
E

S
:

(3.3)N
on-b

loc
king

:
Ifthere

exists
a

”non-O
P

E
S

”
version

ofcontentavail-
able

from
the

content
provider,

the
O

P
E

S
architecture

m
ust

not
prevent

users
from

retrieving
this

”non-O
P

E
S

”
version

from
the

contentprovider.
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IA
B

C
onsiderations

for
O

P
E

S
:

(4.1)
U

R
I

resolution
:

O
P

E
S

docum
entation

m
ust

be
clear

in
describing

these
services

as
being

applied
to

the
resultofU

R
Iresolution,notas

U
R

I
resolution

itself.

(4.2)
R

eference
validity

:
A

llproposed
services

m
ust

define
their

im
pact

on
inter-

and
intra-docum

entreference
validity.

(4.3)A
ny

services
thatcannotbe

achieved
w

hile
respecting

the
above

tw
o

considerations
m

ay
be

review
ed

as
potentialrequirem

ents
for

Internetap-
plication

addressing
architecture

extensions,
but

m
ust

not
be

undertaken
as

ad
hoc

fixes.
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IA
B

C
onsiderations

for
O

P
E

S
:

(5.1)P
riv

acy:
T

he
overallO

P
E

S
fram

ew
ork

m
ustprovide

for
m

echanism
s

for
end

users
to

determ
ine

the
privacy

policies
ofO

P
E

S
interm

ediaries.

[T
his

does
not

m
ean

that
the

m
echanism

s
for

this
w

ould
be

developed
in

the
O

P
E

S
W

G
,or

even
in

the
IE

T
F.]
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T
he

IA
B

P
lenary

on
T

hursda
y

�

A
m

ore
generaldiscussion

ofthe
architecturalissues.

9


