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A
pplications

that
m

ight
benefit

from
E

C
N

:
�

S
hortw

eb
transfers:

–
A

voiding
the

w
aitfor

retransm
ittim

ers
to

expire.
–

A
voiding

the
delay

ofretransm
itting

a
dropped

packet.

�

Larger
T

C
P

connections:
–

E
C

N
is

som
ew

hatm
ore

efficientthan
FastR

etransm
it.

�

U
nreliable,realtim

e
traffic:

–
A

voiding
unnecessary

packetlosses.

�

R
eliable

m
ulticasttraffic:

–
A

voiding
costs

ofdetecting
and

recovering
dropped

packets.

�

Low
-bandw

idth
telnetconnections:

–
A

voiding
unnecessary

w
aits

for
retransm

ittim
eouts.
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P
erform

ance
results:

�

E
C

N
perform

ance
has

been
w

ell-studied:

–
Jam

alH
adiS

alim
and

U
vaiz

A
hm

ed,
P

erform
ance

E
valuation

of
E

x-
plicitC

ongestion
N

otification
(E

C
N

)
in

IP
N

etw
orks,R

F
C

2884.

–
P

rasad
B

agal,
S

hivkum
ar

K
alyanaram

an,
B

ob
P

acker,
C

om
parative

S
tudy

ofR
E

D
,E

C
N

and
T

C
P

R
ate

C
ontrol,1999.

–
C

hris
C

hen,
H

ariharan
K

rishnan,
S

teven
Leung,

N
elson

Tang,
Im

-
plem

enting
E

xplicitC
ongestion

N
otification

(E
C

N
)

in
T

C
P

for
IP

v6.

–
A

nd
m

ore...
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R
esearch

on
non-default

E
C

N
sem

antics:
�

N
on-defaultsem

antics
could

be
signalled

w
ith

the
diffserv

field.

–
S

.
K

alyanaram
an,

S
.

A
rora,

K
.

W
anglee,

G
.

G
uarriello

and
D

.
H

ar-
rison,A

O
ne-bitF

eedback
E

nhanced
D

ifferentiated
S

ervices
A

rchitecture.

–
R

.J.
G

ibbens
and

F.P.
K

elly,
R

esource
P

ricing
and

the
E

volution
of

C
ongestion

C
ontrol.

–
K

oenraad
Lavens,P

eterK
ey

and
D

erek
M

cA
uley,A

n
E

C
N

-based
E

nd-
to-end

C
ongestion-controlFram

ew
ork:

E
xperim

ents
and

E
valuation.

–
S

teven
Low

and
others,O

ptim
ization

F
low

C
ontrol.

–
Teunis

J.O
tt,E

C
N

P
rotocols

and
the

T
C

P
P

aradigm
.

–
A

nd
others...
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E
C

N
Im

plem
entations:

�

R
outers:

–
K

enjiro
C

ho’s
A

LT
Q

,w
hich

runs
on

FreeB
S

D
/N

etB
S

D
/O

penB
S

D
.

–
Linux

2.3,2.4.
–

N
ortel’s

O
pen

IP
E

nvironm
ent2.1.

–
O

thers
are

planned...

�

T
C

P
Im

plem
entations:

–
Linux

2.4.
–

E
xperim

entalprototype
from

U
C

LA
-E

C
N

.
–

O
thers

are
planned...
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”T
he

A
d

dition
of

E
xplicit

C
ong

estion
N

otification
(E

C
N

)to
IP

”
�

D
raft-ietf-tsvw

g-ecn-00.txtis
intended

to
obsolete:

–
”A

P
roposalto

add
E

xplicitC
ongestion

N
otification

(E
C

N
)

to
IP

”:
R

F
C

2481,E
xperim

ental.
–

”IP
sec

w
ith

E
C

N
”:

A
pproved

for
Inform

ational.
–

”E
C

N
Interactions

w
ith

IP
Tunnels”:

Internet-draftdraft-ietf-tsvw
g-ecn-tunnels-00.txt.

–
”T

C
P

w
ith

E
C

N
:T

he
Treatm

entofR
etransm

itted
D

ata
P

ackets”:
Internet-draftdraft-ietf-tsvw

g-ecn-00.txt.

�

S
ection

6.1.1.2
on

optionalS
Y

N
procedures

w
ill

be
rem

oved
from

the
nextrevision

and
subm

itted
as

an
inform

ationalR
F

C
.

�

A
P

roposalto
Incorporate

E
C

N
in

M
P

LS
,

internet-draft
draft-m

pls-ecn-
00.txt,is

notincluded.
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T
C

P
w

ith
E

C
N

:
T

he
Treatm

ent
of

R
etransm

itted
D

ata
P

ackets

�

T
he

problem
:

a
potentialfor

denial-of-service
attacks.

–
A

n
attacker

capable
of

spoofing
the

IP
source

address
could

send
a

T
C

P
packetw

ith
an

arbitrary
sequence

num
ber

and
both

the
E

C
T

and
C

E
bits

setin
the

IP
header.

�

T
he

fix:
–

D
on’t

set
the

E
C

T
(or

C
W

R
)

bit
on

retransm
itted

T
C

P
packets,

and
ignore

the
E

C
N

field
on

arriving
packets

outside
the

receiver’s
currentw

in-
dow

.

�

T
C

P
w

indow
probes:

D
on’tsetthe

E
C

T
(or

C
W

R
)

biton
w

indow
probe

packets,butdo
respond

to
E

C
N

indications
on

received
w

indow
probe

packets.
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B
roken

E
quipm

ent,
and

O
ptions

for
S

Y
N

P
ackets:

�

F
or

T
C

P,E
C

N
-C

apability
is

negotiated
betw

een
the

tw
o

ends
w

ith
E

C
N

-
setup

S
Y

N
or

S
Y

N
/A

C
K

packets
(using

the
E

C
N

-E
cho

and
C

W
R

flags).

�

T
C

P
’s

E
C

N
-setup

S
Y

N
packets

have
been

cited
as

a
signature

for
a

port-scanning
tool.

�

S
om

e
broken

im
plem

entations
respond

to
T

C
P

’s
E

C
N

-setup
S

Y
N

packet
w

ith
a

R
S

T.

�

O
ther

broken
im

plem
entations

do
not

respond
T

C
P

’s
E

C
N

-setup
S

Y
N

packets.

�

D
etailed

results
are

on
the

T
B

IT
w

eb
page

at”http://w
w

w
.aciri.org/tbit/”.
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T
he

O
ptional

P
rocedure

for
S

Y
N

P
ackets:

�

S
ection

6.1.1.2
on

”R
obust

T
C

P
Initialization

w
ith

no
response

to
the

S
Y

N
”

is
being

rem
oved

from
this

internet-draft,and
w

illbe
subm

itted
as

a
separate,inform

ationalR
F

C
.

�

B
ug-fixes

have
been

announced
for

the
broken

im
plem

entations
that

send
a

R
S

T
in

response
to

an
E

C
N

-setup
S

Y
N

packet,butso
far

deploy-
m

entofthis
bug-fix

seem
s

to
be

m
inim

al.

�

S
om

e
w

ork
stillhas

to
be

done
to

identify
the

bugs
for

the
broken

im
ple-

m
entations

thatignore
E

C
N

-setup
S

Y
N

packets.

9



S
um

m
ary:

�

W
e

are
asking

forthis
internet-draftto

be
considered

for
P

roposed
S

tan-
dard.

W
e

think
itis

tim
e.
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