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ABSTRACT
Releasingnetwork measurementdata—includingpacket traces—
to theresearchcommunityis avirtuousactivity thatpromotessolid
research.However, in practice,releasinganonymizedpacket traces
for public useentailsmany morevexing considerationsthan just
the usualnotion of how to scrambleIP addressesto preserve pri-
vacy. Publishingtracesrequirescarefully balancingthe security
needsof theorganizationproviding thetracewith theresearchuse-
fulnessof theanonymizedtrace.In thispaperwerecountourexpe-
riencesin (i ) securingpermissionfrom alargesiteto releasepacket
headertracesof the site's internal traf�c, (ii ) implementingthe
correspondinganonymization policy, and (iii ) validating its cor-
rectness.We presenta generaltool, tcpmkpub , for anonymizing
traces,discusstheprocessusedto determinetheparticularanony-
mizationpolicy, anddescribethe useof meta-dataaccompanying
thetracesto provide insightinto featuresthathavebeenobfuscated
by anonymization.

Categoriesand SubjectDescriptors
C.2.2 [Network Protocols]: Protocolarchitecture;C.2.5 [Local
and Wide-AreaNetworks]: Internet;D.2.0[General]

GeneralTerms
Measurement,Design,Experimentation,Security

1. INTRODUCTION
Sharingof network measurementdatasuchaspacket traceshas

beenrepeatedlyidenti�ed ascritical for solid networking research
[4, 17]. Sharingdatasetsallows: (i ) veri�cation of previous re-
sults,(ii ) direct comparisonof competingideason thesamedata,
and(iii ) abroaderview thanasingleinvestigatorcanlikely obtain
on their own. Variousorganizationsdo in fact releasemeasure-
mentdataon a regular basis—e.g.,NLANR' s PMA packet traces
[2] andCAIDA's skitter [3] measurements.However, whenwe re-
centlyendeavoredto publicly releasea setof packet headertraces
of LBNL's internal traf�c, we unexpectedlyencounteredtwo key
problems:(i ) we foundno carefullycraftedguidanceon anonymi-
zationpolicy for tracesmeantfor public releaseabove andbeyond
how to strip out payloadsandtransformIP addresses,and(ii ) af-
ter developing an anonymization policy, we could not �nd tools
we couldadaptto transformour tracesaccordingto our particular
policy or validatetheresults.

While therehasbeensolid work devising techniquesto anony-
mizeIP addresses(e.g.,[23]), we foundthesejust the beginning of
thework involvedin preparingtracesfor release.Indeed,“the devil
∗ComputerCommunicationReview, January2006.

is in the details” regardinghow to treatadditionalpacket header
�elds, and,moregenerally, identifyingandresolvingthenumerous
considerationsthatarisewhendesigningananonymizationpolicy.
As anexample,[12] demonstratesa techniquethat leveragesTCP
timestampsto �ngerprint a physicalhostbasedon thehost's clock
drift. An attacker could uselegitimate traf�c to the site in ques-
tion to �ngerprint machinesandthenunmasktheobscuredIP ad-
dressesin thereleasedtracesby comparingtheclock drift in their
probeswith theclock drift shown by theTCP timestampoptions.
(Ourmethodfor dealingwith TCPtimestampsis outlinedin x 3.4.)
While suchdevil-ish considerationscan be readily dealt with by
brusquelyscrubbingdetailfrom a trace,we know from experience
thatsuchscrubbingcanoftenthwart researchersin their investiga-
tions dueto the lack of key informationin the traces. For exam-
ple, tcpdpriv [15] removesTCP optionsfrom anonymized traces,
thus closing the door to the physical �ngerprinting threat men-
tionedabove. However, this not only rendersthe traceuselessto
a researcherstudyinga given option, but also reducesthe ability
for otherresearchersto solve puzzles found in the traces(suchas
by usingTCP timestampsto accuratelypair up packetswith their
acknowledgments).Finally, we note that while we leveragepre-
vious work on IP addressanonymization,we alsocontribute new
wrinklesin termsof transformingenterpriseaddressesandalsoad-
dressesprobedby scanners(detailedin x 3.3).

In anonymizing our traceswe endeavoredto de�ne a policy that
balancesthe securityand privacy needsof the organizationpro-
viding the tracewith the researchvaluethat is inevitably reduced
with eachtransformationof thetrace.As notedin [23], no perfect
anonymizationschemeexistsandthereforeasin muchof thesecu-
rity arena,anonymizationof packet tracesis aboutmanagingrisk.
After arriving atanacceptableanonymizationpolicy we lookedfor
an appropriatetool with which to implementour transformations.
None of the anonymization tools we found—includingtcpdpriv
[15], ipsumdump [10] and tcpurify [6]—were generalenoughto
allow for theeasyimplementationof amultifacetedanonymization
policy acrossprotocol layers. Ratherthan insertingmessyhacks
into existing tools or creatingyet anothercustomanonymizer to
implementour own particularpolicy, we optedto develop a tool
thatprovidesa generalframework for anonymizing tracesthatcan
accommodatea wide rangeof policy decisionsandprotocols.We
describeour tool, tcpmkpub , in moredetail in x 2 andhave re-
leasedit onourprojectwebpage(alongwith 11GB of anonymized
packet tracesof LBNL'senterprisetraf�c) [1].

While our goal is to preserve asmuchaspossiblewithin there-
leasedtraces,inevitably we had to obfuscateor completelystrip
out valuableinformation. In addition,analysisof packet tracesof-
ten requiresmore contextual information than that found within
thetraceitself (e.g.,thegatewayIP addressassociatedwith agiven



Section Meta-Data
x 3.1 Packetsfoundin theoriginaltracewith badchecksumsare�agged in themeta-data,with aversionof thepacket

with a badchecksumplacedin theanonymizedtrace.
x 3.1 Truncatedpacketsfound in theoriginal tracearenotedin themeta-data.Thepacket insertedinto theanony-

mizedtracehasa correctedchecksumbasedon thesanitizedpacket.
x 3.2 Themeta-dataincludesa roughfrequency tableof Ethernetvendorcodes.
x 3.3 Themeta-datacontainsa list of theanonymizedpre�x andsizeof eachinternalsubnetfoundin thetrace,along

with thesubnet's gatewayandbroadcastaddresses.
x 3.3 The anonymizedIP addressof detectedscannersis includedin the meta-data.The anonymizationmapsad-

dressesfor thetargetin traf�c involving scannersdifferentlythanaddressesin non-scanningtraf�c.
x 3.3 Themeta-datalistsaddressesthatarepartof LBNL'saddressspace,but not from a valid LBNL subnet.
x 3.4 Hostsfor which tcpmkpub couldnot determinetheendiannessof TCP's timestampoptionare�agged in the

meta-data.Theorderof thetimestampsfor thesehostsis basedon theorderin which thepacketsarrive at the
tracinglocation,ratherthanthetime atwhich they weretransmitted.

x 6 Themeta-datagivesthenumberof packetscompletelyremovedfrom thetracesdueto policy considerations.
x 6 Themeta-dataincludesa tagindicatingtheanonymizationkey usedto conductthetransformations.All traces

with thesametagareuniformly anonymized.
x 6 Themeta-dataincludesa checksumdigestof theanonymizedpacket traceto ensurethat thetracesandmeta-

datacanbeproperlypaired.

Table 1: Meta-data accompanyingthe anonymizedtraces.

subnet). Therefore,in addition to a transformedpacket tracewe
provide meta-data abouteachtraceto inform furtheranalysis.The
meta-datais oftencrucial for understandingthetracesandchasing
down puzzlesthey may present.Table1 givesa summaryof the
meta-datageneratedby our tool.

Theproblemof traceanonymizationis broaderthanjust prepar-
ing tracesfor public release.Someorganizationsrequireanonymi-
zationof any storedtraces,even if kept internal. This canrequire
on-line anonymization,which canintroducecomplexities. We do
not addressthosecomplexities in this work, sincefor our task,off-
line anonymization suf�ces. Furthermore,to retain as much re-
searchvalueaspossiblein thetraces,our policy woundup requir-
ing a multi-passstructure(for example,to identify rareitemsand
mapthemto the sameidenti�er to thwart �ngerprinting basedon
their known scarcity). While on-line anonymizationcanleverage
someof the techniquesoutlinedin this paper, we believe thatde-
velopinga solid systemfor on-lineanonymizationremainsanarea
for futurework.

The restof this paperprogressesasfollows. In x 2 we outline
the anonymization framework andtool we developed. In x 3 we
addressouranalysisof theanonymizationissuesthataroseandthe
policy developedin conjunctionwith LBNL's securitystaff. x 4
brie�y examinesthe impact of anonymization on two particular
packet headeranalyses.x 5 outlinesthe stepswe took to validate
that our anonymizationprocesswas in fact accuratelytransform-
ing thetracewithout leakinginformation.x 6 discussesadditional
considerationsthatarebroaderthanthecontentsof the traces.x 7
presents�nal thoughts.

2. METHODOLOGY
The precisemethodfor anonymizing a packet tracefundamen-

tally dependson policy decisions,which in turndependon thepur-
poseof transformingthe traceand the concernsof thosewhose
traf�c appearsin thetrace.For instance,for usewithin anorganiza-
tion apolicy maybeassimpleasremoving theapplicationpayload
from traces,while for tracesreleasedto thepublic, overwriting or
transformingportionsof theheadersis alsolikely required.

The availableanonymization tools we found focuson only the
header�elds to bechanged,primarily the IP addresses.However,

we wantedto achieve a balancebetweenobscuringtracesenough
to providesecurityandprivacy for themonitorednetwork, while at
thesametimeretainingasmuchinformationaspossiblein aneffort
to not undulydiminish theresearchvalueof the traces.We there-
foreneededanapproachthatallowedfor rich policiesthatconsider
eachportion of a packet header. To do so, we built tcpmkpub ,
ananonymizationtool thatprovidesagenericframework for trans-
forming packet tracesbasedon explicit rules for each header field.
As illustratedbelow, tcpmkpub providesa platform for usersto
easilyspecify, implement,revise, andverify local anonymization
policiesfor a largerangeof protocols.

Figure 1 shows an example speci�cation for anonymizing an
IP headeraccordingto a particularpolicy. The �gure illustrates
several aspectsof our framework. First, note that the speci�ca-
tion shown coversevery �eld of an IP header, and thusprovides
tcpmkpub the entiremappingfrom �elds to transformationac-
tions.1 In addition, all the �elds must be speci�ed with a name
and a length (e.g., the “ IP tos ” �eld is 1 byte long) because
tcpmkpub hasno built-in understandingof IP—thelength�elds
arekey to tcpmkpub beingableto �nd its way througha given
packet. tcpmkpub alsosupportsvariablelength�elds, suchasin-
dividual IP or TCPoptions. Theactualsizeof thevariablelength
�elds is determinedby thecorrespondingactionfunctions,which
mustunderstandspeci�cs of theprotocolin question.Thecurrent
policy languageis,however, notpowerful enoughfor specifyingre-
cursivedatastructure,suchasalinkedlist of protocoloptions;nav-
igationthroughsuchstructureis built into thetcpmkpub engine.
Notethatthis limitation doesnotaffect thepropertythatthepolicy
controlseachdata�eld. Besidesproviding a �e xible platformfor
anonymization,the structureof tcpmkpub alsohelpsguidedata
providers to preciselyconsidereachheader�eld, sincean action
mustbeassignedto each�eld.

Next, the userspeci�es an action for each�eld in the header.
Two built-in actionsareprovidedto retainthe�eld' soriginal value
in theanonymizedtrace(“KEEP”) andto clearthe�eld' s valuein
the anonymized trace(“ZERO”). The usercan also specify C++

1Ourspeci�cationcoversonly IPv4. An anonymizationpolicy that
alsowantedto dealwith IPv6[8] would requireanadditionalspec-
i�cation of the IPv6 headerformat, aswell asthe anonymization
policy for IPv6.



FIELD        (IP_verhl,   1,      KEEP)
FIELD        (IP_tos,     1,      KEEP)
FIELD        (IP_len,     2,      KEEP)
FIELD        (IP_id,      2,      KEEP)
FIELD        (IP_frag,    2,      KEEP)
FIELD        (IP_ttl,     1,      KEEP)
FIELD        (IP_proto,   1,      KEEP)
PUTOFF_FIELD (IP_cksum,   2,      ZERO)
FIELD        (IP_src,     4,      anonymize_ip_addr)
FIELD        (IP_dst,     4,      anonymize_ip_addr)
FIELD        (IP_options, VARLEN, anonymize_ip_options)
PICKUP_FIELD (IP_cksum,   0,      recompute_ip_checksum)
FIELD        (IP_data,    VARLEN, anonymize_ip_data)

Figure1: Speci�cation for IP headeranonymization.

CASE (TCPOPT_eol,      0, 1,       KEEP)
CASE (TCPOPT_nop,      1, 1,       KEEP)
CASE (TCPOPT_mss,      2, 4,       KEEP)
CASE (TCPOPT_wsopt,    3, 3,       KEEP)
CASE (TCPOPT_sackperm, 4, 2,       KEEP)
CASE (TCPOPT_sack,     5, VARLEN,  KEEP)
CASE (TCPOPT_tsopt,    8, 10,      renumber_tcp_timestamp)
CASE (TCPOPT_cc,       11, VARLEN, KEEP)
CASE (TCPOPT_ccnew,    12, VARLEN, KEEP)

DEFAULT_CASE (TCPOPT_other, VARLEN, TCPOPT_alert_and_replace_with_NOP)

Figure2: TCP option anonymizationspeci�cation.

function namesas actions for richer transformations,including
thosethat requirekeepingstateacrossmultiple packets. For in-
stance,the IP anonymization policy in Figure 1 shows that the
“ IP src ” and “ IP dst ” �elds are transformedby calling the
anonymize ip addr() function. Given that the speci�cation in-
cludesthe entire packet, modi�cations are straightforward. For
instance,studieshave shown how to extract informationfrom the
IP ID �eld [5, 7]; therefore,while notapartof ourparticularpolicy,
someonesharinga tracemightwantto obscurethat�eld' svalueas
partof their anonymizationpolicy. This requireschangingtheac-
tion for the“ IP id ” �eld from “KEEP” to “ZERO” to simplyclear
the �eld. Alternatively, the actioncould be set to the nameof a
function to executeto transformthe �eld (e.g.,anonymize ipid()),
coupledwith developing a simpleC++ function to randomizeor
changethe IP ID �eld in whatever fashionthe userdeemsappro-
priate.

In addition,tcpmkpub allowstheanonymizationprocessto “go
back” to particularheader�elds. For instance,the “ IP cksum”
�eld is initially zeroedandthen,afterall transformationshavebeen
appliedto thepacket, tcpmkpub comesbackandcomputesanew
IP checksumandinsertsthatchecksuminto theanonymizedtrace
(seex 3.1for moredetailsaboutthechecksummingprocess).

Theframework alsosupportscase statementswhenheader�elds
canvary. For instance,Figure2 shows thesetof rulesfor process-
ing TCP options,which may appearin arbitrary order, or not at
all. tcpmkpub treatsoptionsmuchlike standardheader�elds. In
casestatementstheoptionnameis followedby the“type” codefor
theoption. If theoptionbeingprocessedmatchesthetypecodein
the anonymizationspeci�cation, the option is de�ned by a given
lengthandprocessedusinga given action. For instance,TCP op-
tion 2 is anMSSadvertisement.Theoptionis 4 byteslongandour
policy simply retainsthe valuein the original tracewhenplacing
thepacket into theanonymizedtrace.As above, theactioncanbe
thenameof aC++ functionto executeto transformtheoption.For
instance,therenumber TCP timestamp() functionis calledto san-
itize the TCP timestampoption [9], asdiscussedfurther in x 3.4.
Finally, a default casecoversthesituationwhena particularoption
foundin atraceis notenumeratedin theanonymizationpolicy. The

policy employedin theexamplereplacessuchoptionswith “NOP”
optionsand insertsan alert into the tcpmkpub log �le. These
alertsareimportantto monitor because,if frequent,they may in-
dicatea changeto theanonymizationpolicy is warranted.For in-
stance,they could indicateincreasingprevalenceof somenewly
de�ned TCPoption thatcouldbebetterdealtwith thanby simply
replacingtheoptionwith NOPs.

As thetcpmkpub enginepossesslittle knowledgeaboutproto-
cols,a questionis how onecancheckwhethertheprotocolspeci-
�cation in anonymizationpolicy is correctandcomplete.Oneway
to catchsucherrorsis throughself-checking.Theactionfunctions
canraisealertswhensome�eld valuelookssuspicious,e.g.,when
encounteringan unde�ned TCP option. Further, for constant(or
constant-ranged)�elds, onecanemploy a constantchecker asthe
action(evenif the�eld is not transmformed),asin theARPpolicy
(seeFigure3 at theendof paper)—infact, this is how we caught
theweirdARPpacketsdiscussedin thenext paragraph.

Finally, tcpmkpub provides hooksfor additionalprocessing.
Theseinclude static �ltering basedon BPF �lters (e.g., for ex-
cluding a particularhostor traf�c involving a sensitive port) and
packet-specific policies. For example,onepolicy we usecontains
entriesthatidentify ARPpacketswith speci�c timestampsandpay-
loadcontents.Thesepacketscontainthebizarrestring“Move to
10mb on D3-packet ,” in a portion of the ARP packet that is
normally clearedby our default policy. However, thesepackets
have beenmanuallyvettedandarenot contraryto our anonymiza-
tion policy; thus,we explicitly preserve thepayloadof thesepack-
etsas in the original trace,sincesuchreal-life packet “crud” can
be importantfor capturingthe diversity presentin actualnetwork
traf�c.

3. ANONYMIZA TION POLICY
In this sectionwe sketchtheanonymizationpolicy we arrivedat

andthethinking that led to it. In thecurrentwork, our focusis on
tracesthat includeonly packet headers,2 thoughin the future our

2The only payloadswe include are packet headersencapsulated
within ICMP messagesandARP payloads(with renumberedad-



projectintendsto build on[16] andreleasetraceswith anonymized
payloads.We do not advocatethepolicy outlinedin this paperas
the correct policy, but asa possible policy, with thegoalbeingto
discussitemsto considerwhendeterminingpolicy. In addition,we
discussalternativesin thissectionthatweconsideredandmaywell
representabetterapproachin someenvironments.Particularitems
thatneedthoughtwhendevelopingananonymizationpolicy areIP
addresses,the IP ID �eld, TCP sequencenumbers,length �elds,
andtransportprotocolport numbers,asdiscussedbelow.

We �rst considerthe site's “threat model” for releasingsuch
traces. It is crucial to prevent usersof the trace�les from deter-
mining: (i ) identitiesof speci�c hostssuchthatanaudittrail could
be formed aboutparticularusers,(ii ) identitiesof internal hosts
suchthatamapcouldbeconstructedof whichhostssupportwhich
services(which could be usedin mountingan attack),and (iii )
securitypracticesof the organizationthat an attacker would not
otherwiseknow andcouldleverageduringanattack.

We next discussour anonymizationpolicy, startingwith how to
handlechecksumsacrossprotocollayers;thenwefollow theproto-
col stackto examinepoliciesfor eachprotocollayer. This section
providesexamplesof our anonymizationpolicy �les. SeeFigure3
at theendof this paperfor a listing of all thepolicy speci�cations
usedto implementourpolicy. Thepolicy �les will alsobeincluded
with thetcpmkpub releaseat [1].

3.1 Checksums
Oneaspectof transformingpacket tracesthatcrosseslayersand

protocolsis calculatingvariouschecksum�elds. We re-calculate
checksumsin theanonymizedtracesfor two reasons:(i ) evenwhen
application-layerdatais removed from packets the checksumcan
sometimesgive away thecontentsof thedata(e.g.,for smallpack-
ets)and(ii ) sincewe remove applicationpayloadsandtransform
variousheader�elds in thepacketstheusersof the traceswill not
beableto determineif theoriginalchecksumswerevalid. As noted
in [14], huntingfor checksumfailuresin packet tracescanbe im-
portantwhenanalyzingrareevents.

Our techniqueinvolves replacingthe original checksum,Co ,
with a checksumCc calculatedacrossonly the transformedbytes
that are beingplacedin the anonymized packet trace. Thereare
two reasonswe may not be able to verify Co : (i ) the packet has
beencorruptedwhile traversing the network or (ii ) the original
packet tracedid not captureenoughof the packet to allow us to
independentlycomputethe checksum(e.g., becausesomeof the
payloadis missing).In the�rst case,we insert“1” into theappro-
priatechecksum�eld to markthepacket ashaving a known failed
checksumoriginally (unlessCc happensto yield 1 itself, in which
casewe insert“2”). This guaranteesthata researcherverifying the
checksumsin theanonymizedtracewill observe a failure,asin the
original trace.On theotherhand,for packetsfor which we cannot
verify Co due to packet truncationin the trace,we assumevalid
checksumsandincludeCc in theanonymizedtrace.We alsonote
corruptedandtruncatedpacketsin themeta-data.

Finally, we needto considerthe fact that UDP checksumsare
optional. If thechecksumis zeroin theoriginal trace,we preserve
this in theanonymizedtrace3.

We note that an alternative methodwould be one of the ap-
proachesimplementedin tcpurify [6], which replaceschecksums
with codesindicating“valid original”, “invalid original”, or “not
enoughof thepacket capturedto determine”.Thatschemehasthe
advantageof notrequiringseparatemeta-data,but requiresanalysis

dresses).
3Perthe UDP speci�cation[18], calculatedvaluesof zeroarere-
placedwith theequivalent0xffff.

toolsto understandthecodes.

3.2 Link Layer
At �rst blush,theEthernetheadermight not seemsensitive. On

their own, Ethernetaddressesdo not give away muchinformation
sincethey arechosenessentiallyrandomlyby vendors.However,
becauseEthernetaddressesaredistinct to individual NICs, retain-
ing themin thetraceswould allow attackersto uncover theactions
of a given userif they separatelyobtain the MAC addressof the
user's NIC. If they alsodeterminetheassociatednon-anonymized
IP address,they thencanspotinstancesof theMAC addressin the
tracesandusethisinformationto work onunravelingtheIP address
anonymizationscheme.

Weconsiderthreedifferentmethodsof randomizingEthernetad-
dressesto counterthesethreats: (i ) scramblingthe entire6 byte
address,(ii ) scramblingonly thelower 3 bytesof theaddress,pre-
servingthe“vendorcode”in theupper3 bytes,or (iii ) scrambling
thevendorcodeandthelower 3 bytesindependently. Mappingthe
entire6 byteaddresswould remove theability of researchersto at-
tribute variousoddities(for example,replicatedpackets) to NICs
from particularvendors.Wecouldretainthis facetof thetracedata
by preservingthevendorID andscramblingonly thelower3 bytes.
While thisapproachmaintainspotentiallyusefulinformationabout
theNIC vendor, it fails to preserveanonymity if somevendorshave
only a smallnumberof NICs in thesiteproviding thetrace—ifthe
attacker separatelylearnsabouttheserarelyuseddevices,they can
locatethemin thetracebasedsolelyon their rarevendorID.

Theseconsiderationsled us to the third option, remappingthe
high- andlow-order3 bytesseparately. This allows the traceuser
to �nd all hostsusingthesameNIC vendor, but not to identify that
NIC or the original full address.Our speci�c schemeremapsthe
high-order3 bytesandusesthat valueasthe seedfor remapping
the low-order 3 bytes. Doing so producesa consistentmapping
acrossmultipletraces.Therefore,saythelow-order3 bytesX map
to X ′ for vendorY . For vendorZ thesameX will mapto some
X ′′. Finally, we includein themeta-dataa roughfrequency table
of unanonymizedvendorIDs foundin our traces(e.g.,a list of ven-
dor IDs with 1–20hosts,20–50hosts,50–200hosts,etc.), in an
attemptto preserve a pro�le of thediversityof NICs in useat the
site. The bucket rangesarecarefully chosenasto not �nger par-
ticular machinesby virtue of beingtheonly addressin a particular
bucket.

Ethernetaddressesnot only appearin Ethernetheaders,but also
in the contentsof ARP packets, and our framework understands
theARP packet formatandconsistentlyremapstheseinternalad-
dresses,aswell.

Thereareexceptionsto the remappingpolicy. We preserve ad-
dressesthat areall zeros(unknown MAC in ARP packets) or all
ones(broadcasttraf�c), and also the “multicast bit” in the high-
order3 bytes.

Our analysis of the other Ethernet header �elds concluded
that they do not poseany anonymization issues. At this point,
tcpmkpub inspectsthe type of headerfollowing the Ethernet
header. The policy we useunderstandsIP and ARP packets, so
for theseit proceedsto furtheranonymization.For all otherpacket
types,it truncatesthepacket placedin theanonymizedtraceafter
theEthernetheader.

3.3 Network Layer
Obviously, a key aspectto our policy at the network layer is

anonymizing IP addresses.If anattacker cantie traf�c to a known
IP addressandtherebypotentiallyto a user, they canattaina de-
tailedaccountingof theuser'sactivities(violatingprivacy, andpos-



sibly embarrassingthesiteif theuser'sactivitiesareinappropriate).
In addition,an attacker coulduseinformationaboutservicesrun-
ning on a particularhost to develop an attackplan. We therefore
seekto obscuretheIP addresses.While IP addressanonymization
is well trod ground(e.g.,basedon [23]), we found that the devil
againshowed up andwe neededto adda few wrinkles to imple-
menta soundpolicy within our environment.

In particular, we remapaddressesdifferently basedon the type
of address.Thefollowing detailsouranonymizationpolicy for var-
ious typesof addressesanddistills themeta-datawe recordto re-
tain asmuchresearchvalueaspossible. For the purposesof our
discussion,“internal” addressesarethoseallocatedto LBNL and
“external” addressesarenon-LBNL addresses.

External addresses:remappedusingthe pre�x-preservingad-
dressanonymizationschemegivenin [23]. While this schemecan
be attacked, thesite's view is that thedif�culty of attackingit for
externaladdresses,which have muchlesslocality thaninternalad-
dresses,suf�ces to reducethethreatto anacceptablelevel.

Inter nal addresses:processedin two steps:�rst, thepre�x part
is mappedto a pre�x unusedby the pre�x-preservingschemefor
external addressesand then the subnetand host portionsof the
addressare transformed. It is important to note that we do not
retain the prefix-preserving relationship between internal and ex-
ternal addresses. If we did, then becausethe organizationfrom
which the tracecomesis known, the pre�x-preservingproperty
could be usedto infer portionsof external addressesadjacentto
internaladdresses.For instance,oneof LBNL's addressrangesis
128.3.0.0/16.However, sincethetraceis known to befrom LBNL,
even if we transformed“128.3”, it seemssafe to assumethat it
would not be dif�cult to determinewhich traf�c is from LBNL.
Therefore,by includingLBNL'saddressesin thepre�x-preserving
addressanonymization usedfor external addresses,any address
whose�rst octetis 128would bepartially unmasked.

Therefore,afterthepre�x-preservingalgorithmhasclassi�edall
externalIP addressesin thetracewe maptheinternaladdressesto
an unusedpart of the global addressspace.4 The meta-datapro-
videsa list of internalnetwork pre�xes. This aspectof anonymi-
zationrequirestwo passesat theoriginal packet trace,�rst to con-
structa collision-freemapof IP addresses,andsecondto actually
anonymizetheaddresses.We notethatgiventhemulti-passnature
of our technique,this aspectof IP addressanonymization would
requirea differentapproachfor on-line anonymization. We also
notethatmappinginternaladdressesseparatelycanleadto incon-
sistenciesacrosstraces.For instance,considerthe casewhenwe
take a traceT0 today, anonymizing andreleasingit with internal
addressesin pre�x P0 . Further, assumewe anonymize a second
trace,T1 , at somepoint later, usingthesamekey to provideunifor-
mity acrossthetraces(seex 6 for moreonuniformanonymization).
While anonymizing T1 , anexternaladdressmaymapontoP0 , and
thereforewe mustusea different internalpre�x, P1 , for internal
addresses.Therefore,while mostof theanonymizationis uniform
acrossthetwo traces,theconsistency is marredby thefactthatthe
internalpre�xesdiffer acrossthetwo collections.

Second,the mappingof subnetand host portions of internal
addressesis not bitwise prefix-preserving. Insteadwe remapthe
subnetandhostportionsof internaladdressesindependentlyand
preserve only whethertwo addressesbelongto the samesubnet.
Therefore,all hostsappearingin somesubnetX in the original
tracewill appearin thecorrespondingsubnetX ′ in theanonymized
trace.This randommappingdoesnot preserve therelationshipbe-
tweensubnetsin theinternalnetwork. For instance,if two /24sub-

4In practice,weuseoneof theorganization's standardpre�xesun-
lessthatpre�x wasusedfor someexternaladdress.

netssharea/20pre�x in theoriginaltrace,they will notnecessarily
do soin theanonymizedtrace.Themeta-datacontainsa list of the
(renumbered)internalsubnets.In addition,themeta-datacontains
the remappedgateway and broadcastaddressesfor eachinternal
subnet.Weremapthehostportionsdifferentlyfor eachsubnet.

In remappinghostportionswithin asubnet,weneedto compute
a pseudo-randompermutationamongaddresses.With the algo-
rithm describedin [13], thepermutationsdependonly on thecryp-
tographickey, thuswe cankeepthe mappingindependentof the
orderin which theaddressesappearandconsistentacrossmultiple
traces,withouthaving to storethemapping,analogousto theprop-
ertiesof thealgorithmfor pre�x-preservinganonymization[23].

Remappingthe subnetsalso involves computing a pseudo-
randompermutation,exceptthatthesubnetscanhavedifferentpre-
�x lengths.Thuswemapbiggersubnets(with shorterpre�xes)be-
fore smallersubnets.The mappinglikewise dependsonly on the
cryptographickey.

Multicast addresses:preservedin theanonymizedtrace,asthey
donot identify any particularhost.

Private addresses:preserved in theanonymizedtracebecause
they donotconvey asenseof identity in LBNL'senvironment,due
tohow they areusedandallocated.Notethatin otherenvironments,
privateaddressescouldverywell convey asenseof identity. For in-
stance,a particularportion of the network might employ a rarely
usedportion of private addressspace(e.g., 10.55.100.0/24)and
thereforetheprivateaddressescouldbeeasilylinkedwith users.

Scanners. A particularproblemwith our anonymization tech-
niquesconcernstraf�c from scannersthat probea wide swath of
theIP addressspace.For instance,many organizationsrun a scan-
nerto checkvariouspropertiesof theinternalhostsaspartof their
securityoperation. Theseprobestend to hit addressesin a well
establishedordersuchasa:b:c:1, a:b:c:2, a:b:c:3, etc. Whenwe
anonymize addresses,the host portion of the addressis random-
ized. But becausethesesortsof scannersareeasyto pick out by
their rapid (andfrequentlyunsuccessful)connectionattempts,by
observingtheorderhostsareprobedby suchscanners,anattacker
might approximatelyderive theoriginal hostportionof the IP ad-
dresses,andalsopossiblythesubnetpre�x. Also notethattheDNS
is a readilyaccessibledatabaseof thelive hostsat anorganization,
whichanattackermayleverageto assistin unmaskingrelationships
betweenpopulatedaddresses.

In additionto IP-level (or higher) internalor externalscanners,
we found anothersubtlescannerin the traces. The enterprise's
routerssometimesARP for an entiresubnetin rapid-�re fashion,
whichweattributeto initializing therouter'sARPtable,or possibly
“host discovery” activity within the subnet. As discussedabove,
suchprobes(andtheir responses)maybeusedto partially unmask
IP addresses,giventhetiming of therequests.We appreciatedthis
particularthreatonly latein theprocessof anonymizing our traces,
which servesto (again)highlight thecarefuldiligencerequiredto
anonymizepacket traces.

Becauseof thepotentialthreatfrom scanners,wedecidedto map
addressesrelatingto scanneractivity usinga separatenamespace
thanthatof non-scanningactivity, to breakthestructuralrelation-
ship inducedby sequentialscanners.To do so,however, we need
to �nd the scanners.We did so by looking for hoststhat visited
morethan20 distinct IP addresses,for which therewasa window
of 20 IP addressesin which at least16 were(in theoriginal trace)
strictly in ascendingor descendingorder. This is merelya heuris-
tic; however, it hasthepropertythatanattacker is unlikely to �nd
and leveragescannersin the anonymized tracethat this heuristic
misses.

As mentionedabove, we renumberthe IP addressesinvolved in



scanningtraf�c separately. We keepthescanner's IP addressuni-
form acrossthetrace,and�ag thescannerassuchin themeta-data.
However, we usea differentmapping(resultingin a differentsub-
netandhostaddress)for thedestinationaddressof thescans.For
instance,considertwo hostsX 1 andX 2 in subnetY from theorig-
inal trace�le. In traf�c not involving the scanner, theseaddresses
will bemappedto X ′

1 andX ′
2 in subnetY ′. For traf�c involving the

scanner theseaddresseswill bemappedto X ′′
1 andX ′′

2 in subnets
Z1 andZ2 , respectively. This unfortunateinconsistency in there-
sultingtracesmeansthatit becomesimpossibleto analyzea host's
entiresetof traf�c for any internaladdressthat wasscanned.Fi-
nally, we notethatEthernetaddressesof hostsbeingscannedalso
needrenumbering,or anattacker caneasilyestablishthemapping
betweenIP addressesfor scanningandnon-scanningtraf�c.

Theabovediscussionassumesthattheadversarydid notscanthe
network himselfduringtracecollectionandhasto leverageexisting
scanning. As pointedout in [23], with active probing thereare
many opportunitiesfor theadversaryto “�ngerprint” addressesand
thusdefeatany 1-to-1addressmapping.In thatcaseonesolutionis
to anonymizehostidentities(includingIP andMAC addressesand
IP-ID) with a 1-to-n mapping,for example,mappingan address
dependingon thecommunicationpeer's address.

Invalid addresses.Our packet tracescontainseveral instances
of datatransactionsinvolving a hostbelongingto aninvalid subnet
(i.e., theorganizationdoesnot usetheparticularsubnet).That is,
theIP addressis in theorganization'saddressspace,but thatpartic-
ular portionof theaddressspaceis meantto bedark. Thesemight
comefrom miscon�gurationsor users“borrowing” addressesthey
were not assigned.We anonymize suchaddressesas thoughthe
subnetexisted,but notethemin themeta-dataasnot belongingto
a valid subnet.

In addition,we found packets in our packet tracesthat contain
IP optionsthat in turn containIP addresses(e.g.,the recordroute
option).WeremaptheIP addressescontainedwithin theseoptions
beforeplacingthepacketsinto theanonymizedtrace.Likewise,we
mustremapIP addressescontainedwithin ARPreplies.

We notethat someof the complicationsin termsof anonymiz-
ing IP addressescomefrom the fact that we aresanitizingedge-
network packet traces. Packet tracestaken in the middle of the
network would likely not have thesamestrongaddresspre�x sig-
naturethat enterprisetraceshave andthereforemay be ableto be
anonymizedwithout regardto address“type”.

The last considerationat the network layer is ICMP traf�c.
Given ICMP's usefor carryingall sortsof rich network statusin-
formation,we must take carewhenincluding suchpackets in the
anonymized traces. ICMP messagesoften containthe �rst bytes
of thepacket that triggeredthe ICMP message.Therefore,we re-
cursively anonymizetheincludedIP packet aswe would any other
packet in theoriginal trace.

3.4 Transport Layer
Our anonymization policy dealswith TCP [19] andUDP [18]

at the transportlayer. We truncatepackets using other transport
protocolsafter the IP header(we did not seesigni�cant amounts
of suchtraf�c). As outlinedin x 2, implementinganonymization
frameworksfor new transportprotocols(e.g.,SCTP[21] or DCCP
[11]) shouldbestraight-forward.

The �rst considerationfor transportprotocols is whether to
anonymizetheport numbers.Our policy leavestheTCPandUDP
port numbersintact,with theexceptionthat we remove traf�c in-
volving oneparticularportusedfor aninternalsecuritymonitoring
application. A drawbackof preservingport numbersis that they
may be able to be usedto identify a particularmachinethat runs

a particularsetof services,if thatsetis in someway unique(e.g.,
dueto themake-upof theset,traf�c volume,etc.).

Anotheraspectof TCPtraf�c thatpotentiallyleaksinformation
is the sequencenumber(aswell asIP/PCAPlength). [22] shows
that a motivatedattacker can �nd traf�c in an anonymized trace
that involvesa particularwebsiteby comparingthelengthof TCP
connectionsin the tracewith a databaseof known object lengths
ongivenwebpages.Thisattackrequiressigni�cant resources,and
thereforefor ourenvironmentit is notperceivedto bealargethreat.

Given that we preserve both port numbersandsequencenum-
bers,the mostsigni�cant transformationwe performat the trans-
portlayeris to rewrite TCPtimestampoptions[9]. Recentwork has
found thatclock drift manifestin timestampoptionscanbe lever-
agedto �ngerprint aphysicalmachine,enablingits uniqueidenti�-
cationin thefuture[12]. If a machinecouldbe�ngerprintedusing
theanonymizedtraces,thenanattacker who alsoprobesthesite's
hostsdirectly could pair up the timestampsignaturesthey obtain
from probingwith thosein the trace,underminingthe IP address
anonymization.Ontheotherhand,timestampoptionshave signi�-
cantutility in analyzingTCPdynamics,asthey allow unambiguous
matchingof datapacketswith acknowledgmentsandcanhelpde-
tectpacket duplicationandreordering.

Therefore,to balancetheseconcernsour policy is to transform
the timestampspresentin timestampoptionsinto separatemono-
tonically increasingcounterswith no relationshipto time for each
IP addressappearingin theanonymizedtrace.We preserve times-
tampechoesof zero,which indicate“no timestamp.” Much of the
researchuseof timestampsinvolvesusing themto determinethe
uniqueness andtransmission order of segments.A per-hostcounter
preserves this use. Of course,any useof the timestampoption
for actualtiming information(e.g.,investigatingTCP'sretransmis-
sion timeout,or the jitter betweenpackets)is lost. We considered
“fuzzing” the timestampsby randomamounts,insteadof usinga
counter, to degradetheartifactsusedby the�ngerprinting scheme.
However, sinceit is not clearhow this would affect researchrely-
ing upontimestampsfor timing information,we decidedto simply
remove all timing information.

Using our approach,transforminga timestampoption requires
two passesover the original packet trace,for two reasons.First,
RFC 1323doesnot specify the actualformat of timestamps,nor
their endianess.Therefore,to infer the orderingrelationshipbe-
tweentimestamps(andthusto correctlyassigncountervalueswhen
rewriting them),we needto observe multiple packetsto determine
endianess.Second,even if we can determinethe order among
timestamps,it is still problematicto renumberwithout knowing
what timestampsmay appearlater, so we wait until observingall
the timestampsbefore renumberingthem sequentially. In those
caseswherewe cannotdeterminetheendianessof thetimestamps,
we simply re�ect theorderof thepacketsin theoriginal trace.Do-
ing socanaidaresearcherinterestedin determiningtheuniqueness
of packets,but thecausalorderingbecomespotentiallymisleading,
sowenotethefailureto identify theendianessfor thegivenhostin
themeta-data.

4. INFORMA TION LOSS
As notedabove, every transformappliedto a tracecan poten-

tially perturbanalysisof thetransformedtrace.Givenour explicit
goal to retainasmuchresearchvalueaspossible,we analyzedthe
original andanonymizedtraceswith two toolsthatperformpacket
headeranalysisandcomparedtheoutputasoneway to gaugehow
effective we werein preservinginformation. We stressthat these
aresimply two examples andtheir performancemaynotbeindica-
tive of otherusesof thetraces.



We �rst usedp0f [24] to do OS �ngerprinting on the hostsin
thetrace.5 We foundtwo relevantdifferencesbetweentheanalysis
of the original and transformedtraces: (i ) transformingthe TCP
timestampoptioninto acounterrenderedp0f 's “hostuptime”anal-
ysisuseless,and(ii ) oneconnectionshoweda differentOSsigna-
ture in thetransformedtracedueto a corruptedpacket in theorig-
inal tracecausingour anonymizationprocessto changean invalid
TCPoptioninto a NOPoption. Thus,we concludethatOS�nger-
printing is in generalstill possiblewith thetransformedtraces;this
is acceptableto oursite.

Wealsousedacustomtool, tcpsum, to cruncheachTCPconnec-
tion in thetraceto �nd thenumberof packetsandbytessentin each
direction,aswell asacrudehistoryof theconnection(“saw SYN”,
“saw SYN+ACK”, etc.). Exceptfor IP addresses,theoutputfrom
crunchingtheoriginal andtransformedtracesmatched,indicating
no valuewaslost in the transformationsfor this particulartypeof
analysis.

We againnotethatour simpletestsarenot exhaustive. Clearly,
thetransformationswe appliedto thetracescanhave animpacton
certainformsof analysis.For instance,any analysisthat involves
digging into the contentsof packets (e.g., for use in developing
intrusiondetectionmethodologies)would be rendereduselessby
our anonymizationscheme.However, we believe thatthesesimple
testsshow that within the realmof headeranalysiswe have pre-
served muchuseful informationwhile still protectingthe security
andprivacy of thesiteandits users.

5. VALID ATION
We next turn to a key aspectof implementingananonymization

policy: validation. For thesetof traceswe prepared,we usedsev-
eralad hoc methodsto validatethattheinformationwe intendedto
maskwasindeedtransformedor left outof theanonymizedtraces:

� First we inspectedthelog createdby tcpmkpub duringthe
anonymizationprocess.tcpmkpub �ags all unexpectedas-
pectsof a packet traceit runsacross,including, for exam-
ple, incompleteIP headersor IP addresses(which arepos-
sible within ICMP unreachablemessages),indeterminable
byte orderof TCP timestampsfor a particularhost,or ille-
gal valuesfor �elds with constantor limited-rangedvalues.
Examiningillegal �eld valuesleadusto thediscovery of the
bizarreARPpacketsmentionedin x 2 andTCPoptionswith
illegal length �elds (e.g., “SACK permitted” optionswith
length253insteadof 2 andwindow scaleoptionswith length
1 ratherthan3).

While usingthetool to verify itself is inherentlyinsuf�cient,
thisis aprudent�rst steptoensurethattcpmkpub didn't get
confusedin a way that would lead to information leakage.
We found nothing in our logs that indicatedany problems.
We basetheremainderof our validation,however, on useof
separatetools.

� We next usedthe standardUnix tool strings to look for se-
quencesof at leastsix contiguousletters(caseinsensitive) in
the anonymized tracesin an attemptto ensurethat packet
payloadshad been properly removed. When run across
the original traceswe found many strings that are clearly
commands,�lenames,etc. (e.g., “Documents”,“Settings”,

5We notethat this is anareawheresomesitesmaydesirethat the
information not appearin the anonymized traces,in which case
protocolscrubbingtechniques[20] maybebene�cial aspartof the
anonymizationprocess.

“Con�rmFileOp”). However, in looking through the out-
put producedfrom theanonymizedtracewe foundlittle that
wasrecognizableasobvious packet content. We manually
checked the few stringsthat remotelyresemblewords (for
instance,“tkirtkis”) andfound themto becausedby simple
coincidence.

� We wrotea small tool to pick throughpacketsandlook for
32 bits that looked like IP addressesto ensurethat we re-
movedall theLBNL addressesfrom thedata.We�rst looked
for “addresses”with LBNL's pre�xesandappearingin both
the original andanonymizedpackets (in eitherbyte order).
This procedureproducedtoo many false positives due to
a collision betweenthe �rst octet of one of LBNL's pre-
�x eswith a commonTCP offset value(which is preserved
in anonymization,andthusidentical in original andanony-
mizedpackets).Therefore,we re�ned ouranalysisto ignore
certainregionsof thepacketsthatwe preserve (for example,
the TCP sequencenumbers),which reducedthe numberof
occurrencesto nearlyzero;wemanuallyveri�ed theremain-
derasdueto coincidence(for example,in onecasethedesti-
nationaddressof a packet happenedto bemappedto exactly
thesourceaddress).

� We usedstrings to look for string versionsof IP addresses
(i.e.,dotted-quads)thatmatchedanLBNL pre�x. We found
nomatches.

� We next focusedon ensuringthat tcpmkpub accurately
transformedMAC addresses.First,weusedtcpdump to gen-
eratea list of all MAC addressesfoundin ouroriginal traces.
We wrote a small flex programto pick throughthe anony-
mized traceslooking for the 6 byte MAC addressesfound
in the original trace�les. We manuallycomparedthe hits
from the anonymized traceswith the original traces,which
determinedall werecoincidence.

� Finally, we usedipsumdump to dumpTCPoptionsfrom our
anonymizedtraces.Fromthiswepickedout thetimestamps,
producedsortedlists, andveri�ed thatall hostsstartedwith
a timestampof zeroandincreasedfrom that point. There-
fore, we concludethatour timestampre-numberingappears
accurate.

The ad hoc validation we conductedconvinced us that our
anonymizedtracesaresuf�ciently safeto release.However, anarea
for bene�cial futurework is to write an independenttool thatvets
anonymized tracesagainsta given policy, which would both im-
prove thequalityof thevalidationandmake it easierto conduct.

6. ADDITION AL CONSIDERATIONS
Along with thedevil-ish detailswedescribeabove,therearesev-

eraladditionalissuesto consider.
Traf�c removal. Sometraf�c in the tracescould simply be

too sensitive or uniqueto a particularinstitution to includein the
anonymizedtraces.For instance,asmentionedabove we removed
all traf�c on a particularTCP port becausethe traf�c involves a
customapplicationusedfor securityoperationswithin thesite.For
someanalyses,themissingtraf�c will have little impact.However,
for otheranalysesthemissingtraf�c could leadto an invalid con-
clusion(e.g.,thatanetwork wasnotcongestedwhenit reallywas).
We suggestthat thecharacteristicsof removed traf�c beprovided
in themeta-datain high-level terms,so researchersusingthedata
will at leastbeawareof theamountof traf�c culledfrom thetraces.



At a minimum, themeta-datashouldcontainanabsolutecountof
thenumberof packetsremovedfrom thetraces.(Thenumberof re-
movedpacketsin theLBNL tracesis about0.01%of total number
of packets.)

An alternative to traf�c removal would be to truncatedpack-
etsafter the ethernetor IP headersratherthancompletelyremov-
ing the packets. Arguably, removal offers little additionalbene�t
andsomeadditionalcostanddiminishesthe researchvalueof the
traces.However, we foundthat in gettingapproval for our anony-
mizationschemewe neededto pick our battlesandappreciatethat
removal is sometimessimply more appealingthan scrubbingfor
extremelysensative information.

Filenames.Thecontentsof apackettracearenottheonly source
of information leaks. While the particularnamingusedfor the
�les of thetracesseemslikeamundanedetail,namingconventions
for canpotentiallyleak informationto anadversary, e.g.,“server-
room-trace.dmp”.

Uniform anonymization. We suggestthat tracesanonymized
in a uniform manner(e.g., the sameIP addressmapping)should
containa commontag in the variousmeta-data�les to enablere-
searchersto correlateinformation acrossthe traces. In general,
providing consistentanonymizationacrossmultiple tracesis atwo-
edgedsword: it preservesgreaterresearchutility, but at thecostof
providing attackerswith moredatato usein attemptingto subvert
theanonymizationprocess.

Linking traces to meta-data. We suggesta solid linking be-
tweenatraceandits meta-databy insertingsecurechecksumdigest
of thetracein themeta-data,sothatresearcherscanverify they are
matchingspeci�c meta-datato theright trace.

Performance.OnaFreeBSDsystemwith a2.2GHzIntel Xeon
processorand 2 GB of RAM tcpmkpub processesthe LBNL
traceswe releasedin 2.9 hours,usinga maximumof 331 MB of
memory. The tracescontain165 million packetsandthe original
�les addto 48GB.

Detecting leakage. Being able to detectif a trace's anonymi-
zationhasbeencompromisedafter releasecouldprove important.
Wehave devisedsuchmethods;however, they eitherskew thetraf-
�c characteristicsin theanonymizedtraceor couldbetrivially cir-
cumventedif thedefensewasgenerallyknown. Thedesignof tech-
niquesto robustly detectanonymization compromiseremainsan
interestingareafor futurework.

Situational considerations.Someof theaspectsof packet trace
anonymizationdiscussedin this papermaybemoreor lessimpor-
tantin certainsituations.Differentapproachesmayprovedesirable
dependingon thetraf�c beingtraced,thevantagepoint of thetraf-
�c collector, or theportionof thenetwork monitored.For instance,
when anonymizing a backbonepacket tracethe specialhandling
of scanningtraf�c discussedin x 3.3 is likely not required. This
(again)underscorestheimportanceof carefullyconsideringall as-
pectsof anonymizationwithin thecontext of thelocalenvironment.

The devil we have yet to meet. If the attackin [12] hadbeen
discovereda yearlater, we would have preservedTCPtimestamps
in our releasedtraces,leaving thempotentiallyvulnerable.Unfor-
tunately, it is not clearto ushow to systematically defendagainst
unknown attacks. Therefore,it is important that anonymization
policiesareperiodicallyevaluatedandevolve over time. We also
notethatapplyingfutureattacksto pasttracesmaynotbea fruitful
endeavor. For instance,theTCPtimestampattackwould beharder
to mountif therewassometurnover in hostsor IP addressrenum-
bering.

7. SUMMARY AND FUTURE WORK
This paperendeavorsto make four contributions:First,we enu-

merateandexploremany of thedevil-ish detailsinvolvedin prepar-
ing packet tracesfor public releasethatgo beyondthewell-known
topicof IP addressobfuscation.Second,wesketchtheuseof meta-
datato help researchersusinganonymizedtracesto copewith the
informationlost during theanonymizationprocess.Third, we de-
velopeda tool, tcpmkpub , and a framework for implementing
arbitraryanonymizationpolicy in a straightforward,comprehensi-
ble fashion. Our tools and tracesare publicly available via [1].
Additionally, Figure3 shows thecompleteanonymizationspeci�-
cationfor thepolicy we employ. Finally, we have introducednew
wrinkles to addressanonymization,suchasmappingscannertraf-
�c differentlyfrom non-scannertraf�c, mappinginternaladdresses
differently from external addresses,and mappingthe two halves
of Ethernetaddressesseparately. We stressthat thedecisionsout-
lined in thispapershouldnotbeconsideredthe right approach,but
ratheraheavily consideredapproachthatcurrentlymeetstheneeds
for releasingtracesfrom a particularnetwork.

Thereareanumberof avenuesfor fruitful futurework in thearea
of packet traceanonymization. As discussedabove, tools to aid
with validating that trace �les have beenappropriatelyscrubbed
would be useful in increasingdata provider's con�dence in the
anonymizationprocess.In addition,studyingthetradeoffs required
to conducton-lineanonymizationis anareathatwould likely have
signi�cant bene�t. Also, robustschemesfor detectingwhenatrace
hasbeencompromisedwould behighly usefulin providing opera-
torswith situationalawareness.Finally, thereis a hugetemptation
to put togethera systemthatcantake high-level input from a user
and producean anonymization policy for tcpmkpub , given the
complexity of the processof settingup andevaluatingthe proce-
dures.It is not clearto usthatthis is possibleto do if oneactually
caresaboutthe quality of the results. However, a useful areaof
futurework maybe in exploring sucha system,includingboth its
valueandits limitations.
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// ether.anon
FIELD        (ETHER_dstaddr,                          6,       anonymize_ethernet_addr)
FIELD         (ETHER_srcaddr,                          6,       anonymize_ethernet_addr)
FIELD         (ETHER_lentype,                          2,       KEEP)
FIELD         (ETHER_data,                             VARLEN,  anonymize_ethernet_data)

// ether-data.anon
CASE         (ETHERDATA_ip,       0x0800,             VARLEN,  anonymize_ip_pkt)
CASE         (ETHERDATA_arp,      0x0806,             VARLEN,  anonymize_arp_pkt)
DEFAULT_CASE (ETHERDATA_other,                        VARLEN,  other_ethertnet_pkt_alert_and_skip)

// arp.anon
FIELD         (ARP_hrd,                                2,       const_n16 (0x0001, BREAK))
FIELD         (ARP_pro,                                2,       const_n16 (0x0800, BREAK))
FIELD         (ARP_hln,                                1,       const_n8 (6, BREAK))
FIELD        (ARP_pln,                                1,       const_n8 (4, BREAK))
FIELD        (ARP_op,                                 2,       range_n16 (1, 2))
FIELD        (ARP_sha,                                6,       anonymize_ethernet_addr)
FIELD        (ARP_spa,                                4,       anonymize_ip_addr)
FIELD        (ARP_tha,                                6,       anonymize_ethernet_addr)
FIELD         (ARP_tpa,                                4,       anonymize_ip_addr)

// ip.anon
FIELD         (IP_verhl,                               1,       KEEP)
FIELD         (IP_tos,                                 1,       KEEP)
FIELD         (IP_len,                                 2,       KEEP)
FIELD         (IP_id,                                  2,       KEEP)
FIELD         (IP_frag,                                2,       KEEP)
FIELD         (IP_ttl,                                 1,       KEEP)
FIELD         (IP_proto,                               1,       KEEP)
PUTOFF_FIELD (IP_cksum,                               2,       ZERO)
FIELD        (IP_srcaddr,                             4,       anonymize_ip_addr)
FIELD        (IP_dstaddr,                             4,       anonymize_ip_addr)
FIELD        (IP_options,                             VARLEN,  anonymize_ip_options)
PICKUP_FIELD (IP_cksum,                               0,       recompute_ip_checksum)
FIELD        (IP_data,                                VARLEN,  anonymize_ip_data)

// ip-frag.anon
FIELD         (IPFRAG_data,                            RESTLEN, SKIP)

// ip-option.anon
CASE         (IPOPT_eol,          IPOPT_EOL,          1,       KEEP)
CASE         (IPOPT_nop,          IPOPT_NOP,          1,       KEEP)
CASE         (IPOPT_rr,           IPOPT_RR,           VARLEN,  IPOPT_anonymize_record_route)
CASE         (IPOPT_ra,           IPOPT_RA,           4,       const_n32 (0x94040000UL, CORRECT))
DEFAULT_CASE (IPOPT_other,                            VARLEN,  IPOPT_alert_and_replace_with_NOP)

// ip-data.anon
CASE         (TCP,                IPPROTO_TCP,        VARLEN,  anonymize_tcp_pkt)
CASE         (UDP,                IPPROTO_UDP,        VARLEN,  anonymize_udp_pkt)
CASE         (ICMP,               IPPROTO_ICMP,       VARLEN,  anonymize_icmp_pkt)
DEFAULT_CASE (IP_other,                               RESTLEN, SKIP)

// icmp.anon
FIELD        (ICMP_type,                              1,       KEEP)
FIELD         (ICMP_code,                              1,       KEEP)
PUTOFF_FIELD (ICMP_chksum,                            2,       ZERO)
FIELD         (ICMP_data,                              RESTLEN, anonymize_icmp_data)
PICKUP_FIELD (ICMP_chksum,                            2,       recompute_icmp_checksum)

// icmp-data.anon
CASE         (ICMP_echoreply,     ICMP_ECHOREPLY,     VARLEN,  anonymize_icmp_echo)
CASE         (ICMP_unreach,       ICMP_UNREACH,       VARLEN,  anonymize_icmp_context)
CASE         (ICMP_sourcequench,  ICMP_SOURCEQUENCH,  VARLEN,  anonymize_icmp_context)
CASE         (ICMP_redirect,      ICMP_REDIRECT,      VARLEN,  anonymize_icmp_redirect)
CASE         (ICMP_echo,          ICMP_ECHO,          VARLEN,  anonymize_icmp_echo)
CASE         (ICMP_routersolicit, ICMP_ROUTERSOLICIT, VARLEN,  anonymize_icmp_routersolicit)
CASE         (ICMP_timxceed,      ICMP_TIMXCEED,      VARLEN,  anonymize_icmp_context)
CASE         (ICMP_paramprob,     ICMP_PARAMPROB,     VARLEN,  anonymize_icmp_paramprob)
CASE         (ICMP_tstamp,        ICMP_TSTAMP,        VARLEN,  anonymize_icmp_tstamp)
CASE         (ICMP_tstampreply,   ICMP_TSTAMPREPLY,   VARLEN,  anonymize_icmp_tstamp)
CASE         (ICMP_ireq,          ICMP_IREQ,          VARLEN,  anonymize_icmp_ireq)
CASE         (ICMP_ireqreply,     ICMP_IREQREPLY,     VARLEN,  anonymize_icmp_ireq)
CASE         (ICMP_maskreq,       ICMP_MASKREQ,       VARLEN,  anonymize_icmp_maskreq)
CASE         (ICMP_maskreply,     ICMP_MASKREPLY,     VARLEN,  anonymize_icmp_maskreq)
DEFAULT_CASE (ICMP_other,                             VARLEN,  ICMP_alert_and_skip)

// icmp-echo.anon
FIELD         (ICMP_echo_id,                           2,       KEEP)
FIELD         (ICMP_echo_seq,                          2,       KEEP)
FIELD         (ICMP_echo_pyld,                         RESTLEN, SKIP)

// icmp-context.anon
FIELD         (ICMP_context_unused,                    4,       ZERO)
FIELD        (ICMP_context,                           RESTLEN, anonymize_ip_pkt)

// icmp-redirect.anon
FIELD        (ICMP_redirect_gateway,                  4,       anonymize_ip_addr)
FIELD        (ICMP_redirect_context,                  RESTLEN, anonymize_ip_pkt)

// icmp-routersolicit.anon
FIELD         (ICMP_rs_reserved,                       4,       const_n32 (0, CORRECT))

// icmp-paramprob.anon
FIELD         (ICMP_pp_pointer,                        1,       KEEP)
FIELD         (ICMP_pp_unused,                         3,       ZERO)
FIELD         (ICMP_pp_context,                        RESTLEN, anonymize_ip_pkt)

// icmp-tstamp.anon
FIELD         (ICMP_ts_id,                             2,       KEEP)
FIELD         (ICMP_ts_seq,                            2,       KEEP)
FIELD         (ICMP_ts_orig_ts,                        4,       KEEP)
FIELD         (ICMP_ts_recv_ts,                        4,       KEEP)
FIELD        (ICMP_ts_trsm_ts,                        4,       KEEP)

// icmp-ireq.anon
FIELD        (ICMP_ireq_id,                           2,       KEEP)
FIELD        (ICMP_ireq_seq,                          2,       KEEP)

// icmp-maskreq.anon
FIELD         (ICMP_maskreq_id,                        2,       KEEP)
FIELD         (ICMP_maskreq_seq,                       2,       KEEP)
FIELD         (ICMP_maskreq_mask,                      4,       KEEP)

// udp.anon
FIELD         (UDP_srcport,                            2,       KEEP)
FIELD         (UDP_dstport,                            2,       KEEP)
FIELD         (UDP_len,                                2,       KEEP)
PUTOFF_FIELD (UDP_chksum,                             2,       ZERO)
FIELD         (UDP_data,                               RESTLEN, SKIP)
PICKUP_FIELD (UDP_chksum,                             2,       recompute_udp_checksum)

// tcp.anon
FIELD        (TCP_srcport,                            2,       KEEP)
FIELD        (TCP_dstport,                            2,       KEEP)
FIELD        (TCP_seq,                                4,       KEEP)
FIELD         (TCP_ack,                                4,       KEEP)
FIELD         (TCP_off,                                1,       KEEP)
FIELD         (TCP_flags,                              1,       KEEP)
FIELD         (TCP_window,                             2,       KEEP)
PUTOFF_FIELD (TCP_chksum,                             2,       ZERO)
FIELD         (TCP_urgptr,                             2,       KEEP)
FIELD         (TCP_options,                            VARLEN,  anonymize_tcp_options)
PICKUP_FIELD (TCP_chksum,                             0,       recompute_tcp_checksum)
FIELD         (TCP_data,                               RESTLEN, SKIP)

// tcp-option.anon
CASE         (TCPOPT_eol,         0,                  1,       KEEP)
CASE         (TCPOPT_nop,         1,                  1,       KEEP)
CASE         (TCPOPT_mss,         2,                  4,       KEEP)
CASE         (TCPOPT_wsopt,       3,                  3,       KEEP)
CASE         (TCPOPT_sackperm,    4,                  2,       KEEP)
CASE         (TCPOPT_sack,        5,                  VARLEN,  KEEP)
CASE         (TCPOPT_tsopt,       8,                  10,      renumber_tcp_timestamp)
CASE         (TCPOPT_cc,          11,                 VARLEN,  KEEP)
CASE         (TCPOPT_ccnew,       12,                 VARLEN,  KEEP)
DEFAULT_CASE (TCPOPT_other,                           VARLEN,  TCPOPT_alert_and_replace_with_NOP)
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