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ABSTRACT

Releasingnetwork measurementiata—includingpaclet traces—
to theresearcltommunityis a virtuousactivity thatpromotessolid
researchHowever, in practice releasinganorymizedpaclettraces
for public useentailsmary more vexing considerationghan just
the usualnotion of how to scramblelP addresse$o presere pri-
vag. Publishingtracesrequirescarefully balancingthe security
needf theorganizatiorproviding thetracewith theresearchuse-
fulnessof theanorymizedtrace.In this papemwe recountour expe-
riencesn (i) securingpermissiorfrom alargesiteto releaseaclet
headertracesof the site's internal trafc, (i) implementingthe
correspondinganorymization policy, and (iii ) validatingits cor
rectnessWe presenta generaltool, tcpmkpub |, for anorymizing
traces discusghe procesaisedto determinethe particularanory-
mizationpolicy, anddescribethe useof meta-dataaccompaying
thetracedo provide insightinto featureghathave beenobfuscated
by anorymization.

Categoriesand Subject Descriptors

C.2.2[Network Protocolg: Protocolarchitecture;C.2.5[Local
and Wide-AreaNetworks]: Internet;D.2.0[Generall

General Terms
Measurement,Design,Experimentation,Security

1. INTRODUCTION

Sharingof network measuremerdatasuchaspaclet traceshas
beenrepeatedlyidenti ed ascritical for solid networking research
[4, 17]. Sharingdatasetsallows: (i) veri cation of previous re-
sults, (i ) directcomparisorof competingideason the samedata,
and(iii ) abroadewview thanasingleinvestigatorcanlikely obtain
on their own. Variousorganizationsdo in fact releasemeasure-
mentdataon a regular basis—e.g.NLANR's PMA paclet traces
[2] andCAIDA's skitter [3] measurementddowever, whenwe re-
cently endeaoredto publicly releasea setof paclet headettraces
of LBNL's internaltrafc, we unexpectedlyencounteredwo key
problems:(i) we found no carefully craftedguidanceon anorymi-
zationpolicy for tracesmeantfor public releaseabove andbeyond
how to strip out payloadsandtransformlIP addressesand i ) af-
ter developing an anorymization policy, we could not nd tools
we could adaptto transformour tracesaccordingto our particular
policy or validatetheresults.

While therehasbeensolid work devising techniquedo anory-
mize P addresseée.g.,[23]), we foundthesegjust the beginning of
thework involvedin preparingracedor releaselndeed,‘the devil
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is in the details” regardinghow to treatadditionalpaclet header
elds, and,moregenerallyidentifying andresolvingthenumerous
considerationshatarisewhendesigningan anorymizationpolicy.
As anexample,[12] demonstratea techniquethatleveragesTCP
timestampgo ngerprint a physicalhostbasedn the host's clock
drift. An attacler could uselegitimatetrafc to the sitein ques-
tion to ngerprint machinesandthenunmaskthe obscuredP ad-
dressesn thereleasedracesby comparingthe clock drift in their
probeswith the clock drift shavn by the TCP timestampoptions.
(Our methodfor dealingwith TCPtimestampss outlinedin x 3.4.)
While suchdevil-ish considerationgan be readily dealtwith by
brusquelyscrubbingdetailfrom atrace,we know from experience
thatsuchscrubbingcanoftenthwart researchers their investiga-
tions dueto the lack of key informationin the traces. For exam-
ple, tcpdpriv [15] removes TCP optionsfrom anorymizedtraces,
thus closing the door to the physical ngerprinting threatmen-
tionedabove. However, this not only rendersthe traceuselesgso
a researchestudyinga given option, but also reduceshe ability
for otherresearcherto solve puzzles foundin the traces(suchas
by using TCP timestampgo accuratelypair up pacletswith their
acknavledgments). Finally, we note that while we leveragepre-
vious work on IP addressanorymization, we also contritute nev
wrinklesin termsof transformingenterpriseaddresseandalsoad-
dresseprobedby scannergdetailedin x 3.3).

In anorymizing our traceswe ende&oredto de ne apolicy that
balanceshe securityand privacy needsof the organizationpro-
viding the tracewith the researchvaluethatis inevitably reduced
with eachtransformatiorof thetrace. As notedin [23], no perfect
anorymizationschemesxists andthereforeasin muchof thesecu-
rity arena,anorymizationof paclet tracesis aboutmanagingrisk.
After arriving atanacceptabl@norymizationpolicy we lookedfor
an appropriatetool with which to implementour transformations.
None of the anorymization tools we found—includingtcpdpriv
[15], ipsumdump [10] and tcpurify [6]—were generalenoughto
allow for theeasyimplementatiorof amultifacetedanorymization
policy acrossprotocollayers. Ratherthaninsertingmessyhacks
into existing tools or creatingyet anothercustomanorymizer to
implementour own particularpolicy, we optedto develop a tool
thatprovidesa generaframenork for anorymizing tracesthatcan
accommodata wide rangeof policy decisionsandprotocols.We
describeour tool, tcpmkpub , in moredetailin x 2 andhave re-
leasedt onourprojectwebpage(alongwith 11 GB of anorymized
paclettracesof LBNL's enterprisdrafc) [1].

While our goalis to presere asmuchaspossiblewithin there-
leasedtraces,inevitably we hadto obfuscateor completelystrip
out valuableinformation. In addition,analysisof paclet tracesof-
ten requiresmore contextual information than that found within
thetraceitself (e.g.,thegatevay IP addresassociateavith agiven



[ Section| Meta-Data

x3.1 Packetsfoundin theoriginaltracewith badchecksumsire aggedin themeta-datawith aversionof thepaclet
with abadchecksunplacedin theanorymizedtrace.

x3.1 Truncatedpacletsfoundin the original tracearenotedin the meta-data.The paclet insertedinto the anory-
mizedtracehasa correctecchecksunbasedon the sanitizedpaclet.

x3.2 Themeta-datancludesaroughfrequeng tableof Ethernetvendorcodes.

x3.3 Themeta-dataontainsalist of theanorymizedpre x andsizeof eachinternalsubnetfoundin thetrace,along
with thesubnets gatavay andbroadcasaddresses.

x3.3 The anorymized IP addresof detectedscannerss includedin the meta-data.The anorymization mapsad-
dressegor thetargetin traf ¢ involving scannerglifferentlythanaddressem non-scanningraf c.

x3.3 Themeta-datdists addressethatarepartof LBNL's addresspacehut notfrom avalid LBNL subnet.

x3.4 Hostsfor which tcpmkpub couldnot determinghe endiannessf TCP's timestampoptionare agged in the
meta-dataThe orderof thetimestampdor thesehostsis basedon the orderin which the pacletsarrive atthe
tracinglocation,ratherthanthetime atwhich they weretransmitted.

X6 Themeta-datajivesthe numberof pacletscompletelyremoredfrom thetracesdueto policy considerations.

X6 Themeta-datancludesa tagindicatingthe anorymizationkey usedto conductthe transformationsAll traces
with thesametagareuniformly anorymized.

X6 The meta-datancludesa checksundigestof the anorymizedpaclet traceto ensurethatthe tracesandmeta-
datacanbe properlypaired.

Table 1: Meta-data accompanyingthe anonymizedtraces.

subnet). Therefore,in additionto a transformedpaclet tracewe
provide meta-data abouteachtraceto inform furtheranalysis.The
meta-datas oftencrucial for understandinghetracesandchasing
down puzzlesthey may present. Table 1 givesa summaryof the
meta-datayeneratedby our tool.

The problemof traceanorymizationis broadetthanjust prepas
ing tracesfor public release Someorganizationgequireanorymi-
zationof ary storedtraces,evenif keptinternal. This canrequire
on-line anorymization, which canintroducecomplexities. We do
notaddresshosecompleities in this work, sincefor our task,off-
line anorymization sufces. Furthermoreto retainas muchre-
searchvalueaspossiblein thetraces,our policy woundup requir
ing a multi-passstructure(for example,to identify rareitemsand
mapthemto the sameidenti er to thwart ngerprinting basedon
their known scarcity). While on-line anorymization canleverage
someof the techniquesutlinedin this paper we believe thatde-
velopingasolid systemfor on-line anorymizationremainsanarea
for futurework.

The restof this paperprogresseasfollows. In x 2 we outline
the anorymization framewvork andtool we developed. In x 3 we
addres®ur analysisof theanorymizationissuesghataroseandthe
policy developedin conjunctionwith LBNL's securitystaf. x 4
brie y examinesthe impact of anorymization on two particular
paclet headeranalysesx 5 outlinesthe stepswe took to validate
that our anorymization processwas in fact accuratelytransform-
ing the tracewithout leakinginformation. x 6 discussesdditional
considerationshatarebroaderthanthe contentsof the traces.x 7
presentsnal thoughts.

2. METHODOLOGY

The precisemethodfor anorymizing a paclet tracefundamen-
tally depend®n policy decisionswhichin turn dependnthe pur
poseof transformingthe trace and the concernsof thosewhose
traf c appeardn thetrace.For instancefor usewithin anorganiza-
tion apolicy maybeassimpleasremaving theapplicationpayload
from traceswhile for tracesreleasedo the public, overwriting or
transformingportionsof the headerss alsolik ely required.

The available anorymization tools we found focus on only the
headerelds to be changedprimarily the IP addressesHowever,

we wantedto achieve a balancebetweenobscuringtracesenough
to provide securityandprivacy for themonitorednetwork, while at
thesametime retainingasmuchinformationaspossiblan aneffort
to notunduly diminishthe researchvalue of the traces.We there-
fore neededanapproactthatallowedfor rich policiesthatconsider
eachportion of a paclet header To do so, we built tcpmkpub ,
ananorymizationtool thatprovidesa genericframevork for trans-
forming paclet traceshasedn explicit rules for each header field.
As illustratedbelow, tcpmkpub providesa platform for usersto
easily specify implement,revise, and verify local anorymization
policiesfor alargerangeof protocols.

Figure 1 shavs an example speci cation for anorymizing an
IP headeraccordingto a particularpolicy. The gure illustrates
several aspectsof our framework. First, note that the speci ca-
tion shavn coversevery eld of anIP headerandthusprovides
tcpmkpub the entire mappingfrom elds to transformatiorac-
tions! In addition, all the elds mustbe speci ed with a name
and a length (e.g., the “IP tos ” eld is 1 byte long) because
tcpmkpub hasno built-in understandingf IP—thelength elds
arekey to tcpmkpub beingableto nd its way througha given
paclet. tcpmkpub alsosupportssariablelength elds, suchasin-
dividual IP or TCP options. The actualsize of the variablelength
elds is determinedby the correspondingctionfunctions,which
mustunderstandpeci cs of the protocolin question.The current
policy languagés, however, notpowerful enougtfor specifyingre-
cursive datastructure suchasalinkedlist of protocoloptions;nav-
igationthroughsuchstructureis built into thetcpmkpub engine.
Notethatthis limitation doesnot affect the propertythatthe policy
controlseachdata eld. Besidesproviding a e xible platform for
anorymization, the structureof tcpmkpub alsohelpsguide data
providersto preciselyconsidereachheadereld, sincean action
mustbeassignedo each eld.

Next, the userspeci es an action for each eld in the header
Two built-in actionsareprovidedto retainthe eld' soriginal value
in the anorymizedtrace(*KEEP”) andto clearthe eld' s valuein
the anorymized trace (“ZERQ"). The usercan also specify C++

10ourspeci cationcoversonly IPv4. An anorymizationpolicy that
alsowantedto dealwith IPv6 [8] would requireanadditionalspec-
i cation of the IPv6 headerformat, aswell asthe anorymization
policy for IPv6.



FI ELD (I P_verhl,
FI ELD (1P_tos,
FI ELD (1P_len,
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Figure 1: Speci cation for IP headeranonymization.

CASE (TCPOPT_sack,
CASE (TCPOPT_tsopt, 8, 10,
CASE (TCPOPT _cc,

CASE (TCPOPT_eol, 0,1, KEEP)
CASE (TCPOPT_nop, 1,1, KEEP)
CASE (TCPOPT_mss, 2,4, KEEP)
CASE (TCPOPT_wsopt, 3,3, KEEP)
CASE (TCPOPT_sackperm, 4, 2, KEEP)

5, VARLEN, KEEP)
renumber_tcp_timestamp)
11, VARLEN, KEEP)

CASE (TCPOPT_ccnew, 12, VARLEN, KEEP)

DEFAULT_CASE (TCPOPT_other, VARLEN, TCPOPT_alert_and_replace_with_NOP)

Figure 2: TCP option anonymization speci cation.

function namesas actionsfor richer transformations,ncluding
thosethat require keepingstateacrossmultiple paclets. For in-
stance,the IP anorymization policy in Figure 1 shaws that the
“IP _src " and “IP _dst " elds are transformedby calling the
anonymize_ip_addr() function. Given that the speci cation in-
cludesthe entire paclet, modi cations are straightforvard. For
instance studieshave shavn how to extractinformationfrom the
IPID eld [5, 7]; thereforewhile notapartof our particulamolicy,
someonesharingatracemightwantto obscurethat eld' svalueas
partof their anorymizationpolicy. This requireschangingthe ac-
tionforthe“IP _id " eld from“KEEP” to “ZERO” to simplyclear
the eld. Alternatively, the actioncould be setto the nameof a
functionto executeto transformthe eld (e.g.,anonymize_ipid()),
coupledwith developinga simple C++ function to randomizeor
changethe IP ID eld in whatever fashionthe userdeemsappro-
priate.

In addition,tcpmkpub allowstheanorymizationprocesso “go
back” to particularheaderelds. For instancethe “IP _cksum”
eld isinitially zeroedandthen,afterall transformationfiave been
appliedto thepaclet, tcpmkpub comeshackandcomputesnen
IP checksumandinsertsthat checksumninto the anorymizedtrace
(seex 3.1for moredetailsaboutthe checksummingprocess).

Theframework alsosupportsase statementsvhenheaderelds
canvary. For instanceFigure2 shavs the setof rulesfor process-
ing TCP options, which may appearin arbitrary order or not at
all. tcpmkpub treatsoptionsmuchlike standarcheaderelds. In
casestatementshe optionnameis followed by the “type” codefor
the option. If the option beingprocessednatcheshetype codein
the anorymization speci cation, the option is de ned by a given
lengthandprocessedisinga given action. For instance, TCP op-
tion 2 is anMSSadwertisementTheoptionis 4 byteslongandour
policy simply retainsthe valuein the original tracewhenplacing
the paclet into the anorymizedtrace. As above, the actioncanbe
thenameof a C++ functionto executeto transformthe option. For
instancethe renumber_TCP_timestamp() functionis calledto san-
itize the TCP timestampoption [9], asdiscussedurtherin x 3.4.
Finally, adefault casecoversthesituationwhena particularoption
foundin atraceis notenumerateth theanorymizationpolicy. The

policy emplg/edin theexamplereplacesuchoptionswith “NOP”

optionsand insertsan alertinto the tcpomkpub log le. These
alertsareimportantto monitor becauseif frequent,they mayin-

dicatea changeto the anorymizationpolicy is warranted.For in-

stance,they could indicateincreasingprevalenceof somenewly

de ned TCP optionthat could be betterdealtwith thanby simply
replacingthe optionwith NOPs.

As thetcpmkpub enginepossestttle knowvledgeaboutproto-
cols,a questionis how onecancheckwhetherthe protocolspeci-
cation in anorymizationpolicy is correctandcomplete.Oneway
to catchsucherrorsis throughself-checking.The actionfunctions
canraisealertswhensome eld valuelookssuspiciouse.g.,when
encounteringan unde ned TCP option. Further for constant(or
constant-rangedglds, onecanemplg/ a constantchecler asthe
action(evenif the eld is nottransmformed)asin the ARP policy
(seeFigure 3 at the end of paper)—infact, this is how we caught
theweird ARP pacletsdiscussedh the next paragraph.

Finally, tcpomkpub provides hooksfor additional processing.
Theseinclude static Itering basedon BPF lters (e.g., for ex-
cluding a particularhostor trafc involving a sensitve port) and
packet-specific policies. For example,onepolicy we usecontains
entriesthatidentify ARP pacletswith speci c timestampsndpay-
load contents.Thesepacletscontainthe bizarrestring“Move to
10mb on D3-packet " in a portion of the ARP paclet thatis
normally clearedby our default policy. However, thesepaclets
have beenmanuallyvettedandarenot contraryto our anorymiza-
tion policy; thus,we explicitly presere the payloadof thesepack-
etsasin the original trace,sincesuchreal-life paclet “crud” can
be importantfor capturingthe diversity presentn actualnetwork
trafc.

3. ANONYMIZA TION POLICY

In this sectionwe sketchthe anorymizationpolicy we arrived at
andthethinking thatled to it. In the currentwork, our focusis on
tracesthatinclude only paclet headerg, thoughin the future our

2The only payloadswe include are paclet headersencapsulated
within ICMP messageand ARP payloads(with renumberedad-



projectintendsto build on[16] andreleasdraceswith anorymized
payloads.We do not adwocatethe policy outlinedin this paperas
the correct policy, but asa possible policy, with the goal beingto
discusstemsto considemwhendeterminingpolicy. In addition,we
discussalternatvesin this sectionthatwe considereandmaywell
represent betterapproachn someervironments.Particularitems
thatneedthoughtwhendevelopingananorymizationpolicy arelP
addresseghe IP ID eld, TCP sequenceaumbers length elds,
andtransporiprotocolport numbersasdiscussedelaw.

We rst considerthe site's “threat model” for releasingsuch
traces. It is crucial to prevent usersof the trace les from deter
mining: (i) identitiesof speci ¢ hostssuchthatanaudittrail could
be formed aboutparticularusers,(ii ) identitiesof internal hosts
suchthata mapcouldbe constructeaf which hostssupportwhich
services(which could be usedin mountingan attack), and (iii )
security practicesof the organizationthat an attacler would not
otherwiseknow andcouldleverageduringanattack.

We next discussour anorymizationpolicy, startingwith how to
handlechecksumscrosgrotocollayers;thenwefollow theproto-
col stackto examinepoliciesfor eachprotocollayer. This section
providesexamplesof our anorymizationpolicy les. SeeFigure3
atthe endof this paperfor alisting of all the policy speci cations
usedto implementour policy. Thepolicy les will alsobeincluded
with thetcpmkpub releaseat[1].

3.1 Checksums

Oneaspecbf transformingpaclet tracesthatcrossedayersand
protocolsis calculatingvariouschecksumelds. We re-calculate
checksumén theanorymizedtracedor two reasons(i) evenwhen
application-layedatais removed from pacletsthe checksuntan
sometimegive avay the contentf the data(e.g.,for small pack-
ets)and (ii ) sincewe remove applicationpayloadsandtransform
variousheaderelds in the pacletsthe usersof the traceswill not
beableto determinef theoriginal checksumsverevalid. As noted
in [14], huntingfor checksunfailuresin paclet tracescanbeim-
portantwhenanalyzingrareevents.

Our techniqueinvolves replacingthe original checksum,C,,
with a checksunC, calculatedacrossonly the transformedbytes
that are being placedin the anorymized paclet trace. Thereare
two reasonsve may not be ableto verify Co: (i) the paclet has
beencorruptedwhile traversingthe network or (ii ) the original
paclet tracedid not captureenoughof the paclet to allow us to
independentlycomputethe checksum(e.g., becausesomeof the
payloadis missing).In the rst casewe insert“1l” into the appro-
priatechecksumeld to markthe paclet ashaving a known failed
checksunoriginally (unlessC. happendo yield 1 itself, in which
caseweinsert“2”). Thisguaranteethataresearcheverifying the
checksumén theanorymizedtracewill obsere afailure,asin the
original trace.On the otherhand,for pacletsfor which we cannot
verify C, dueto paclet truncationin the trace,we assumevalid
checksumsndincludeC. in the anorymizedtrace. We alsonote
corruptedandtruncatedpbacletsin the meta-data.

Finally, we needto considerthe fact that UDP checksumsare
optional. If thechecksunis zeroin the original trace,we presere
this in theanorymizedtracé.

We note that an alternatve methodwould be one of the ap-
proachedmplementedn tcpurify [6], which replaceschecksums
with codesindicating “valid original”, “invalid original”, or “not
enoughof the paclet capturedo determine”.Thatschemehasthe
adwantageof notrequiringseparateneta-databut requiresanalysis

dresses).

3perthe UDP speci cation[18], calculatedvaluesof zeroarere-
placedwith the equivalentOxffff.

toolsto understandhecodes.

3.2 Link Layer

At rst blush,the Ethernetheademight not seemsensitve. On
their own, Ethernetaddressedo not give away muchinformation
sincethey arechosenessentiallyrandomlyby vendors.However,
becauseéthernetaddressearedistinctto individual NICs, retain-
ing themin thetraceswould allow attaclersto uncover theactions
of a given userif they separatelyobtainthe MAC addresof the
users NIC. If they alsodeterminethe associatedion-anogmized
IP addressthey thencanspotinstance®f the MAC addressn the
tracesandusethisinformationto work onunravelingthelP address
anorymizationscheme.

We considethreedifferentmethodf randomizingethernetd-
dressego counterthesethreats: (i) scramblingthe entire 6 byte
address(ii ) scramblingonly thelower 3 bytesof the addresspre-
servingthe“vendorcode”in the upper3 bytes,or (iii ) scrambling
thevendorcodeandthelower 3 bytesindependentlyMappingthe
entire6 byte addressvould remave the ability of researcherto at-
tribute variousoddities(for example,replicatedpaclets)to NICs
from particularvendors We couldretainthis facetof thetracedata
by preservinghevendorlD andscramblingonly thelower 3 bytes.
While this approachmaintaingpotentiallyusefulinformationabout
theNIC vendor it failsto presere anorymity if somevendorshave
only asmallnumberof NICs in thesite providing thetrace—ifthe
attacler separatelyearnsabouttheserarely useddevices,they can
locatethemin thetracebasedsolelyontheir rarevendorlID.

Theseconsiderationged us to the third option, remappingthe
high- andlow-order 3 bytesseparately This allows the traceuser
to nd all hostsusingthe sameNIC vendor but notto identify that
NIC or the original full address.Our speci ¢ schemeemapsthe
high-order3 bytesand usesthat value asthe seedfor remapping
the low-order 3 bytes. Doing so producesa consistentmapping
acrossnultipletraces.Therefore saythelow-order3 bytesX map
to X’ for vendorY . For vendorZ thesameX will mapto some
X" Finally, we includein the meta-dataa roughfrequeng table
of unanoymizedvendorlDs foundin ourtracede.qg.,alist of ven-
dor IDs with 1-20 hosts,20-50hosts,50-200hosts,etc.), in an
attemptto presere a pro le of the diversity of NICs in useat the
site. The bucket rangesare carefully chosenasto not nger par
ticular machinedy virtue of beingthe only addressn a particular
bucket.

Ethernetaddressenot only appeaiin Ethernetheadersbut also
in the contentsof ARP paclets, and our framevork understands
the ARP paclet formatand consistentlyremapstheseinternalad-
dressesaswell.

Thereareexceptionsto the remappingpolicy. We presere ad-
dresseghat are all zeros(unknown MAC in ARP paclets)or all
ones(broadcastrafc), andalsothe “multicast bit” in the high-
order3 bytes.

Our analysis of the other Ethernetheader elds concluded
that they do not poseary anorymization issues. At this point,
tcpmkpub inspectsthe type of headerfollowing the Ethernet
header The policy we useunderstands$P and ARP paclets, so
for theseit proceeddo furtheranorymization. For all otherpaclet
types,it truncateshe paclet placedin the anorymizedtraceafter
the Ethernetheader

3.3 Network Layer

Ohviously, a key aspectto our policy at the network layer is
anorymizing IP addressedf anattacler cantie trafc to aknown
IP addressaandtherebypotentiallyto a user they canattaina de-
tailedaccountingf theusers actvities (violating privagy, andpos-



sibly embarrassinthesiteif theusersactiities areinappropriate).
In addition,an attacler could useinformationaboutservicesrun-
ning on a particularhostto develop an attackplan. We therefore
seekto obscurethe IP addressesWhile IP addressanorymization
is well trod ground(e.g., basedon [23]), we found that the devil
againshaved up andwe neededo adda few wrinkles to imple-
menta soundpolicy within our ervironment.

In particular we remapaddressedifferently basedon the type
of addressThefollowing detailsouranorymizationpolicy for var
ious typesof addresseanddistills the meta-datave recordto re-
tain asmuchresearchvalue as possible. For the purposesf our
discussion,‘internal” addressearethoseallocatedto LBNL and
“external” addressearenon-LBNL addresses.

External addresses:remappedisingthe pre x-preservingad-
dressanorymizationschemagivenin [23]. While this schemecan
be attacled, the site's view is thatthe dif culty of attackingit for
externaladdresseayhich have muchlesslocality thaninternalad-
dressessufces to reducethethreatto anacceptabldevel.

Inter nal addressesprocessedh two steps: rst, thepre x part
is mappedo a pre x unusedby the pre x-preservingschemefor
external addressesnd then the subnetand host portions of the
addressare transformed. It is importantto note that we do not
retain the prefix-preserving relationship between internal and ex-
ternal addresses. If we did, then becausdhe organizationfrom
which the trace comesis known, the pre x-preserving property
could be usedto infer portionsof external addressesdjacentto
internaladdressesFor instance pneof LBNL's addressangess
128.3.0.0/16However, sincethetraceis known to befrom LBNL,
even if we transformed‘128.3”, it seemssafeto assumethat it
would not be dif cult to determinewhich trafc is from LBNL.
Therefore py includingLBNL's addresses the pre x-preserving
addressanorymization usedfor external addressesary address
whose rst octetis 128would be partially unmaskd.

Therefore afterthe pre x-preservingalgorithmhasclassi edall
externalIP addresses) thetracewe maptheinternaladdresse®
an unusedpart of the global addressspace’. The meta-datgpro-
videsa list of internalnetwork pre xes. This aspeciof anorymi-
zationrequirestwo passest the original paclettrace, rst to con-
structa collision-freemapof IP addressesgndsecondo actually
anorymizethe addresses\Ve notethatgiventhe multi-passnature
of our technique this aspectof IP addressanorymization would
requirea differentapproachfor on-line anorymization. We also
notethatmappinginternaladdresseseparatelycanleadto incon-
sistenciesacrosstraces. For instance considerthe casewhenwe
take a trace T, today anorymizing andreleasingit with internal
addressefn pre x Po. Further assumewe anorymize a second
trace,T1, atsomepointlater, usingthe samekey to provide unifor-
mity acrosghetracegseex 6 for moreonuniformanorymization).
While anorymizing T1, anexternaladdressnay mapontoPo, and
thereforewe mustusea differentinternal pre x, P1, for internal
addressesTherefore while mostof the anorymizationis uniform
acrosghetwo tracesthe consisteng is marredby thefactthatthe
internalpre x esdiffer acrosghetwo collections.

Second,the mappingof subnetand host portions of internal
addressess not bitwise prefix-preserving. Insteadwe remapthe
subnetand host portionsof internaladdressetndependentlyand
presere only whethertwo addressebelongto the samesubnet.
Therefore,all hostsappearingin somesubnetX in the original
tracewill appeain thecorrespondingubnefX ' in theanorymized
trace.This randommappingdoesnot presere therelationshipbe-
tweensubnetsn theinternalnetwork. For instancejf two /24 sub-

*In practice we useoneof the organizations standardgpre xesun-
lessthatpre x wasusedfor someexternaladdress.

netssharea/20pre x in theoriginaltrace they will notnecessarily
do soin theanorymizedtrace.The meta-dataontainsalist of the
(renumberedinternalsubnetsn addition,the meta-datacontains
the remappedyatavay and broadcastaddresses$or eachinternal
subnet.We remapthe hostportionsdifferentlyfor eachsubnet.

In remappindhostportionswithin asubnetwe needto compute
a pseudo-randonpermutationamongaddresses.With the algo-
rithm describedn [13], the permutationglepenconly onthecryp-
tographickey, thuswe cankeepthe mappingindependenbf the
orderin which theaddresseappearndconsistenacrossnultiple
traceswithout having to storethe mapping.analogouso the prop-
ertiesof thealgorithmfor pre x-preservinganorymization[23].

Remappingthe subnetsalso involves computing a pseudo-
randompermutationgxceptthatthesubnetsanhave differentpre-
x lengths. Thuswe mapbiggersubnetgwith shortempre xes)be-
fore smallersubnets.The mappinglik ewise dependsonly on the
cryptographickey.

Multicast addressespreseredin theanorymizedtrace,asthey
do notidentify ary particularhost.

Private addresses:presered in the anorymizedtracebecause
they donotconvey asenseof identityin LBNL's ervironment,due
to how they areusedandallocated Notethatin otherervironments,
privateaddressesouldverywell corvey asensef identity. Forin-
stance,a particularportion of the network might employ a rarely
usedportion of private addressspace(e.g., 10.55.100.0/24and
thereforethe privateaddressesould be easilylinked with users.

Scanners. A particularproblemwith our anorymizationtech-
niguesconcerngrafc from scannerghat probea wide swath of
the IP addresspace For instancemary organizationgun a scan-
nerto checkvariouspropertiesof theinternalhostsaspartof their
security operation. Theseprobestendto hit addresses a well
establishedrdersuchasa:b:cil, a:b:c2, a:b:c3, etc. Whenwe
anorymize addressesthe host portion of the addresss random-
ized. But becausehesesortsof scannersre easyto pick out by
their rapid (and frequentlyunsuccessfulfonnectionattempts by
observingthe orderhostsare probedby suchscannersan attacler
might approximatelyderive the original hostportion of the IP ad-
dressesandalsopossiblythesubnefpre x. Also notethattheDNS
is areadilyaccessiblelatabasef thelive hostsatanorganization,
whichanattacler mayleverageto assisin unmaskingelationships
betweerpopulatecaddresses.

In additionto IP-level (or higher)internalor externalscanners,
we found anothersubtle scannerin the traces. The enterprises
routerssometimesARP for an entire subnetin rapid- re fashion,
whichwe attributeto initializing therouters ARPtable,or possibly
“host discovery” activity within the subnet. As discussedabore,
suchprobegandtheir responsesnay be usedto partially unmask
IP addressegiventhetiming of therequestsWe appreciatedhis
particularthreatonly latein the proces®f anorymizing our traces,
which senesto (again)highlight the carefuldiligencerequiredto
anorymize paclettraces.

Becausef thepotentialthreatfrom scannersye decidedo map
addresseselatingto scanneractiity usinga separatsmamespace
thanthat of non-scanning@ctiity, to breakthe structuralrelation-
shipinducedby sequentiakcanners.To do so, however, we need
to nd the scanners.We did so by looking for hoststhat visited
morethan?20 distinctIP addressedpr which therewasa window
of 20 IP addressem which atleast16 were(in the original trace)
strictly in ascendingr descendingrder This is merelya heuris-
tic; hawever, it hasthe propertythatanattacler is unlikely to nd
and leveragescannersn the anorymized tracethat this heuristic
misses.

As mentionedabore, we renumberthe IP addresseswolvedin



scanningrafc separatelyWe keepthe scannes IP addresauni-
form acrosghetrace,and ag thescanneassuchin themeta-data.
However, we usea differentmapping(resultingin a differentsub-
netandhostaddressjor the destinationaddres®of the scans.For
instanceconsidertwo hostsX 1 andX , in subnety from theorig-
inal trace le. In trafc not involving the scanner, theseaddresses
will bemappedo X ; andX 5 in subnety’. Fortrafc involving the
scanner theseaddressewill be mappedo X ;" andX 5" in subnets
Z1 andZ;, respectiely. This unfortunatenconsisteng in there-
sultingtracesmeanghatit becomesmpossibleto analyzea host's
entiresetof trafc for ary internaladdresghatwas scanned.Fi-
nally, we notethat Ethernetaddressesf hostsbeingscannedilso
needrenumberingpr anattacler caneasilyestablisithe mapping
betweerlP addressefor scanningandnon-scanningraf c.

Theabore discussiorassumeshattheadwersarydid notscanthe
network himselfduringtracecollectionandhasto leveragesxisting
scanning. As pointedout in [23], with active probing thereare
mary opportunitiefor theadwersaryto “ ngerprint” addresseand
thusdefeatary 1-to-1addressnapping.In thatcaseonesolutionis
to anorymize hostidentities(includingIP andMAC addresseand
IP-ID) with a 1-to-n mapping,for example, mappingan address
dependingn the communicatiorpeers address.

Invalid addresses.Our paclet tracescontainsereral instances
of datatransactiongnvolving a hostbelongingto aninvalid subnet
(i.e., the organizationdoesnot usethe particularsubnet). Thatis,
thelP addresss in theorganizations addresspacebut thatpartic-
ular portion of theaddresspacds meantto be dark. Thesemight
comefrom miscon gurationsor users‘borrowing” addressethey
were not assigned. We anorymize suchaddressess thoughthe
subnetexisted,but notethemin the meta-dataasnot belongingto
avalid subnet.

In addition,we found pacletsin our paclet tracesthat contain
IP optionsthatin turn containlP addressege.g.,therecordroute
option). We remapthe IP addressesontainedwithin theseoptions
beforeplacingthe pacletsinto theanorymizedtrace.Lik ewise,we
mustremaplP addressesontainedwithin ARP replies.

We notethat someof the complicationsin termsof anorymiz-
ing IP addressesomefrom the fact that we are sanitizingedge-
network paclet traces. Paclet tracestaken in the middle of the
network would likely not have the samestrongaddresspre x sig-
naturethat enterprisdraceshave andthereforemay be ableto be
anorymizedwithoutregardto addresstype”.

The last considerationat the network layer is ICMP trafc.
Given ICMP's usefor carryingall sortsof rich network statusin-
formation,we musttake carewhenincluding suchpacletsin the
anorymized traces. ICMP messagesften containthe rst bytes
of the paclet thattriggeredthe ICMP messageTherefore we re-
cursively anorymizetheincludedIP paclet aswe would ary other
pacletin theoriginaltrace.

3.4 Transport Layer

Our anorymization policy dealswith TCP [19] and UDP [18]
at the transportlayer  We truncatepaclets using othertransport
protocolsafter the IP header(we did not seesigni cant amounts
of suchtrafc). As outlinedin x 2, implementinganorymization
frameaworks for new transportprotocols(e.g.,SCTP[21] or DCCP
[11]) shouldbe straight-forvard.

The rst considerationfor transportprotocolsis whetherto
anorymize the port numbers.Our policy leavesthe TCPandUDP
port numbersintact, with the exceptionthatwe remove trafc in-
volving oneparticularport usedfor aninternalsecuritymonitoring
application. A dravback of preservingport numbersis that they
may be ableto be usedto identify a particularmachinethat runs

a particularsetof servicesjf thatsetis in someway unique(e.g.,
dueto themake-upof theset,trafc volume,etc.).

Anotheraspecf TCPtraf ¢ thatpotentiallyleaksinformation
is the sequenceaumber(aswell as|P/PCAPIlength). [22] shavs
that a motivatedattacler can nd trafc in ananorymizedtrace
thatinvolvesa particularweb site by comparingthelengthof TCP
connectiondn the tracewith a databasef known objectlengths
on givenwebpagesThis attackrequiressigni cant resourcesand
thereforefor our ervironmentit is notpercevedto bealargethreat.

Given that we presere both port numbersand sequencenum-
bers,the mostsigni cant transformatiorwe performat the trans-
portlayeristo rewrite TCPtimestampptions[9]. Recentvork has
foundthatclock drift manifestin timestampoptionscanbe lever-
agedto ngerprint aphysicalmachine gnablingits uniqueidenti -
cationin thefuture[12]. If amachinecouldbe ngerprinted using
the anorymizedtraces thenanattacler who alsoprobesthe site's
hostsdirectly could pair up the timestampsignatureshey obtain
from probingwith thosein the trace,underminingthe IP address
anorymization. Onthe otherhand timestampoptionshave signi -
cantutility in analyzingTCPdynamicsasthey allow unambiguous
matchingof datapacletswith acknavledgmentsandcanhelp de-
tectpaclet duplicationandreordering.

Therefore to balancetheseconcernsour policy is to transform
the timestampsresentin timestampoptionsinto separatenono-
tonically increasingcounterswith no relationshipto time for each
IP addressappearingn the anorymizedtrace. We presere times-
tampechoeof zero,which indicate“no timestamg. Much of the
researchuseof timestampsnvolves usingthemto determinethe
uniqueness andtransmission order of sggments A perhostcounter
preseres this use. Of course,ary useof the timestampoption
for actualtiming information(e.g. investigatingTCP'sretransmis-
siontimeout,or thejitter betweenpaclets)is lost. We considered
“fuzzing” the timestampgy randomamounts,nsteadof usinga
counterto degradetheartifactsusedby the ngerprinting scheme.
However, sinceit is not clearhow this would affect researchrely-
ing upontimestampdor timing information,we decidedto simply
remove all timing information.

Using our approach transforminga timestampoption requires
two passesver the original paclet trace,for two reasons.First,
RFC 1323 doesnot specify the actualformat of timestampsnor
their endianess.Therefore,to infer the orderingrelationshipbe-
tweentimestampgandthusto correctlyassigncountevalueswhen
rewriting them),we needto obsene multiple pacletsto determine
endianess. Second,even if we can determinethe order among
timestampsit is still problematicto renumberwithout knowing
whattimestampsanay appeaitater, sowe wait until observingall
the timestampshefore renumberingthem sequentially In those
casesvherewe cannotdeterminghe endianessf thetimestamps,
we simply re ect the orderof the pacletsin the original trace.Do-
ing socanaid aresearcheinterestedn determiningheuniqueness
of paclets,but the causabrderingbecomegpotentiallymisleading,
sowe notethefailureto identify the endianes$or thegivenhostin
themeta-data.

4. INFORMATION LOSS

As notedabove, every transformappliedto a tracecan poten-
tially perturbanalysisof the transformedrace. Given our explicit
goalto retainasmuchresearchvalueaspossible we analyzedhe
original andanorymizedtraceswith two toolsthatperformpaclet
heademanalysisandcomparedhe outputasoneway to gaugehow
effective we werein preservinginformation. We stressthatthese
aresimply two examples andtheir performancenaynotbeindica-
tive of otherusesof thetraces.



We rst usedpOf [24] to do OS ngerprinting on the hostsin
thetrace® We foundtwo relevantdifferencesetweertheanalysis
of the original and transformedraces: (i) transformingthe TCP
timestampoptioninto acounterrendereg0f's “hostuptime”anal-
ysisuselessand(ii ) oneconnectiorshaved a differentOS signa-
turein thetransformedracedueto a corruptedpacletin the orig-
inal tracecausingour anorymization procesgo changeaninvalid
TCPoptioninto a NOP option. Thus,we concludethatOS nger-
printingis in generaktill possiblewith thetransformedracesthis
is acceptabléo our site.

We alsouseda custonmtool, tcpsum, to cruncheachTCPconnec-
tionin thetraceto nd thenumberof pacletsandbytessentin each
direction,aswell asa crudehistoryof the connectior(“saw SYN”,
“saw SYN+ACK”, etc.). Exceptfor IP addresseghe outputfrom
crunchingthe original andtransformedracesmatchedjndicating
no valuewaslostin the transformationgor this particulartype of
analysis.

We againnotethat our simpletestsarenot exhaustve. Clearly,
thetransformationsve appliedto thetracescanhave animpacton
certainforms of analysis.For instance ary analysisthatinvolves
digging into the contentsof paclets (e.g., for usein developing
intrusion detectionmethodologiesivould be rendereduselessy
our anorymizationschemeHowever, we believe thatthesesimple
testsshav that within the realm of headeranalysiswe have pre-
sened muchusefulinformationwhile still protectingthe security
andprivagy of thesiteandits users.

5. VALID ATION

We next turnto a key aspecif implementingananorymization
policy: validation. For the setof traceswe preparedye usedser-
eralad hoc methoddo validatethattheinformationwe intendedo
maskwasindeedtransformedbr left out of theanorymizedtraces:

Firstwe inspectedhelog createdby tcpmkpub duringthe
anorymizationprocesstcpmkpub ags all unexpectedas-
pectsof a paclet traceit runsacross,ncluding, for exam-
ple, incompletelP headersor IP addresse$which are pos-
sible within ICMP unreachablenessages)indeterminable
byte orderof TCP timestampdor a particularhost, or ille-
galvaluesfor elds with constantor limited-rangedvalues.
Examiningillegal eld valuesleadusto thediscovery of the
bizarreARP pacletsmentionedn x 2 andTCP optionswith
illegal length elds (e.g., “SACK permitted” options with
length253insteadof 2 andwindow scaleoptionswith length
1ratherthan3).

While usingthetool to verify itself is inherentlyinsufcient,
thisisaprudentrst stepto ensurghattcpmkpub didn't get
confusedin a way that would lead to information leakage.
We found nothingin our logs that indicatedary problems.
We basethe remainderof our validation,however, on useof
separateools.

We next usedthe standardJnix tool strings to look for se-
guence®f atleastsix contiguoudetters(caseinsensitve) in
the anorymized tracesin an attemptto ensurethat paclet
payloadshad beenproperly removed. When run across
the original traceswe found mary stringsthat are clearly
commands,lenames, etc. (e.g.,"Documents”,“Settings”,

SWe notethatthis is an areawheresomesitesmay desirethat the
information not appearin the anorymized traces,in which case
protocolscrubbingtechnique$20] maybebene cial aspartof the
anorymizationprocess.

“Con rmFileOp”). However, in looking throughthe out-
put producedrom theanorymizedtracewe foundlittle that
was recognizableas ohvious paclet content. We manually
checled the few stringsthat remotelyresemblewords (for
instance,‘tkirtkis”) andfoundthemto be causeddy simple
coincidence.

We wrote a smalltool to pick throughpacletsandlook for
32 bits that looked like IP addresse$o ensurethat we re-
movedall theLBNL addresseBomthedata.We rst looked
for “addressesWith LBNL's pre xesandappearingn both
the original and anorymized paclets (in eitherbyte order).
This procedureproducedtoo mary false positives due to
a collision betweenthe rst octet of one of LBNL's pre-
x eswith a commonTCP offset value (which is presered
in anorymization,andthusidenticalin original andanory-
mizedpaclets). Thereforewe re ned our analysisto ignore
certainregionsof the pacletsthatwe presere (for example,
the TCP sequencaumbers)which reducedthe numberof
occurrence$o nearlyzero;we manuallyveri ed theremain-
derasdueto coincidencgfor example,in onecasethedesti-
nationaddres®f a paclet happenedo be mappedo exactly
thesourceaddress).

We usedstrings to look for string versionsof IP addresses
(i.e.,dotted-quadsthatmatchedan LBNL pre x. We found
nomatches.

We next focusedon ensuringthat tcpmkpub accurately
transformedVAC addressed=irst, we usedtcpdump to gen-
eratealist of all MAC addressefoundin our original traces.
We wrote a small flex programto pick throughthe anory-
mized traceslooking for the 6 byte MAC addresse$ound
in the original trace les. We manuallycomparecthe hits
from the anorymizedtraceswith the original traces,which
determinedhll werecoincidence.

Finally, we usedipsumdump to dumpTCP optionsfrom our
anorymizedtraces. Fromthis we picked outthetimestamps,
producedsortedlists, andveri ed thatall hostsstartedwith
a timestampof zeroandincreasedrom that point. There-
fore, we concludethat our timestampre-numberingappears
accurate.

The ad hoc validation we conductedcorvinced us that our
anorymizedtracesaresufciently safeto releaseHowever, anarea
for bene cial future work is to write anindependentool thatvets
anorymized tracesagainsta given policy, which would both im-
prove the quality of thevalidationandmale it easierto conduct.

6. ADDITION AL CONSIDERATIONS

Along with thedevil-ish detailswe describeabove, thereareses-
eraladditionalissuego consider

Traf c removal. Sometrafc in the tracescould simply be
too sensitve or uniqueto a particularinstitution to includein the
anorymizedtraces.For instance asmentionedabose we removed
all trafc on a particular TCP port becausehe traf ¢ involvesa
customapplicationusedfor securityoperationswithin thesite. For
someanalysesthemissingtraf ¢ will have little impact.However,
for otheranalyseghe missingtrafc could leadto aninvalid con-
clusion(e.g.,thata network wasnot congestedvhenit really was).
We suggesthatthe characteristicef removedtrafc be provided
in the meta-datan high-level terms,soresearcherasingthe data
will atleastbeawareof theamountof traf ¢ culledfrom thetraces.



At aminimum, the meta-datashouldcontainan absolutecountof
thenumberof pacletsremoredfrom thetraces(Thenumberof re-
moved pacletsin the LBNL tracesis about0.01%of total number
of paclets.)

An alternatve to trafc removal would be to truncatedpack-
etsafterthe ethernetor IP headergatherthancompletelyremor-
ing the paclets. Arguably removal offers little additionalbene t
andsomeadditionalcostanddiminishesthe researchvalue of the
traces.However, we foundthatin gettingapproal for our anory-
mizationschemewe neededo pick our battlesandappreciatehat
removal is sometimessimply more appealingthan scrubbingfor
extremelysensatie information.

Filenames.Thecontentof apaclettracearenottheonly source
of information leaks. While the particularnaming usedfor the
les of thetracesseemdik e amundanedetail,namingconventions
for canpotentiallyleak informationto anadversary e.g.,“sener-
room-trace.dmp”.

Uniform anonymization. We suggesthat tracesanorymized
in a uniform manner(e.g., the samelP addresamapping)should
containa commontagin the variousmeta-datales to enablere-
searchergo correlateinformation acrossthe traces. In general,
providing consistenainorymizationacrosanultiple traceds atwo-
edgedsword: it preseresgreateresearchutility, but atthe costof
providing attaclerswith more datato usein attemptingto subvert
theanorymizationprocess.

Linking tracesto meta-data. We suggesta solid linking be-
tweenatraceandits meta-datdy insertingsecurechecksundigest
of thetracein the meta-datasothatresearchersanverify they are
matchingspeci ¢ meta-datdo theright trace.

Performance. OnaFreeBSDsystemwith a2.2 GHz Intel Xeon
processorand 2 GB of RAM tcpmkpub processeshe LBNL
traceswe releasedn 2.9 hours,usinga maximumof 331 MB of
memory The tracescontain165 million paclets andthe original
les addto 48 GB.

Detecting leakage. Being ableto detectif a traces anorymi-
zationhasbeencompromisedafter releasecould prove important.
We have devisedsuchmethodshowever, they eitherskew thetraf-
¢ characteristicin the anorymizedtraceor couldbetrivially cir-
cum\entedf thedefensavasgenerallyknovn. Thedesignof tech-
niquesto robustly detectanorymization compromiseremainsan
interestingareafor futurework.

Situational considerations.Someof theaspect®f paclettrace
anorymizationdiscussedn this papermaybe moreor lessimpor-
tantin certainsituations Differentapproachemayprove desirable
dependingonthetrafc beingtraced the vantagepoint of thetraf-
¢ collector or theportionof thenetwork monitored.For instance,
when anorymizing a backbonepaclet tracethe specialhandling
of scanningtrafc discussedn x 3.3 is likely not required. This
(again)underscoretheimportanceof carefully consideringall as-
pectsof anorymizationwithin thecontet of thelocal ervironment.

The devil we have yet to meet. If the attackin [12] hadbeen
discoveredayearlater, we would have presered TCP timestamps
in our releasedracesJeaving thempotentiallyvulnerable.Unfor-
tunately it is not clearto ushow to systematically defendagainst
unknavn attacks. Therefore,it is importantthat anorymization
policiesare periodically evaluatedand evolve over time. We also
notethatapplyingfutureattacksto pasttracesmaynotbea fruitful
endesor. For instancethe TCPtimestampattackwould be harder
to mountif therewassometurnover in hostsor IP addressenum-
bering.

7. SUMMARY AND FUTURE WORK

This paperendeaorsto make four contritutions: First, we enu-

merateandexploremary of thedevil-ish detailsinvolvedin prepar
ing paclet tracesfor public releasethatgo beyond the well-known
topic of IP addres®bfuscation Secondwe sketchtheuseof meta-
datato helpresearcherasinganorymizedtracesto copewith the
informationlost during the anorymization process.Third, we de-
velopeda tool, tcpmkpub , and a framevork for implementing
arbitraryanorymizationpolicy in a straightforvard, comprehensi-
ble fashion. Our tools and tracesare publicly available via [1].
Additionally, Figure3 shaws the completeanorymizationspeci -
cationfor the policy we emplgy. Finally, we have introducednewx
wrinklesto addressanorymization, suchasmappingscannetraf-
c differentlyfrom non-scannetraf c, mappinginternaladdresses
differently from external addressesand mappingthe two halves
of EthernetaddresseseparatelyWe stressthatthe decisionsout-
linedin this papershouldnot be consideredhe right approachbut
ratheraheavily consideredpproactthatcurrentlymeetsheneeds
for releasingracesfrom a particularnetwork.

Thereareanumberof avenuedor fruitful futurework in thearea
of paclet traceanorymization. As discussedabove, tools to aid
with validating that trace les have beenappropriatelyscrubbed
would be usefulin increasingdata provider's con dencein the
anorymizationprocesslin addition,studyingthetradeofs required
to conducton-lineanorymizationis anareathatwould likely have
signi cant bene t. Also, robustschemegor detectingvhenatrace
hasbeencompromisedvould be highly usefulin providing opera-
torswith situationalavarenessFinally, thereis a hugetemptation
to puttogethera systemthat cantake high-level input from a user
and producean anorymization policy for tcpmkpub , given the
compleity of the processof settingup and evaluatingthe proce-
dures.lt is not clearto usthatthisis possibleto do if oneactually
caresaboutthe quality of the results. However, a useful areaof
futurework may bein exploring sucha system,including bothits
valueandits limitations.
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Il ether.anon

FI ELD (ETHER_dstaddr,
FIELD (ETHER_srcaddr,
FIELD (ETHER_lentype,
FIELD  (ETHER_data,

11 ether-data.anon
CASE  (ETHERDATA _ip,
CASE (ETHERDATA _arp,

DEFAULT_CASEETHERDATA _other,

Il arp.anon

FIELD (ARP_hrd,
FIELD (ARP_pro,
FIELD  (ARP_hin,
FIELD  (ARP_pln,
FIELD  (ARP_op,

FIELD  (ARP_sha,
FIELD  (ARP_spa,
FIELD  (ARP_tha,
FIELD  (ARP_tpa,

/l'ip.anon

FIELD (IP_verhl,
FIELD  (IP_tos,

FIELD  (IP_len,

FIELD (IP_id,

FIELD (IP_frag,

FIELD (IP_ttl,

FIELD (IP_proto,
PUTOFF_FIELD(IP_cksum,
FI ELD (IP_srcaddr,

FI ELD (IP_dstaddr,

FI ELD (IP_options,

Pl CKUP_FI ELD (IP_cksum,
FIELD ~ (IP_data,

Il ip-frag.anon
FIELD  (IPFRAG_data,

1l ip-option.anon

6, anonymize_ethernet_addr)
6, anonymize_ethernet_addr)
2, KEEP)
VARLEN, anonymize_ethernet_data)

0x0800, VARLEN, anonymize_ip_pkt)
0x0806, VARLEN, anonymize_arp_pkt)
VARLEN, other_ethertnet_pkt_alert_and_skip)

const_n16 (0x0001, BREAK))
const_n16 (0x0800, BREAK))
const_n8 (6, BREAK))
const_n8 (4, BREAK))
range_n16 (1, 2))
anonymize_ethernet_addr)
anonymize_ip_addr)
anonymize_ethernet_addr)
anonymize_ip_addr)

S rodEPENMN

S0

1, KEEP)
1, KEEP)
2, KEEP)
2, KEEP)
2, KEEP)
1, KEEP)
1, KEEP)
2, ZERO)
4, anonymize_ip_addr)
4, anonymize_ip_addr)
VARLEN, anonymize_ip_options)
0,  recompute_ip_checksum)
VARLEN, anonymize_ip_data)

RESTLEN, SKIP)

CASE  (IPOPT_eol, IPOPT_EOL, 1, KEEP)
CASE (IPOPT_nop, IPOPT_NOP, 1, KEEP)
CASE (IPOPT_rr, IPOPT_RR, VARLEN, IPOPT_anonymize_record_route)

CASE  (IPOPT ra, IPOPT_RA, 4, const_n32 (0x94040000UL, CORRECT))

DEFAULT_CASEIPOPT _other,

Il 'ip-data.anon

CASE  (TCP,

CASE (UDP,

CASE (ICMP,
DEFAULT_CASE (IP_other,

/1 icnp.anon

FIELD  (ICMP_type,

FIELD (ICMP_code,
PUTOFF_FIELD(ICMP_chksum,
FIELD (ICMP_data,
PICKUP_FIELD (ICMP_chksum,

Il icmp-data.anon

VARLEN, IPOPT_alert_and_replace_with_NOP)

IPPROTO_TCP, VARLEN, anonymize_tcp_pkt)
IPPROTO_UDP, VARLEN, anonymize_udp_pkt)
IPPROTO_ICMP, VARLEN, anonymize_icmp_pkt)

RESTLEN, SKIP)

1,  KEEP)
1,  KEEP)
2, 'ZERO)

RESTLEN, anonymize_icmp_data)
2, recompute_icmp_checksum)

CASE (ICMP_echoreply, ICMP_ECHOREPLY, VARLEN, anonymize_icmp_echo)
CASE (ICMP_unreach, ICMP_UNREACH, VARLEN, anonymize_icmp_context)

CASE (ICMP_sourcequench,

ICMP_SOURCEQUENCH. VARLEN, anonymize_icmp_context)

CASE (ICMP_redirect, ICMP_REDIRECT, VARLEN, anonymize_icmp_redirect)

CASE (ICMP_echo, ICMP_ECHO, VARLEN, anonymize_icmp_echo)

CASE (ICMP_routersolicit, ICMP_ROUTERSOLICIT, VARLEN, anonymize_icmp_routersolicit)
CASE (ICMP_timxceed,  ICMP_TIMXCEED, VARLEN, anonymize_icmp_context)

CASE (ICMP_paramprob,

ICMP_PARAMPROB, VARLEN, anonymize_icmp_paramprob)

CASE (ICMP_tstamp, ICMP_TSTAMP, VARLEN, anonymize_icmp_tstamp)

CASE (ICMP_tstampreply,

ICMP_TSTAMPREPLY, VARLEN, anonymize_icmp_tstamp)

CASE (ICMP_ireq, ICMP_IREQ, VARLEN, anonymize_icmp_ireq)
CASE (ICMP_iregreply, ICMP_IREQREPLY, VARLEN, anonymize_icmp_ireq)
CASE (ICMP_maskreq, ICMP_MASKREQ, VARLEN, anonymize_icmp_maskreq)

CASE (ICMP_maskreply,
DEFAULT_CASEICMP_other,

ICMP_MASKREPLY, VARLEN, anonymize_icmp_maskreq)

VARLEN, ICMP_alert_and_skip)

Il icmp-echo.anon

FIELD (ICMP_echo_id,
FIELD (ICMP_echo_seq,
FIELD (ICMP_echo_pyld,

Il icmp-context.anon
FIELD (ICMP_context_unused,
FI ELD (ICMP_context,

/1 icnp-redirect.anon

FI ELD (ICMP_redirect_gateway,

FI ELD (ICMP_redirect_context,

Il icmp-routersolicit.anon
FIELD (ICMP_rs_reserved,

Il icmp-paramprob.anon

FIELD (ICMP_pp_pointer,
FIELD (ICMP_pp_unused,
FIELD (ICMP_pp_context,

/I icmp-tstamp.anon

FIELD (ICMP_ts_id,
FIELD  (ICMP_ts_seq,
FIELD  (ICMP_ts_orig_ts,
FIELD (ICMP_ts_recv_ts,
FI ELD (ICMP_ts_trsm_ts,

/1 icnp-ireq.anon
FIELD  (ICMP_ireq_id,
FI ELD (ICMP_ireq_seq,

Il icmp-maskreg.anon

FIELD (ICMP_maskreq_id,
FIELD (ICMP_maskreq_seq,
FIELD (ICMP_maskreq_mask,

/' udp.anon

FIELD (UDP_srcport,
FIELD (UDP_dstport,
FIELD (UDP_len,
PUTOFF_FIELD(UDP_chksum,
FIELD (UDP_data,
PICKUP_FIELD (UDP_chksum,

/1 tcp.anon

FIELD (TCP_srcport,
FIELD  (TCP_dstport,

FI ELD (TCP_seq,

FIELD (TCP_ack,

FIELD (TCP_off,

FIELD (TCP_flags,

FIELD  (TCP_window,
PUTOFF_FIELD(TCP_chksum,
FIELD (TCP_urgptr,
FIELD (TCP_options,
PICKUP_FIELD (TCP_chksum,
FIELD (TCP_data,

1/ tcp-option.anon

CASE (TCPOPT _eol, 0,
CASE (TCPOPT _nop, 1,
CASE (TCPOPT_mss, 2,
CASE (TCPOPT_wsopt, 3,
CASE (TCPOPT_sackperm, 4,
CASE (TCPOPT_sack, 5,
CASE  (TCPOPT tsopt, 8,
CASE  (TCPOPT_cc, 11,
CASE (TCPOPT_ccnew, 12,
DEFAULT_CASETCPOPT _other,

2, KEEP)
2, KEEP
RESTLEN, SKIP)

4,  ZERO)
RESTLEN, anonymize_ip_pkt)

4, anonymize_ip_addr)
RESTLEN, anonymize_ip_pkt)

4, const_n32 (0, CORRECT))

1, KEEP)
3, ZERO)
RESTLEN, anonymize_ip_pkt)

2, KEEP)
2,  ZERO)
RESTLEN, SKIP)
2, recompute_udp_checksum)

2, KEEP)

2, KEEP)
4, KEEP)
4, KEEP)

1,  KEEP)
1, KEEP)
2, KEEP)
2, ZERO)

2, KEEP)

VARLEN, anonymize_tcp_options)
0, recompute_tcp_checksum)
RESTLEN, SKIP)

1, KEEP)
1, KEEP)
4,  KEEP)
3, KEEP)
2, KEEP)

VARLEN, KEEP)
10, renumber_tcp_timestamp)
VARLEN, KEEP)
VARLEN, KEEP)
VARLEN, TCPOPT _alert_and_replace_with_NOP)




