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DNS attacks are becoming an increasingly di�cult challenge for authorita-
tive DNS servers. Establishing the legibility and authenticity of a request
via challenge-response is a step forward in dealing with the flood of requests
from an increasingly diverse catalogue of services and devices. Successful
deployment of the proposed approach can help in preventing DNS amplifica-
tion attacks, where attackers spoof DNS queries from a victim which in turn
receives the flood of (large) query answers. The proposed approach requires
certain deviations from the standard practices on the Internet today, while
enabling dealing with more complicated attack scenarios in the presence of
DNS resolver pools.
While the reviewers and the authors highlighted the deployment challenges
of the proposed approach in presence of DNSSEC, reflection attacks, or
CNAME breaking at zone APEXes, the contributions of the paper in the
measurement domain, and the proposed strategy, were deemed of great in-
terest to the network measurement and security community as a potentially
scalable and practical step forward in dealing with DNS attacks.
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