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I. POSITION

Networking and security researchers must grapple with the
following four potential constraints in the course of their work:
(2) legal issues, (i7) institutional policies, (447) community
norms and (¢v) personal ethics. These possible constraints can
be intertwined and inform one another. In this position paper
we set aside all except the third constraint: community norms.
We do not mean to diminish the importance of considering the
others, but, rather aim to make the case that the community
has organically developed a community norm with respect to
traffic monitoring.

Position: network traffic monitoring—broadly defined—fits
well within the networking and security research community’s
norms. We believe this position is demonstrated through the
community’s rough consensus and running code.

II. COMMUNITY HISTORY

The following illustrative references show that our com-
munity has leveraged network monitoring (i) for over two
decades, (%) for a variety of purposes, (zi7) using various types
of monitors—from packet traces to application layer logs, with
many stops in-between—and (iv) across a large number of
investigators and institutions.

(11, [21. [3]. [4]. [5]. (6], [71. [8]. [9], [10], [11],

[12], [13], [14], [15], [16], [17], [18], [19], [20],
(211, [22], 23], [24], [25], [26], [27], [28], [29],
(301, [31], [32], [31], [33], [34], [35], [36], [37],
[38], [39], [40], [41], [42], [43], [44], [45], [46],
[47], [48], [49], [50], [51], [52], [53], [54], [55],
[56], [57], [58], [59], [60], [61], [62], [63], [64],
[65], [66]

Further, an even larger number of referees, program com-
mittee members and editorial boards have considered and
accepted this work, which is an indication of the broad level
of acceptance traffic monitoring enjoys across the community.

III. REASONING

The above illustrative history is not enough to justify our
position. Rather, as discussed in the Menlo Report [67] we
must also consider the benefits and harms of network traffic
monitoring. Therefore, in addition to the historical record we
also offer several additional points:

o There is little doubt that the benefit from understanding
the reality of large-scale network and security phenomena
through in-situ observation has been immense. It is self-
evident that if we do not monitor networks we will have

only a theoretical understanding of how they operate
and this would create a large divide between research
and reality in both the networking and security domains.
However, this point is not only self-evident, but we also
know from history that we as a community have learned
much from empirical studies of Internet behavior across
many dimensions (i.e., see the illustrative history given
in § II).

o While the benefits of network monitoring are clear, we
must also consider the possible harms caused by such
endeavors. When the harm becomes significant we should
consider an activity at least dubious.

o When considering the potential harms of traffic moni-
toring, the list of possibilities is nearly endless—largely
because traffic is ultimately triggered by human activity.
The potential harms that could come from gathering
and analyzing network traffic range from personal pri-
vacy issues to institutional embarrassment to business
implications—each of which has an attendant list of
consequences.

o While we can conjure all manner of potential harm that
stems from monitoring networks, cases where network
monitoring has lead to actual harm are quite rare. We
believe this is largely because of the care taken by
the research community when monitoring operational
networks. We discuss care of network data further in § IV.

« Additionally, we note that researchers are often not study-
ing users, per se. This further reduces the potential for
harm because users do not have to be identified and their
activity understood as part of our analysis (we address
this point further in § IV).

Given the above consideration of the benefits, harms and
history of network monitoring we believe the presumption
should be that investigations that observe it-situ activities
should be considered well within the bounds of what the com-
munity considers to be ethically reasonable. This presumption
does not excuse all behavior, but we believe it should be the
starting point.

IV. CARE

The community’s history of using empirical Internet obser-
vation is obvious. However, “because we have always done it”
is not a good reason for continuing a given practice. Rather,
we note that the history gives us an understanding of the
benefit and harm but also an idea about how to conduct careful
network monitoring that minimizes potential harm (“running



code”). Before distilling a set of principles for exercising care
with respect to Internet data, we offer three pieces of context:

o Observations of an operational network ultimately are

quite often observations about real peoples’ actions. Often
we are not studying particular human behavior, but rather
some facet of the system (e.g., use of DNS fast flux or
round-trip time assessments). However, we should never
lose track of the fact that traffic data often comes from
human beings and therefore there is always the potential
for harm that stems from observing specific activities.

While traffic is often triggered by human behavior, we
also should remember that traffic is not stamped with the
identity of the human being(s) involved. That does not
mean it is impossible to determine who is involved in
the recorded traffic. We can sometimes pick up a small
bit of information that clues us in to who was involved in
some specific traffic. Further, we have mechanisms to link
various bits of traffic together (e.g., addresses, cookies,
referrer information). Taken together we can sometimes
use small breadcrumbs to piece together a broader story
about a user’s network usage. However, we note that this
does not happen without effort. In other words, the data
we collect is not naturally of the form “here is what Alice
did yesterday on the Internet ...”. This is an important
distinction because in the majority of the cases there is
no reason for researchers to construct these sorts of user
profiles and therefore user privacy is naturally obscured.
Finally, note that the potential sensitivity also depends on
the specific dataset and vantage point. For instance, fine-
grained packet traces taken within a backbone network
are generally less sensitive than the same measurement
within a department in a University. First, the scale of the
former is such that digging out information about specific
people is more difficult. Second, while a department-
level trace likely includes a comprehensive view of an
individual’s activity, only part of that activity is likely
to hit any particular backbone. While our contention
is that the community has viewed both these cases as
reasonable, they illustrate that there is likely no one-size-
fits-all approach to thinking about traffic observations.

machines holding sensitive data should be well secured—
including proper access control, application of relevant
security updates and monitoring for possible breakins.

o Aggregate: When reporting analysis of network traffic
data users should not be identified. Fortunately, we are
generally trying to convey insights across a breadth of
traffic (and hence users) and therefore aggregating across
users is a natural approach which also obscures individual
users’ activity. On occasion it is useful to show the
behavior of a single user as an anecdote to better describe
some phenomenon. This can be accomplished without
identifying the user. And, further can often be presented
in a way that elides the time the measurement was taken
and the specific endpoints of the communication. In other
words, by focusing on the underlying phenomenon, even
an anecdote that is directly tied to a specific user can be
presented in a way that cannot be traced back to the given
user.

o No Fishing: Analysis of data should have a purpose.
Researchers should focus on a question—even if only
an inkling—and not simply surf through collected data
to see what they might see.

Ultimately, exercising care with Internet traffic data requires
researchers to carefully think about how they are conducting
their measurements and analysis. While we believe the com-
munity has largely demonstrated an ability to conduct traffic
monitoring without causing harm, we must remain vigilant
about how we go about such activities.

V. BROADER POINTS
We close with three broad points:

e Our position is about traffic monitoring—at various van-
tage points—and not about all network and security
measurement. While we believe there is rough consensus
that traffic monitoring is both useful and causes little
direct harm, we do not believe that all empirical research
activities share the same consensus (e.g., BotNet infiltra-
tion).

o Our intention is to sketch what we believe is an organi-
cally developed community norm. Even if we are correct
in positing this norm, it is not the last word on the

Our intention is not to enumerate a specific and fine-grained
set of best practices about careful data handling. Rather, we
offer three high-order principles researchers should think about
as they collect, archive and use network traffic data.

appropriateness of a given experiment. As noted above,
researchers must show care and the required care depends
on the specific data and vantage point.

o As we note in § I, researchers face additional constraints

« Logistics: Researchers should exercise care in terms of in the form of laws, institutional policies and personal
what data is collected, how the data is archived and who ethics. Therefore, even a general and widely agreed upon
has access to the data. A particularly useful strategy is community norm can dictate behavior in every situation.
leveraging the “need to know” principle. In other words, o While there are indeed many open ethical dilemmas
data should not be available to someone unless they have surrounding network and security measurement, it may be
a direct need to access the data. Further, data should be useful to start writing down areas where there is (rough)
provided in the granularity required to assess specific consensus on what is reasonable.

questions. For instance, a packet trace that includes
payloads of all traffic observed may be winnowed to only
packet headers involving TCP port 80 before being given
to a student to perform a study on HTTP. In addition,
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