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Location-Based Services
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Everybody wants to know where you are!
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How Do They Know Where You Are?
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GPS
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How Do They Know Where You Are?
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GPS

Extremely accurate! +/- 1m outdoors
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WIFI/Cell Towers

Source: Skyhook
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How Do They Know Where You Are?

4

WIFI/Cell Towers

Source: Skyhook

“Skyhook ... [uses] over 250 
million Wi-Fi access points and 
cellular towers.  [...] Skyhook has 
deployed drivers to survey every 
single street, highway, and alley in 
tens of thousands of cities and 
towns worldwide
[...]
As more users reference location 
for mobile devices, our database is 
automatically updated and 
refreshed. This is what we call our 
Automated Self Healing Network.”

“Accuracy 10 meters”
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Example: Geolocation via the Browser
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Example: Geolocation via the Browser
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http://html5demos.com/geo Safari 5 on a Mac
No GPS involved ...
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Example: Geolocation via the Browser

5

http://html5demos.com/geo Safari 5 on a Mac
No GPS involved ...

Location 
removed, it’s too 

precise :)
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How Do They Know Where You Are?

6

IP Addresses
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IP Addresses

Source: MaxMind
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IP Addresses

Source: MaxMind
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How Do They Know Where You Are?
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IP Addresses

City-level Accuracy

Source: MaxMind
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How Do They Know Where You Are?
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The User
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How Do They Know Where You Are?
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The User

iPhoto
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The User

iPhoto
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How Do They Know Where You Are?
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The User Typically city-level accuracy

iPhoto
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Why Is Your Location So Interesting?
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Why Is Your Location So Interesting?

• Well, it’s cool.
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• Well, it’s cool.

• New/improved services through personalization, e.g.,
• Customized searches
• Grouping/classification of  information
• “Hyper-local” news
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Why Is Your Location So Interesting?

• Well, it’s cool.

• New/improved services through personalization, e.g.,
• Customized searches
• Grouping/classification of  information
• “Hyper-local” news

• Targeted Marketing
• Target by current location
• Target by tracked behavior

• Probably the single most important driver of location-based services.

8
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Example: foursquare
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Example: foursquare
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Outline

Case-study

• Geotagging

Broadening the scope
• Cybercasing without geotags

• Potential for global inference

10

Privacy Implications
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Privacy Implications of Geotagging
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Geo-Tagging
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Source: Wikipedia
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Geo-Tagging
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Source: Wikipedia
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Geo-Tagging
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Source: Wikipedia

Defaults differ!
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Application: Location-based Searches
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Accessing Geotags

• EXIF  Viewers allow direct inspection
• Browser plugins
• Command-line tools

• Webservice APIs allow programmatic/large-scale access
• YouTube, Flickr, Facebook, ...
• Easy to use script interfaces available (Python, Perl)

14
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YouTube
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YouTube
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Flickr
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Flickr

16
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Flickr
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Flickr
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How Much is Geotagged?

• Many repositories for images/videos use geotags 
• How much of their content is already geotagged?

• YouTube
• Opt-out policy
• Estimate that about 3% of all videos are geotagged

• Flickr
• Opt-in policy
• Website states that 124M images come with geo-location
• Examined first four months of 2010:

• 158M images uploaded
• 4.3% come with precise geotags (that’s ~8M total)

• Small percentage, but poised to raise.

17
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Detour: Geotagged Uploads on Flickr
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Detour: Uploads per Week on Flickr
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Where’s the Problem with Geotagging?

20

Many people seem to be unaware of 

• Geotagging

• High precision

• Easy-to-use APIs

Leads to underestimation of impact on privacy
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Could You Do Real Harm?

21
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Cybercasing
Using online information and services 
to mount real-world attacks.

Source:  Mitch Blunt / Wired
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Could You Do Real Harm?

21

Cybercasing
Using online information and services 
to mount real-world attacks.

1. Twitter
2. Craigslist
3. YouTube

Case Studies

Source:  Mitch Blunt / Wired

Goal: Demonstrate potential 
& raise awareness
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Case Study: Stalking on Twitter

• Photos posted to Twitter feeds may have geotags
• Searched for tweets from celebrities for demonstration

• Picfog allows to find tweets from a certain location
• Searched for feeds with photos originating in Beverly Hills, CA
• Found a private feed of a model, who used it to communicate with friends.

• Examined the feed of a host of a US reality-TV show
• Located his home; his kid’s school; where he walks his dog; his “secret” office 
• Found photos with location showing him on travel, meeting “celebrities”
• All photos taken with an iPhone 3GS and hosted on twitpic.com

22
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Stalking Celebrities
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Source:  ABC News
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Stalking Celebrities
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Stalking Celebrities
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I Can Stalk U
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Case-Study: Craigslist
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Case-Study: Craigslist
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Four days of the Bay Area’s For Sale section:

1.3% of ~69K photos geotagged
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Craig’s List:  A Real Example
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Craig’s List:  A Real Example
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Our Own Posting on Craigslist

29

Photo in Posting
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Our Own Posting on Craigslist

29

Photo in Posting Google’s StreetView
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Cameras on Craigslist

30

# Model # Model
414 iPhone 3G 6 Canon PowerShot SD780
287 iPhone 3GS 3 MB200
98 iPhone 2 LG LOTUS
32 Droid 2 HERO200
26 SGH-T929 2 BlackBerry 9530
20 Nexus One 1 RAPH800
9 SPH-M900 1 N96
9 RDC-i700 1 DMC-ZS7
6 T-Mobile G1 1 BlackBerry 9630

Table 1: Devices geo-tagging photos found on Craigslist.

days (including a weekend). While Craigslist does not
provide a dedicated query API, it offers RSS feeds that
include the postings’ full content. Consequently, dur-
ing our measurement interval, we queried a suitably cus-
tomized RSS feed every 10 minutes for the most recent
500 postings having images, each time downloading all
linked JPEGs that we had not yet seen. In total, we col-
lected 68,729 images, of which about 48% had EXIF in-
formation. 914 images were tagged with GPS coordi-
nates, i.e., about 1.3% of the total.3 We presume that
this number is lower than what we found for Flickr and
YouTube because many photos on Craigslist are edited
before posting. Still, already with a cursory look we
found several cases where precise locations had the po-
tential to compromise privacy, as we discuss in § 4.
We also examined the camera models used to take the

914 geo-taggedCraigslist photos; see Table 3. While the
three iPhone models are clearly ahead of all other mod-
els, it is interesting to see a wide range of other devices.

4 Cybercasing Scenarios

In this section we take the perspective of a potential at-
tacker to investigate examples of cybercasing. We fo-
cus on four different scenarios: one on Craigslist, one on
Twitter and two on YouTube.
Craigslist. In our first scenario, we manually in-

spected a random sample of Craigslist postings contain-
ing geo-located images, collected as described in § 3.
One typical situation we found was cars being offered for
sale with images showing them mostly parked in private
parking lots. Most of the time it was straight-forward
for us to verify a photo’s geo-location by comparing the
image with what we saw on Google Street View.
A fair amount of postings with geo-located images

also offered other high-valued goods, such as diamonds,
obviously photographed at home; making them potential
targets for burglars. In addition, many offered specifics
about when and how the owner wants to be contacted

3Postings often contain multiple photos and thus the number of geo-
tagged images is larger than the number of postings having any. The
relative share should however map to the number of postings as well.

(“please call Sunday after 3pm”), which allows for spec-
ulation about when somebody might be at home. Since
many postings publishedmore than one image, and some
locations were the origin of more than one offer, a more
accurate estimation of the postal address would have
been possible through averaging the geo-tags.
While we did not further verify addresses, we set

up an experiment to assess GPS accuracy in a typical
Craigslist setting: We first photographed a bike in front
of a garage with an iPhone 3G, as if we wanted to offer
it for sale (see Figure 1). When we then entered the geo-
coordinates that the phone embedded into the picture into
Street View, Google was able to locate the photo’s posi-
tion within+/−1 m. Such accuracy is much higher than
what we believe most people would expect.
Among the Craigslist postings with geo-information

we also found a significant number where the poster
chose to not specify a home address, phone number,
or e-mail account but opted for Craigslist’s anonymous
emailing option. We take this as an indication that many
posters were not aware that their images were geo-tagged
and thus leaked their location.
We note that while we only performed experiments

with Craigslist’s “For Sale” category, it is not hard
to imagine what consequences unintended geo-tagging
might have in “Personals” or “Adult Services”.
Twitter. Blogging has become a common tool for

celebrities to provide their fans with updates on their
lives, and most of such blogs contain images. Likewise,
many celebrities now also use public Twitter feeds that,
besides potentially being geo-tagged themselves, may
also link to external images they took. Our second sce-
nario therefore involved tracking one of the co-author’s
favorite reality-show host who is currently very active
on Twitter. 4 The celebrity’s show is broadcast on US
national TV and has been exported into various foreign
countries. In the latest episodes, the TV channel even
started advertising that the host is maintaining a Twit-
ter feed. It turns out that most images posted to that
feed—including photos taken at the host’s studio, places
where he walks his dog, and of his home–were takenwith
an iPhone 3GS and are hosted on TwitPic, which con-
serves EXIF data. In addition, we noticed that the host is
also commonly tweeting while he is on travel or meeting
other well-known people away from home. Using the
Firefox plug-in Exif Viewer, a right-click on any of the
Twitter images suffices to reveal these locations using an
Internet map service of one’s choice. Again, averaging
geo-tags from multiple images taken at the same loca-
tion would increase the confidence in the results further.

4A note for the anonymous reviewers: The TV host here is Adam
Savage ofMythbusters. The person from Beverly Hills mentioned later
is the model Angela Taylor. We are currently contacting both for per-
mission to refer to them by name.

4
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Case Study: Cybercasing YouTube
Can we find people currently on vacation?
• That means their house is likely empty right now ...
• Uploading photos normally from home, but now from Far Far Away.

31
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Case Study: Cybercasing YouTube
Can we find people currently on vacation?
• That means their house is likely empty right now ...
• Uploading photos normally from home, but now from Far Far Away.

31
204 lines of Python
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Example Run

32

Input:
•	

 Location	

 	

 37.869885, -122.270539
•	

 Radius	

	

 	

 100km
•	

 Keywords	

 	

 kids 
•	

 Distance	

 	

 1000km 
•	

 Time frame	

 this_week
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Example Run

32

Input:
•	

 Location	

 	

 37.869885, -122.270539
•	

 Radius	

	

 	

 100km
•	

 Keywords	

 	

 kids 
•	

 Distance	

 	

 1000km 
•	

 Time frame	

 this_week

Output:
•	

 Initial videos	

 1000 (max) 
•	

 User hull	

 	

 ~50k videos 
•	

 Potential hits	

 106 
•	

 Targets: 	

 	

 >12
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Example Run

32

Input:
•	

 Location	

 	

 37.869885, -122.270539
•	

 Radius	

	

 	

 100km
•	

 Keywords	

 	

 kids 
•	

 Distance	

 	

 1000km 
•	

 Time frame	

 this_week

Output:
•	

 Initial videos	

 1000 (max) 
•	

 User hull	

 	

 ~50k videos 
•	

 Potential hits	

 106 
•	

 Targets: 	

 	

 >12

Took about ~15 min.
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Potential Targets

33
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Potential Targets

33

We learn that 

• he is traveling in the Caribbean

• yesterday was 1st day of vacation

• he lives with his kids in Albany, CA

• his real name is on YouTube 

• he is always timely in posting videos

Thursday, December 16, 2010



Guest Lecture, RWTH Aachen

Potential Targets

33

We learn that 

• he is traveling in the Caribbean

• yesterday was 1st day of vacation

• he lives with his kids in Albany, CA

• his real name is on YouTube 

• he is always timely in posting videos

About somebody else we learn

• he has moved out of San Francisco recently

• he bought a new place in New Jersey

• at a likeley price of about $400K

• his name and age 

Thursday, December 16, 2010
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Cybercasing for Real ...

34
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Cybercasing for Real ...

34

Well, not really ...
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Related: Cybercasing foursqure
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Related: Cybercasing foursqure
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At least folks provided locations explicitly here. 
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Preventing Misuse Of Geolocation

• Key to risk mitigation: educating users
• The problem cannot be solved by purely technological means

• Still, technology can help:
• Enable users to make educated choices
• Protect by design: opt-in, rather than opt-opt

36
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36

3G

Example: iPhone user interface 
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3G 4G

Example: iPhone user interface 
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Preventing Misuse Of Geolocation

• Key to risk mitigation: educating users
• The problem cannot be solved by purely technological means

• Still, technology can help:
• Enable users to make educated choices
• Protect by design: opt-in, rather than opt-opt

36

3G 4G

Example: iPhone user interface 

Suggestion

Thursday, December 16, 2010



Guest Lecture, RWTH Aachen

Preventing Misuse (2)

• Research on privacy-preserving location sharing
• Learning location of friends if and only if they are actually close [Zhong et al.]
• Retrieve POI information without revealing your location [Olumofin et al.]
• Location-based service that enforces privacy preferences [Poolsappasit et al.]

• No real-world server/API uses such approaches yet

• Interesting research questions:
• How would such a service need to be structured? 
• What would be the incentives for the service provider?

37
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What Does That All Mean?

• Primarily, this work wants to raise awareness
• No reason to overreact
• There’s clearly a trade-off between benefits and risks of geolocation
• Different people have different perspectives; we have heard the full spectrum

• Resonated strongly with the non-tech community
• Covered extensively by mainstream media
• Some good reports, some not so good ... 

38
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Coverage Themes

39
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Coverage Themes

39

Thursday, December 16, 2010



Guest Lecture, RWTH Aachen

Beyond Geotags

40
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Multimodal Location Estimation

41

• Photos and videos tend to come with context

• Content hints
• Visible objects (persons, landmarks)
• Audio track (speakers, unique background noise)

• Meta information
• Title (“Jim’s house in San Francisco”)
• Tags (“kids”, “Golden Gate Bridge”)
• User names (let’s see what else the user has uploaded; let’s check Facebook)

• Combining these may allow to estimate a location 
much better than one would assume.
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MediaEval

• Challenge for research teams:
• Given:	

 5000 random videos from Flickr (no geotags)
• Task: 	

 Determine location where they have been recorded

• Independent evaluation using geotags as ground truth.

• Participants can use all kinds of resources:
• Visual and audio content
• Meta-data (title, tags, user names)
• Content from external sites (social networks, Wikipedia, geotags)

42
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ICSI’s Results

43
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YouTube Cybercasing Revisited

44

Input:
•	

 Location	

 	

 37.869885, -122.270539
•	

 Radius	

	

 	

 100km
•	

 Keywords	

 	

 kids 
•	

 Distance	

 	

 1000km 
•	

 Time frame	

 this_week
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YouTube Cybercasing Revisited

44

Input:
•	

 Location	

 	

 37.869885, -122.270539
•	

 Radius	

	

 	

 100km
•	

 Keywords	

 	

 kids 
•	

 Distance	

 	

 1000km 
•	

 Time frame	

 this_week

Output:
•	

 Potential hits:	

112 
•	

 Targets: 	

 	

 >12
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Global Inference Potential

45

Inference is not limited to location information.
• Correlation of different sources can reveal a lot about you. 
• The Web’s tendency to “never forget” poses a significant privacy risk. 

Geotagged, and
on Twitter
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Inference is not limited to location information.
• Correlation of different sources can reveal a lot about you. 
• The Web’s tendency to “never forget” poses a significant privacy risk. 

Geotagged, and
on Twitter

Public property
records
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45

Inference is not limited to location information.
• Correlation of different sources can reveal a lot about you. 
• The Web’s tendency to “never forget” poses a significant privacy risk. 

Geotagged, and
on Twitter

You

Public property
records
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Global Inference Potential

45

Inference is not limited to location information.
• Correlation of different sources can reveal a lot about you. 
• The Web’s tendency to “never forget” poses a significant privacy risk. 

Public records
of convicts

Geotagged, and
on Twitter

You

Public property
records
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Global Inference Potential

45

Inference is not limited to location information.
• Correlation of different sources can reveal a lot about you. 
• The Web’s tendency to “never forget” poses a significant privacy risk. 

Public records
of convicts

Geotagged, and
on Twitter

You

Public property
records

Well, would I really want to hire you?
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Ingredient: Property Records

46
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Ingredient: Property Records
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Ingredient: Property Records
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Ingredient: Property Records
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Ingredient: Convict Records

47
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Ingredient: Convict Records
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Ingredient: Face Recognition

48
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Ingredient: Face Recognition

48
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Ingredient: Face Recognition

48
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Ingredient: Correlation

49
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Correlation: Business Version

50
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Risk Factors

• More information is online and publicly accessible
• Individual provide much personal information without much concern
• Public databases provide access to information previously inaccessible. 

• Technically, it is really easy to get this information
• Public APIs 
• Data collectors and aggregators
• Vast resources available at little expense (Amazon, 80legs)

• Technology is ready to do all pieces of the puzzle
• Location estimation, face recognition, speaker identification, text analysis

51
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Stephen Colbert

52
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Stephen Colbert

52

 ... an American satirical late night television 
program ...  The show focuses on a fictional 

anchorman character [...]described [as] a "well-
intentioned, poorly informed, high-status idiot",

Wikipedia
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• Location-based services are rapidly emerging
• Signficiant commercial push for personalized services and marketing

• Privacy implications often not well understood
• Example: “Cybercasing” by leveraging geotags

• New technical capabilities will only increase the risk
• We have the main ingredients already ...

• Important to raise awareness
• No need to overreact, there’s always a trade-off between risk and benefit
• However, users need to be able to make educated decisions
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Thanks for your attention.

Much of the presented material is joint work 
with Gerald Friedland, likewise at ICSI.
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