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Monitoring For Intrusions

• Too many bad folks out there on the Net. 
• Constantly scanning the Net for vulnerable systems.
• When they mount an attack on your network, you want to know.

• Operators deploy systems that monitor their network.
• Intrusion detection or intrusion prevention systems (IDS/IPS).

• Key question: How does an IDS find the attack?
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How Can an IDS Find Attacks?

Misuse detection (aka signature-/rule-based)

	

 Searching for what we know to be bad.
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alert tcp $EXTERNAL_NET any -> $HOME_NET 139 
 flow:to_server,established 
 content:"|eb2f 5feb 4a5e 89fb 893e 89f2|"
 msg:"EXPLOIT x86 linux samba overflow"
 reference:bugtraq,1816
 reference:cve,CVE-1999-0811
 classtype:attempted-admin

Snort Signature Example
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Originally introduced by Denning’s IDES in 1987:
• Host-level system building per-user profiles of activity.
• Login frequency, password failures, session duration, resource consumption.
• Build probability distributions for attribute/user pairs.
• Determine likelihood that new activity is outside of the assumed model.  
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network could mean that a hacked computer is sending out sensitive data to an

unauthorized destination [Kumar 2005]. An anomalous MRI image may indicate

presence of malignant tumors [Spence et al. 2001]. Anomalies in credit card trans-

action data could indicate credit card or identity theft [Aleskerov et al. 1997] or

anomalous readings from a space craft sensor could signify a fault in some compo-

nent of the space craft [Fujimaki et al. 2005].

Detecting outliers or anomalies in data has been studied in the statistics commu-

nity as early as the 19th century [Edgeworth 1887]. Over time, a variety of anomaly

detection techniques have been developed in several research communities. Many of

these techniques have been specifically developed for certain application domains,

while others are more generic.

This survey tries to provide a structured and comprehensive overview of the

research on anomaly detection. We hope that it facilitates a better understanding

of the different directions in which research has been done on this topic, and how

techniques developed in one area can be applied in domains for which they were

not intended to begin with.

1.1 What are anomalies?

Anomalies are patterns in data that do not conform to a well defined notion of

normal behavior. Figure 1 illustrates anomalies in a simple 2-dimensional data set.

The data has two normal regions, N1 and N2, since most observations lie in these

two regions. Points that are sufficiently far away from the regions, e.g., points o1

and o2, and points in region O3, are anomalies.
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Fig. 1. A simple example of anomalies in a 2-dimensional data set.

Anomalies might be induced in the data for a variety of reasons, such as malicious

activity, e.g., credit card fraud, cyber-intrusion, terrorist activity or breakdown of a

system, but all of the reasons have a common characteristic that they are interesting
to the analyst. The “interestingness” or real life relevance of anomalies is a key

feature of anomaly detection.

Anomaly detection is related to, but distinct from noise removal [Teng et al.

1990] and noise accommodation [Rousseeuw and Leroy 1987], both of which deal

To Appear in ACM Computing Surveys, 09 2009.
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Technique Used Section References
Statistical Profiling
using Histograms

Section 7.2.1 NIDES [Anderson et al. 1994; Anderson et al. 1995;
Javitz and Valdes 1991], EMERALD [Porras and
Neumann 1997], Yamanishi et al [2001; 2004], Ho
et al. [1999], Kruegel at al [2002; 2003], Mahoney
et al [2002; 2003; 2003; 2007], Sargor [1998]

Parametric Statisti-
cal Modeling

Section 7.1 Gwadera et al [2005b; 2004], Ye and Chen [2001]

Non-parametric Sta-
tistical Modeling

Section 7.2.2 Chow and Yeung [2002]

Bayesian Networks Section 4.2 Siaterlis and Maglaris [2004], Sebyala et al. [2002],
Valdes and Skinner [2000], Bronstein et al. [2001]

Neural Networks Section 4.1 HIDE [Zhang et al. 2001], NSOM [Labib and Ve-
muri 2002], Smith et al. [2002], Hawkins et al.
[2002], Kruegel et al. [2003], Manikopoulos and Pa-
pavassiliou [2002], Ramadas et al. [2003]

Support Vector Ma-
chines

Section 4.3 Eskin et al. [2002]

Rule-based Systems Section 4.4 ADAM [Barbara et al. 2001a; Barbara et al. 2003;
Barbara et al. 2001b], Fan et al. [2001], Helmer
et al. [1998], Qin and Hwang [2004], Salvador and
Chan [2003], Otey et al. [2003]

Clustering Based Section 6 ADMIT [Sequeira and Zaki 2002], Eskin et al.
[2002], Wu and Zhang [2003], Otey et al. [2003]

Nearest Neighbor
based

Section 5 MINDS [Ertoz et al. 2004; Chandola et al. 2006],
Eskin et al. [2002]

Spectral Section 9 Shyu et al. [2003], Lakhina et al. [2005], Thottan
and Ji [2003],Sun et al. [2007]

Information Theo-
retic

Section 8 Lee and Xiang [2001],Noble and Cook [2003]

Table III. Examples of anomaly detection techniques used for network intrusion detection.

Technique Used Section References
Neural Networks Section 4.1 CARDWATCH [Aleskerov et al. 1997], Ghosh and

Reilly [1994],Brause et al. [1999],Dorronsoro et al.
[1997]

Rule-based Systems Section 4.4 Brause et al. [1999]
Clustering Section 6 Bolton and Hand [1999]

Table IV. Examples of anomaly detection techniques used for credit card fraud detection.

detection techniques is to maintain a usage profile for each customer and monitor
the profiles to detect any deviations. Some of the specific applications of fraud
detection are discussed below.

3.2.1 Credit Card Fraud Detection. In this domain, anomaly detection tech-
niques are applied to detect fraudulent credit card applications or fraudulent credit
card usage (associated with credit card thefts). Detecting fraudulent credit card
applications is similar to detecting insurance fraud [Ghosh and Reilly 1994].
To Appear in ACM Computing Surveys, 09 2009.

Source: Chandola et al. 2009

Examples of techniques used for network intrusion detection.
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Examples of techniques used for network intrusion detection.

Features used
packet sizes
IP addresses 
ports
header fields
timestamps
inter-arrival times
session size
session duration
session volume
payload frequencies
payload tokens
payload pattern
...
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• Anomaly detection is extremely appealing.
• We find novel attacks without anticipating any specifics (“zero-day”). 
• It’s plausible: machine-learning works so well in many other domains. 

• Many research efforts have explored the notion.
• Numerous papers have been written ...

• But guess what’s used in operation? Snort.
• We find hardly any machine-learning-based NIDS in real-world deployments.

• Could anomaly detection be harder than it appears?



Prerequisites

• My definition of  “anomaly detection” is intrusion 
detection based on a machine-learning algorithm.
• Technically, the terminology is more fuzzy but that’s what people associate.

• I’ll focus on network-based approaches.
• But much of the discussion applies to host-based systems as well.

• I won’t tell you how machine-learning works.

• Intrusion detection is all about the real-world.
• Nothing is perfect; all these systems are based on a set of heuristics.
• Whatever helps the operator is good.

• Target are medium to large environments
• 10,000s of users and hosts 
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Why Is Anomaly Detection Hard?
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The intrusion detection domain faces challenges that 
make it fundamentally different from other fields.



Intrusion Detection Is Different
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Outlier detection and the high costs of errors
	

 How do we find the opposite of normal?
Interpretation of results
	

 What does that anomaly mean?
Evaluation	


	

 How do we make sure it actually works? 
Training data
	

 What do we train our system with?
Evasion risk
	

 Can the attacker mislead our system?

The intrusion detection domain faces challenges that 
make it fundamentally different from other fields.
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• Anomaly detection is outlier detection.
• Machine-learning builds a model of its normal training data.
• Given an observation, decide whether it fits the model.
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Outlier Detection

• Anomaly detection is outlier detection.
• Machine-learning builds a model of its normal training data.
• Given an observation, decide whether it fits the model.

• Problem: Machine-learning is not that good at this.
• It’s better at finding similarity than abnormality. 
• The classical machine-learning application is classification.
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Classification Problems

Optical Character Recognition
Google’s Machine Translation
Amazon’s Recommendations 

Spam Detection
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Outlier Detection

• Assumes a Closed World:
• Specify only positive examples.
• Adopt standing assumption that the rest is negative.
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Outlier Detection

• Assumes a Closed World:
• Specify only positive examples.
• Adopt standing assumption that the rest is negative.

• Real-life problems rarely involve “closed” worlds.
• One needs to cover all positive cases to avoid misclassifications.

• Can be used successfully if the model is “good enough”.
• Feature space is of low dimensionality and/or variability.
• Mistakes are cheap.

 

• Examples: fraud detection (credit cards, insurances); image analysis.

• Tends to be hard to do for intrusion detection
• Network activity is extremely diverse at all levels of the protocol stack. 
• ... and that’s already without any malicious activity.  
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Figure 1 (a)—(e). Pictorial "proof" of self-similarity:
Ethernet traffic (packets per time unit for the August
’89 trace) on 5 different time scales. (Different gray
levels are used to identify the same segments of traffic
on the different time scales.)

3.2 THE MATHEMATICS OF SELF-SIMILARITY
The notion of self-similarity is not merely an intuitive
description, but a precise concept captured by the following

rigorous mathematical definition. Let X = (Xt: t = 0, 1, 2, ...) be
a covariance stationary (sometimes called wide-sense
stationary) stochastic process; that is, a process with constant
mean µ = E [Xt], finite variance !2 = E [(Xt " µ)2], and an
autocorrelation function r (k) = E [(Xt " µ)(Xt + k " µ)]
/E [(Xt " µ)2] (k = 0, 1, 2, ...) that depends only on k. In
particular, we assume that X has an autocorrelation function of
the form

r (k) # a 1k "$ , as k %&, (3.2.1)

where 0 < $ < 1 (here and below, a 1, a 2, . . . denote finite
positive constants). For each m = 1, 2, 3, . . . , let
X (m) = (Xk

(m) : k = 1, 2, 3, ...) denote a new time series obtained
by averaging the original series X over non-overlapping blocks
of size m. That is, for each m = 1, 2, 3, . . . , X (m) is given by
Xk
(m) = 1/m (Xkm " m + 1 + . . . + Xkm), (k ' 1). Note that for

each m, the aggregated time series X (m) defines a covariance
stationary process; let r (m) denote the corresponding
autocorrelation function.

The process X is called exactly (second-order) self-similar with
self-similarity parameter H = 1 " $/2 if the corresponding
aggregated processes X (m) have the same correlation structure as
X, i.e., r (m) (k) = r (k), for all m = 1, 2, . . . ( k = 1, 2, 3, . . . ).
In other words, X is exactly self-similar if the aggregated
processes X (m) are indistinguishable from X—at least with
respect to their second order statistical properties. An example
of an exactly self-similar process with self-similarity parameter
H is fractional Gaussian noise (FGN) with parameter
1/2 < H < 1, introduced by Mandelbrot and Van Ness (1968).

A covariance stationary process X is called asymptotically
(second-order) self-similar with self-similarity parameter
H = 1 " $/2 if r (m) (k) agrees asymptotically (i.e., for large m and
large k) with the correlation structure r (k) of X given by (3.2.1).
The fractional autoregressive integrated moving-average
processes (fractional ARIMA(p,d,q) processes) with
0 < d < 1/2 are examples of asymptotically second-order self-
similar processes with self-similarity parameter d + 1/2. (For
more details, see Granger and Joyeux (1980), and Hosking
(1981).)

Intuitively, the most striking feature of (exactly or
asymptotically) self-similar processes is that their aggregated
processes X (m) possess a nondegenerate correlation structure as
m %&. This behavior is precisely the intuition illustrated with
the sequence of plots in Figure 1; if the original time series X
represents the number of Ethernet packets per 10 milliseconds
(plot (e)), then plots (a) to (d) depict segments of the aggregated
time series X (10000) , X (1000) , X (100) , and X (10) , respectively. All of
the plots look "similar", suggesting a nearly identical
autocorrelation function for all of the aggregated processes.

Mathematically, self-similarity manifests itself in a number of
equivalent ways (see Cox (1984)): (i) the variance of the sample
mean decreases more slowly than the reciprocal of the sample
size (slowly decaying variances), i.e., var(X (m) ) # a 2m "$ ,
as m %&, with 0 < $ < 1; (ii) the autocorrelations decay
hyperbolically rather than exponentially fast, implying a non-
summable autocorrelation function (k

r (k) = & (long-range
dependence), i.e., r (k) satisfies relation (3.2.1); and (iii) the
spectral density f ( . ) obeys a power-law behavior near the
origin (1/f-noise), i.e., f ()) # a 3)"* , as ) % 0 , with 0 < * < 1
and * = 1 " $.

The existence of a nondegenerate correlation structure for the
aggregated processes X (m) as m %& is in stark contrast to
typical packet traffic models currently considered in the
literature, all of which have the property that their aggregated

ACM SIGCOMM –206– Computer Communication Review

Source: LeLand et al. 1995
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The process X is called exactly (second-order) self-similar with
self-similarity parameter H = 1 " $/2 if the corresponding
aggregated processes X (m) have the same correlation structure as
X, i.e., r (m) (k) = r (k), for all m = 1, 2, . . . ( k = 1, 2, 3, . . . ).
In other words, X is exactly self-similar if the aggregated
processes X (m) are indistinguishable from X—at least with
respect to their second order statistical properties. An example
of an exactly self-similar process with self-similarity parameter
H is fractional Gaussian noise (FGN) with parameter
1/2 < H < 1, introduced by Mandelbrot and Van Ness (1968).

A covariance stationary process X is called asymptotically
(second-order) self-similar with self-similarity parameter
H = 1 " $/2 if r (m) (k) agrees asymptotically (i.e., for large m and
large k) with the correlation structure r (k) of X given by (3.2.1).
The fractional autoregressive integrated moving-average
processes (fractional ARIMA(p,d,q) processes) with
0 < d < 1/2 are examples of asymptotically second-order self-
similar processes with self-similarity parameter d + 1/2. (For
more details, see Granger and Joyeux (1980), and Hosking
(1981).)

Intuitively, the most striking feature of (exactly or
asymptotically) self-similar processes is that their aggregated
processes X (m) possess a nondegenerate correlation structure as
m %&. This behavior is precisely the intuition illustrated with
the sequence of plots in Figure 1; if the original time series X
represents the number of Ethernet packets per 10 milliseconds
(plot (e)), then plots (a) to (d) depict segments of the aggregated
time series X (10000) , X (1000) , X (100) , and X (10) , respectively. All of
the plots look "similar", suggesting a nearly identical
autocorrelation function for all of the aggregated processes.

Mathematically, self-similarity manifests itself in a number of
equivalent ways (see Cox (1984)): (i) the variance of the sample
mean decreases more slowly than the reciprocal of the sample
size (slowly decaying variances), i.e., var(X (m) ) # a 2m "$ ,
as m %&, with 0 < $ < 1; (ii) the autocorrelations decay
hyperbolically rather than exponentially fast, implying a non-
summable autocorrelation function (k

r (k) = & (long-range
dependence), i.e., r (k) satisfies relation (3.2.1); and (iii) the
spectral density f ( . ) obeys a power-law behavior near the
origin (1/f-noise), i.e., f ()) # a 3)"* , as ) % 0 , with 0 < * < 1
and * = 1 " $.

The existence of a nondegenerate correlation structure for the
aggregated processes X (m) as m %& is in stark contrast to
typical packet traffic models currently considered in the
literature, all of which have the property that their aggregated

ACM SIGCOMM –206– Computer Communication Review

0 100 200 300 400 500 600 700 800 900 1000

0

20000    

40000    

60000    

Time Units, Unit = 100 Seconds  (a)

P
ac

ke
ts

/T
im

e 
U

ni
t

0 100 200 300 400 500 600 700 800 900 1000

0

2000   

4000   

6000   

Time Units, Unit = 10 Seconds  (b)

P
ac

ke
ts

/T
im

e 
U

ni
t

0 100 200 300 400 500 600 700 800 900 1000

0

200 

400 

600 

800 

Time Units, Unit = 1 Second  (c)

P
ac

ke
ts

/T
im

e 
U

ni
t

0 100 200 300 400 500 600 700 800 900 1000

0
20
40
60
80

100 

Time Units, Unit = 0.1 Second  (d)

P
ac

ke
ts

/T
im

e 
U

ni
t

0 100 200 300 400 500 600 700 800 900 1000

0

5

10

15

Time Units, Unit = 0.01 Second  (e)

P
ac

ke
ts

/T
im

e 
U

ni
t

Figure 1 (a)—(e). Pictorial "proof" of self-similarity:
Ethernet traffic (packets per time unit for the August
’89 trace) on 5 different time scales. (Different gray
levels are used to identify the same segments of traffic
on the different time scales.)

3.2 THE MATHEMATICS OF SELF-SIMILARITY
The notion of self-similarity is not merely an intuitive
description, but a precise concept captured by the following

rigorous mathematical definition. Let X = (Xt: t = 0, 1, 2, ...) be
a covariance stationary (sometimes called wide-sense
stationary) stochastic process; that is, a process with constant
mean µ = E [Xt], finite variance !2 = E [(Xt " µ)2], and an
autocorrelation function r (k) = E [(Xt " µ)(Xt + k " µ)]
/E [(Xt " µ)2] (k = 0, 1, 2, ...) that depends only on k. In
particular, we assume that X has an autocorrelation function of
the form

r (k) # a 1k "$ , as k %&, (3.2.1)

where 0 < $ < 1 (here and below, a 1, a 2, . . . denote finite
positive constants). For each m = 1, 2, 3, . . . , let
X (m) = (Xk

(m) : k = 1, 2, 3, ...) denote a new time series obtained
by averaging the original series X over non-overlapping blocks
of size m. That is, for each m = 1, 2, 3, . . . , X (m) is given by
Xk
(m) = 1/m (Xkm " m + 1 + . . . + Xkm), (k ' 1). Note that for

each m, the aggregated time series X (m) defines a covariance
stationary process; let r (m) denote the corresponding
autocorrelation function.

The process X is called exactly (second-order) self-similar with
self-similarity parameter H = 1 " $/2 if the corresponding
aggregated processes X (m) have the same correlation structure as
X, i.e., r (m) (k) = r (k), for all m = 1, 2, . . . ( k = 1, 2, 3, . . . ).
In other words, X is exactly self-similar if the aggregated
processes X (m) are indistinguishable from X—at least with
respect to their second order statistical properties. An example
of an exactly self-similar process with self-similarity parameter
H is fractional Gaussian noise (FGN) with parameter
1/2 < H < 1, introduced by Mandelbrot and Van Ness (1968).

A covariance stationary process X is called asymptotically
(second-order) self-similar with self-similarity parameter
H = 1 " $/2 if r (m) (k) agrees asymptotically (i.e., for large m and
large k) with the correlation structure r (k) of X given by (3.2.1).
The fractional autoregressive integrated moving-average
processes (fractional ARIMA(p,d,q) processes) with
0 < d < 1/2 are examples of asymptotically second-order self-
similar processes with self-similarity parameter d + 1/2. (For
more details, see Granger and Joyeux (1980), and Hosking
(1981).)

Intuitively, the most striking feature of (exactly or
asymptotically) self-similar processes is that their aggregated
processes X (m) possess a nondegenerate correlation structure as
m %&. This behavior is precisely the intuition illustrated with
the sequence of plots in Figure 1; if the original time series X
represents the number of Ethernet packets per 10 milliseconds
(plot (e)), then plots (a) to (d) depict segments of the aggregated
time series X (10000) , X (1000) , X (100) , and X (10) , respectively. All of
the plots look "similar", suggesting a nearly identical
autocorrelation function for all of the aggregated processes.

Mathematically, self-similarity manifests itself in a number of
equivalent ways (see Cox (1984)): (i) the variance of the sample
mean decreases more slowly than the reciprocal of the sample
size (slowly decaying variances), i.e., var(X (m) ) # a 2m "$ ,
as m %&, with 0 < $ < 1; (ii) the autocorrelations decay
hyperbolically rather than exponentially fast, implying a non-
summable autocorrelation function (k

r (k) = & (long-range
dependence), i.e., r (k) satisfies relation (3.2.1); and (iii) the
spectral density f ( . ) obeys a power-law behavior near the
origin (1/f-noise), i.e., f ()) # a 3)"* , as ) % 0 , with 0 < * < 1
and * = 1 " $.

The existence of a nondegenerate correlation structure for the
aggregated processes X (m) as m %& is in stark contrast to
typical packet traffic models currently considered in the
literature, all of which have the property that their aggregated
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Figure 1 (a)—(e). Pictorial "proof" of self-similarity:
Ethernet traffic (packets per time unit for the August
’89 trace) on 5 different time scales. (Different gray
levels are used to identify the same segments of traffic
on the different time scales.)

3.2 THE MATHEMATICS OF SELF-SIMILARITY
The notion of self-similarity is not merely an intuitive
description, but a precise concept captured by the following

rigorous mathematical definition. Let X = (Xt: t = 0, 1, 2, ...) be
a covariance stationary (sometimes called wide-sense
stationary) stochastic process; that is, a process with constant
mean µ = E [Xt], finite variance !2 = E [(Xt " µ)2], and an
autocorrelation function r (k) = E [(Xt " µ)(Xt + k " µ)]
/E [(Xt " µ)2] (k = 0, 1, 2, ...) that depends only on k. In
particular, we assume that X has an autocorrelation function of
the form

r (k) # a 1k "$ , as k %&, (3.2.1)

where 0 < $ < 1 (here and below, a 1, a 2, . . . denote finite
positive constants). For each m = 1, 2, 3, . . . , let
X (m) = (Xk

(m) : k = 1, 2, 3, ...) denote a new time series obtained
by averaging the original series X over non-overlapping blocks
of size m. That is, for each m = 1, 2, 3, . . . , X (m) is given by
Xk
(m) = 1/m (Xkm " m + 1 + . . . + Xkm), (k ' 1). Note that for

each m, the aggregated time series X (m) defines a covariance
stationary process; let r (m) denote the corresponding
autocorrelation function.

The process X is called exactly (second-order) self-similar with
self-similarity parameter H = 1 " $/2 if the corresponding
aggregated processes X (m) have the same correlation structure as
X, i.e., r (m) (k) = r (k), for all m = 1, 2, . . . ( k = 1, 2, 3, . . . ).
In other words, X is exactly self-similar if the aggregated
processes X (m) are indistinguishable from X—at least with
respect to their second order statistical properties. An example
of an exactly self-similar process with self-similarity parameter
H is fractional Gaussian noise (FGN) with parameter
1/2 < H < 1, introduced by Mandelbrot and Van Ness (1968).

A covariance stationary process X is called asymptotically
(second-order) self-similar with self-similarity parameter
H = 1 " $/2 if r (m) (k) agrees asymptotically (i.e., for large m and
large k) with the correlation structure r (k) of X given by (3.2.1).
The fractional autoregressive integrated moving-average
processes (fractional ARIMA(p,d,q) processes) with
0 < d < 1/2 are examples of asymptotically second-order self-
similar processes with self-similarity parameter d + 1/2. (For
more details, see Granger and Joyeux (1980), and Hosking
(1981).)

Intuitively, the most striking feature of (exactly or
asymptotically) self-similar processes is that their aggregated
processes X (m) possess a nondegenerate correlation structure as
m %&. This behavior is precisely the intuition illustrated with
the sequence of plots in Figure 1; if the original time series X
represents the number of Ethernet packets per 10 milliseconds
(plot (e)), then plots (a) to (d) depict segments of the aggregated
time series X (10000) , X (1000) , X (100) , and X (10) , respectively. All of
the plots look "similar", suggesting a nearly identical
autocorrelation function for all of the aggregated processes.

Mathematically, self-similarity manifests itself in a number of
equivalent ways (see Cox (1984)): (i) the variance of the sample
mean decreases more slowly than the reciprocal of the sample
size (slowly decaying variances), i.e., var(X (m) ) # a 2m "$ ,
as m %&, with 0 < $ < 1; (ii) the autocorrelations decay
hyperbolically rather than exponentially fast, implying a non-
summable autocorrelation function (k

r (k) = & (long-range
dependence), i.e., r (k) satisfies relation (3.2.1); and (iii) the
spectral density f ( . ) obeys a power-law behavior near the
origin (1/f-noise), i.e., f ()) # a 3)"* , as ) % 0 , with 0 < * < 1
and * = 1 " $.

The existence of a nondegenerate correlation structure for the
aggregated processes X (m) as m %& is in stark contrast to
typical packet traffic models currently considered in the
literature, all of which have the property that their aggregated

ACM SIGCOMM –206– Computer Communication Review

0 100 200 300 400 500 600 700 800 900 1000

0

20000    

40000    

60000    

Time Units, Unit = 100 Seconds  (a)

P
ac

ke
ts

/T
im

e 
U

ni
t

0 100 200 300 400 500 600 700 800 900 1000

0

2000   

4000   

6000   

Time Units, Unit = 10 Seconds  (b)

P
ac

ke
ts

/T
im

e 
U

ni
t

0 100 200 300 400 500 600 700 800 900 1000

0

200 

400 

600 

800 

Time Units, Unit = 1 Second  (c)

P
ac

ke
ts

/T
im

e 
U

ni
t

0 100 200 300 400 500 600 700 800 900 1000

0
20
40
60
80

100 

Time Units, Unit = 0.1 Second  (d)

P
ac

ke
ts

/T
im

e 
U

ni
t

0 100 200 300 400 500 600 700 800 900 1000

0

5

10

15

Time Units, Unit = 0.01 Second  (e)

P
ac

ke
ts

/T
im

e 
U

ni
t

Figure 1 (a)—(e). Pictorial "proof" of self-similarity:
Ethernet traffic (packets per time unit for the August
’89 trace) on 5 different time scales. (Different gray
levels are used to identify the same segments of traffic
on the different time scales.)

3.2 THE MATHEMATICS OF SELF-SIMILARITY
The notion of self-similarity is not merely an intuitive
description, but a precise concept captured by the following

rigorous mathematical definition. Let X = (Xt: t = 0, 1, 2, ...) be
a covariance stationary (sometimes called wide-sense
stationary) stochastic process; that is, a process with constant
mean µ = E [Xt], finite variance !2 = E [(Xt " µ)2], and an
autocorrelation function r (k) = E [(Xt " µ)(Xt + k " µ)]
/E [(Xt " µ)2] (k = 0, 1, 2, ...) that depends only on k. In
particular, we assume that X has an autocorrelation function of
the form

r (k) # a 1k "$ , as k %&, (3.2.1)

where 0 < $ < 1 (here and below, a 1, a 2, . . . denote finite
positive constants). For each m = 1, 2, 3, . . . , let
X (m) = (Xk

(m) : k = 1, 2, 3, ...) denote a new time series obtained
by averaging the original series X over non-overlapping blocks
of size m. That is, for each m = 1, 2, 3, . . . , X (m) is given by
Xk
(m) = 1/m (Xkm " m + 1 + . . . + Xkm), (k ' 1). Note that for

each m, the aggregated time series X (m) defines a covariance
stationary process; let r (m) denote the corresponding
autocorrelation function.

The process X is called exactly (second-order) self-similar with
self-similarity parameter H = 1 " $/2 if the corresponding
aggregated processes X (m) have the same correlation structure as
X, i.e., r (m) (k) = r (k), for all m = 1, 2, . . . ( k = 1, 2, 3, . . . ).
In other words, X is exactly self-similar if the aggregated
processes X (m) are indistinguishable from X—at least with
respect to their second order statistical properties. An example
of an exactly self-similar process with self-similarity parameter
H is fractional Gaussian noise (FGN) with parameter
1/2 < H < 1, introduced by Mandelbrot and Van Ness (1968).

A covariance stationary process X is called asymptotically
(second-order) self-similar with self-similarity parameter
H = 1 " $/2 if r (m) (k) agrees asymptotically (i.e., for large m and
large k) with the correlation structure r (k) of X given by (3.2.1).
The fractional autoregressive integrated moving-average
processes (fractional ARIMA(p,d,q) processes) with
0 < d < 1/2 are examples of asymptotically second-order self-
similar processes with self-similarity parameter d + 1/2. (For
more details, see Granger and Joyeux (1980), and Hosking
(1981).)

Intuitively, the most striking feature of (exactly or
asymptotically) self-similar processes is that their aggregated
processes X (m) possess a nondegenerate correlation structure as
m %&. This behavior is precisely the intuition illustrated with
the sequence of plots in Figure 1; if the original time series X
represents the number of Ethernet packets per 10 milliseconds
(plot (e)), then plots (a) to (d) depict segments of the aggregated
time series X (10000) , X (1000) , X (100) , and X (10) , respectively. All of
the plots look "similar", suggesting a nearly identical
autocorrelation function for all of the aggregated processes.

Mathematically, self-similarity manifests itself in a number of
equivalent ways (see Cox (1984)): (i) the variance of the sample
mean decreases more slowly than the reciprocal of the sample
size (slowly decaying variances), i.e., var(X (m) ) # a 2m "$ ,
as m %&, with 0 < $ < 1; (ii) the autocorrelations decay
hyperbolically rather than exponentially fast, implying a non-
summable autocorrelation function (k

r (k) = & (long-range
dependence), i.e., r (k) satisfies relation (3.2.1); and (iii) the
spectral density f ( . ) obeys a power-law behavior near the
origin (1/f-noise), i.e., f ()) # a 3)"* , as ) % 0 , with 0 < * < 1
and * = 1 " $.

The existence of a nondegenerate correlation structure for the
aggregated processes X (m) as m %& is in stark contrast to
typical packet traffic models currently considered in the
literature, all of which have the property that their aggregated
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Figure 1 (a)—(e). Pictorial "proof" of self-similarity:
Ethernet traffic (packets per time unit for the August
’89 trace) on 5 different time scales. (Different gray
levels are used to identify the same segments of traffic
on the different time scales.)

3.2 THE MATHEMATICS OF SELF-SIMILARITY
The notion of self-similarity is not merely an intuitive
description, but a precise concept captured by the following

rigorous mathematical definition. Let X = (Xt: t = 0, 1, 2, ...) be
a covariance stationary (sometimes called wide-sense
stationary) stochastic process; that is, a process with constant
mean µ = E [Xt], finite variance !2 = E [(Xt " µ)2], and an
autocorrelation function r (k) = E [(Xt " µ)(Xt + k " µ)]
/E [(Xt " µ)2] (k = 0, 1, 2, ...) that depends only on k. In
particular, we assume that X has an autocorrelation function of
the form

r (k) # a 1k "$ , as k %&, (3.2.1)

where 0 < $ < 1 (here and below, a 1, a 2, . . . denote finite
positive constants). For each m = 1, 2, 3, . . . , let
X (m) = (Xk

(m) : k = 1, 2, 3, ...) denote a new time series obtained
by averaging the original series X over non-overlapping blocks
of size m. That is, for each m = 1, 2, 3, . . . , X (m) is given by
Xk
(m) = 1/m (Xkm " m + 1 + . . . + Xkm), (k ' 1). Note that for

each m, the aggregated time series X (m) defines a covariance
stationary process; let r (m) denote the corresponding
autocorrelation function.

The process X is called exactly (second-order) self-similar with
self-similarity parameter H = 1 " $/2 if the corresponding
aggregated processes X (m) have the same correlation structure as
X, i.e., r (m) (k) = r (k), for all m = 1, 2, . . . ( k = 1, 2, 3, . . . ).
In other words, X is exactly self-similar if the aggregated
processes X (m) are indistinguishable from X—at least with
respect to their second order statistical properties. An example
of an exactly self-similar process with self-similarity parameter
H is fractional Gaussian noise (FGN) with parameter
1/2 < H < 1, introduced by Mandelbrot and Van Ness (1968).

A covariance stationary process X is called asymptotically
(second-order) self-similar with self-similarity parameter
H = 1 " $/2 if r (m) (k) agrees asymptotically (i.e., for large m and
large k) with the correlation structure r (k) of X given by (3.2.1).
The fractional autoregressive integrated moving-average
processes (fractional ARIMA(p,d,q) processes) with
0 < d < 1/2 are examples of asymptotically second-order self-
similar processes with self-similarity parameter d + 1/2. (For
more details, see Granger and Joyeux (1980), and Hosking
(1981).)

Intuitively, the most striking feature of (exactly or
asymptotically) self-similar processes is that their aggregated
processes X (m) possess a nondegenerate correlation structure as
m %&. This behavior is precisely the intuition illustrated with
the sequence of plots in Figure 1; if the original time series X
represents the number of Ethernet packets per 10 milliseconds
(plot (e)), then plots (a) to (d) depict segments of the aggregated
time series X (10000) , X (1000) , X (100) , and X (10) , respectively. All of
the plots look "similar", suggesting a nearly identical
autocorrelation function for all of the aggregated processes.

Mathematically, self-similarity manifests itself in a number of
equivalent ways (see Cox (1984)): (i) the variance of the sample
mean decreases more slowly than the reciprocal of the sample
size (slowly decaying variances), i.e., var(X (m) ) # a 2m "$ ,
as m %&, with 0 < $ < 1; (ii) the autocorrelations decay
hyperbolically rather than exponentially fast, implying a non-
summable autocorrelation function (k

r (k) = & (long-range
dependence), i.e., r (k) satisfies relation (3.2.1); and (iii) the
spectral density f ( . ) obeys a power-law behavior near the
origin (1/f-noise), i.e., f ()) # a 3)"* , as ) % 0 , with 0 < * < 1
and * = 1 " $.

The existence of a nondegenerate correlation structure for the
aggregated processes X (m) as m %& is in stark contrast to
typical packet traffic models currently considered in the
literature, all of which have the property that their aggregated
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Figure 1 (a)—(e). Pictorial "proof" of self-similarity:
Ethernet traffic (packets per time unit for the August
’89 trace) on 5 different time scales. (Different gray
levels are used to identify the same segments of traffic
on the different time scales.)

3.2 THE MATHEMATICS OF SELF-SIMILARITY
The notion of self-similarity is not merely an intuitive
description, but a precise concept captured by the following

rigorous mathematical definition. Let X = (Xt: t = 0, 1, 2, ...) be
a covariance stationary (sometimes called wide-sense
stationary) stochastic process; that is, a process with constant
mean µ = E [Xt], finite variance !2 = E [(Xt " µ)2], and an
autocorrelation function r (k) = E [(Xt " µ)(Xt + k " µ)]
/E [(Xt " µ)2] (k = 0, 1, 2, ...) that depends only on k. In
particular, we assume that X has an autocorrelation function of
the form

r (k) # a 1k "$ , as k %&, (3.2.1)

where 0 < $ < 1 (here and below, a 1, a 2, . . . denote finite
positive constants). For each m = 1, 2, 3, . . . , let
X (m) = (Xk

(m) : k = 1, 2, 3, ...) denote a new time series obtained
by averaging the original series X over non-overlapping blocks
of size m. That is, for each m = 1, 2, 3, . . . , X (m) is given by
Xk
(m) = 1/m (Xkm " m + 1 + . . . + Xkm), (k ' 1). Note that for

each m, the aggregated time series X (m) defines a covariance
stationary process; let r (m) denote the corresponding
autocorrelation function.

The process X is called exactly (second-order) self-similar with
self-similarity parameter H = 1 " $/2 if the corresponding
aggregated processes X (m) have the same correlation structure as
X, i.e., r (m) (k) = r (k), for all m = 1, 2, . . . ( k = 1, 2, 3, . . . ).
In other words, X is exactly self-similar if the aggregated
processes X (m) are indistinguishable from X—at least with
respect to their second order statistical properties. An example
of an exactly self-similar process with self-similarity parameter
H is fractional Gaussian noise (FGN) with parameter
1/2 < H < 1, introduced by Mandelbrot and Van Ness (1968).

A covariance stationary process X is called asymptotically
(second-order) self-similar with self-similarity parameter
H = 1 " $/2 if r (m) (k) agrees asymptotically (i.e., for large m and
large k) with the correlation structure r (k) of X given by (3.2.1).
The fractional autoregressive integrated moving-average
processes (fractional ARIMA(p,d,q) processes) with
0 < d < 1/2 are examples of asymptotically second-order self-
similar processes with self-similarity parameter d + 1/2. (For
more details, see Granger and Joyeux (1980), and Hosking
(1981).)

Intuitively, the most striking feature of (exactly or
asymptotically) self-similar processes is that their aggregated
processes X (m) possess a nondegenerate correlation structure as
m %&. This behavior is precisely the intuition illustrated with
the sequence of plots in Figure 1; if the original time series X
represents the number of Ethernet packets per 10 milliseconds
(plot (e)), then plots (a) to (d) depict segments of the aggregated
time series X (10000) , X (1000) , X (100) , and X (10) , respectively. All of
the plots look "similar", suggesting a nearly identical
autocorrelation function for all of the aggregated processes.

Mathematically, self-similarity manifests itself in a number of
equivalent ways (see Cox (1984)): (i) the variance of the sample
mean decreases more slowly than the reciprocal of the sample
size (slowly decaying variances), i.e., var(X (m) ) # a 2m "$ ,
as m %&, with 0 < $ < 1; (ii) the autocorrelations decay
hyperbolically rather than exponentially fast, implying a non-
summable autocorrelation function (k

r (k) = & (long-range
dependence), i.e., r (k) satisfies relation (3.2.1); and (iii) the
spectral density f ( . ) obeys a power-law behavior near the
origin (1/f-noise), i.e., f ()) # a 3)"* , as ) % 0 , with 0 < * < 1
and * = 1 " $.

The existence of a nondegenerate correlation structure for the
aggregated processes X (m) as m %& is in stark contrast to
typical packet traffic models currently considered in the
literature, all of which have the property that their aggregated
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Figure 1 (a)—(e). Pictorial "proof" of self-similarity:
Ethernet traffic (packets per time unit for the August
’89 trace) on 5 different time scales. (Different gray
levels are used to identify the same segments of traffic
on the different time scales.)

3.2 THE MATHEMATICS OF SELF-SIMILARITY
The notion of self-similarity is not merely an intuitive
description, but a precise concept captured by the following

rigorous mathematical definition. Let X = (Xt: t = 0, 1, 2, ...) be
a covariance stationary (sometimes called wide-sense
stationary) stochastic process; that is, a process with constant
mean µ = E [Xt], finite variance !2 = E [(Xt " µ)2], and an
autocorrelation function r (k) = E [(Xt " µ)(Xt + k " µ)]
/E [(Xt " µ)2] (k = 0, 1, 2, ...) that depends only on k. In
particular, we assume that X has an autocorrelation function of
the form

r (k) # a 1k "$ , as k %&, (3.2.1)

where 0 < $ < 1 (here and below, a 1, a 2, . . . denote finite
positive constants). For each m = 1, 2, 3, . . . , let
X (m) = (Xk

(m) : k = 1, 2, 3, ...) denote a new time series obtained
by averaging the original series X over non-overlapping blocks
of size m. That is, for each m = 1, 2, 3, . . . , X (m) is given by
Xk
(m) = 1/m (Xkm " m + 1 + . . . + Xkm), (k ' 1). Note that for

each m, the aggregated time series X (m) defines a covariance
stationary process; let r (m) denote the corresponding
autocorrelation function.

The process X is called exactly (second-order) self-similar with
self-similarity parameter H = 1 " $/2 if the corresponding
aggregated processes X (m) have the same correlation structure as
X, i.e., r (m) (k) = r (k), for all m = 1, 2, . . . ( k = 1, 2, 3, . . . ).
In other words, X is exactly self-similar if the aggregated
processes X (m) are indistinguishable from X—at least with
respect to their second order statistical properties. An example
of an exactly self-similar process with self-similarity parameter
H is fractional Gaussian noise (FGN) with parameter
1/2 < H < 1, introduced by Mandelbrot and Van Ness (1968).

A covariance stationary process X is called asymptotically
(second-order) self-similar with self-similarity parameter
H = 1 " $/2 if r (m) (k) agrees asymptotically (i.e., for large m and
large k) with the correlation structure r (k) of X given by (3.2.1).
The fractional autoregressive integrated moving-average
processes (fractional ARIMA(p,d,q) processes) with
0 < d < 1/2 are examples of asymptotically second-order self-
similar processes with self-similarity parameter d + 1/2. (For
more details, see Granger and Joyeux (1980), and Hosking
(1981).)

Intuitively, the most striking feature of (exactly or
asymptotically) self-similar processes is that their aggregated
processes X (m) possess a nondegenerate correlation structure as
m %&. This behavior is precisely the intuition illustrated with
the sequence of plots in Figure 1; if the original time series X
represents the number of Ethernet packets per 10 milliseconds
(plot (e)), then plots (a) to (d) depict segments of the aggregated
time series X (10000) , X (1000) , X (100) , and X (10) , respectively. All of
the plots look "similar", suggesting a nearly identical
autocorrelation function for all of the aggregated processes.

Mathematically, self-similarity manifests itself in a number of
equivalent ways (see Cox (1984)): (i) the variance of the sample
mean decreases more slowly than the reciprocal of the sample
size (slowly decaying variances), i.e., var(X (m) ) # a 2m "$ ,
as m %&, with 0 < $ < 1; (ii) the autocorrelations decay
hyperbolically rather than exponentially fast, implying a non-
summable autocorrelation function (k

r (k) = & (long-range
dependence), i.e., r (k) satisfies relation (3.2.1); and (iii) the
spectral density f ( . ) obeys a power-law behavior near the
origin (1/f-noise), i.e., f ()) # a 3)"* , as ) % 0 , with 0 < * < 1
and * = 1 " $.

The existence of a nondegenerate correlation structure for the
aggregated processes X (m) as m %& is in stark contrast to
typical packet traffic models currently considered in the
literature, all of which have the property that their aggregated
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Figure 1 (a)—(e). Pictorial "proof" of self-similarity:
Ethernet traffic (packets per time unit for the August
’89 trace) on 5 different time scales. (Different gray
levels are used to identify the same segments of traffic
on the different time scales.)

3.2 THE MATHEMATICS OF SELF-SIMILARITY
The notion of self-similarity is not merely an intuitive
description, but a precise concept captured by the following

rigorous mathematical definition. Let X = (Xt: t = 0, 1, 2, ...) be
a covariance stationary (sometimes called wide-sense
stationary) stochastic process; that is, a process with constant
mean µ = E [Xt], finite variance !2 = E [(Xt " µ)2], and an
autocorrelation function r (k) = E [(Xt " µ)(Xt + k " µ)]
/E [(Xt " µ)2] (k = 0, 1, 2, ...) that depends only on k. In
particular, we assume that X has an autocorrelation function of
the form

r (k) # a 1k "$ , as k %&, (3.2.1)

where 0 < $ < 1 (here and below, a 1, a 2, . . . denote finite
positive constants). For each m = 1, 2, 3, . . . , let
X (m) = (Xk

(m) : k = 1, 2, 3, ...) denote a new time series obtained
by averaging the original series X over non-overlapping blocks
of size m. That is, for each m = 1, 2, 3, . . . , X (m) is given by
Xk
(m) = 1/m (Xkm " m + 1 + . . . + Xkm), (k ' 1). Note that for

each m, the aggregated time series X (m) defines a covariance
stationary process; let r (m) denote the corresponding
autocorrelation function.

The process X is called exactly (second-order) self-similar with
self-similarity parameter H = 1 " $/2 if the corresponding
aggregated processes X (m) have the same correlation structure as
X, i.e., r (m) (k) = r (k), for all m = 1, 2, . . . ( k = 1, 2, 3, . . . ).
In other words, X is exactly self-similar if the aggregated
processes X (m) are indistinguishable from X—at least with
respect to their second order statistical properties. An example
of an exactly self-similar process with self-similarity parameter
H is fractional Gaussian noise (FGN) with parameter
1/2 < H < 1, introduced by Mandelbrot and Van Ness (1968).

A covariance stationary process X is called asymptotically
(second-order) self-similar with self-similarity parameter
H = 1 " $/2 if r (m) (k) agrees asymptotically (i.e., for large m and
large k) with the correlation structure r (k) of X given by (3.2.1).
The fractional autoregressive integrated moving-average
processes (fractional ARIMA(p,d,q) processes) with
0 < d < 1/2 are examples of asymptotically second-order self-
similar processes with self-similarity parameter d + 1/2. (For
more details, see Granger and Joyeux (1980), and Hosking
(1981).)

Intuitively, the most striking feature of (exactly or
asymptotically) self-similar processes is that their aggregated
processes X (m) possess a nondegenerate correlation structure as
m %&. This behavior is precisely the intuition illustrated with
the sequence of plots in Figure 1; if the original time series X
represents the number of Ethernet packets per 10 milliseconds
(plot (e)), then plots (a) to (d) depict segments of the aggregated
time series X (10000) , X (1000) , X (100) , and X (10) , respectively. All of
the plots look "similar", suggesting a nearly identical
autocorrelation function for all of the aggregated processes.

Mathematically, self-similarity manifests itself in a number of
equivalent ways (see Cox (1984)): (i) the variance of the sample
mean decreases more slowly than the reciprocal of the sample
size (slowly decaying variances), i.e., var(X (m) ) # a 2m "$ ,
as m %&, with 0 < $ < 1; (ii) the autocorrelations decay
hyperbolically rather than exponentially fast, implying a non-
summable autocorrelation function (k

r (k) = & (long-range
dependence), i.e., r (k) satisfies relation (3.2.1); and (iii) the
spectral density f ( . ) obeys a power-law behavior near the
origin (1/f-noise), i.e., f ()) # a 3)"* , as ) % 0 , with 0 < * < 1
and * = 1 " $.

The existence of a nondegenerate correlation structure for the
aggregated processes X (m) as m %& is in stark contrast to
typical packet traffic models currently considered in the
literature, all of which have the property that their aggregated
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Figure 1 (a)—(e). Pictorial "proof" of self-similarity:
Ethernet traffic (packets per time unit for the August
’89 trace) on 5 different time scales. (Different gray
levels are used to identify the same segments of traffic
on the different time scales.)

3.2 THE MATHEMATICS OF SELF-SIMILARITY
The notion of self-similarity is not merely an intuitive
description, but a precise concept captured by the following

rigorous mathematical definition. Let X = (Xt: t = 0, 1, 2, ...) be
a covariance stationary (sometimes called wide-sense
stationary) stochastic process; that is, a process with constant
mean µ = E [Xt], finite variance !2 = E [(Xt " µ)2], and an
autocorrelation function r (k) = E [(Xt " µ)(Xt + k " µ)]
/E [(Xt " µ)2] (k = 0, 1, 2, ...) that depends only on k. In
particular, we assume that X has an autocorrelation function of
the form

r (k) # a 1k "$ , as k %&, (3.2.1)

where 0 < $ < 1 (here and below, a 1, a 2, . . . denote finite
positive constants). For each m = 1, 2, 3, . . . , let
X (m) = (Xk

(m) : k = 1, 2, 3, ...) denote a new time series obtained
by averaging the original series X over non-overlapping blocks
of size m. That is, for each m = 1, 2, 3, . . . , X (m) is given by
Xk
(m) = 1/m (Xkm " m + 1 + . . . + Xkm), (k ' 1). Note that for

each m, the aggregated time series X (m) defines a covariance
stationary process; let r (m) denote the corresponding
autocorrelation function.

The process X is called exactly (second-order) self-similar with
self-similarity parameter H = 1 " $/2 if the corresponding
aggregated processes X (m) have the same correlation structure as
X, i.e., r (m) (k) = r (k), for all m = 1, 2, . . . ( k = 1, 2, 3, . . . ).
In other words, X is exactly self-similar if the aggregated
processes X (m) are indistinguishable from X—at least with
respect to their second order statistical properties. An example
of an exactly self-similar process with self-similarity parameter
H is fractional Gaussian noise (FGN) with parameter
1/2 < H < 1, introduced by Mandelbrot and Van Ness (1968).

A covariance stationary process X is called asymptotically
(second-order) self-similar with self-similarity parameter
H = 1 " $/2 if r (m) (k) agrees asymptotically (i.e., for large m and
large k) with the correlation structure r (k) of X given by (3.2.1).
The fractional autoregressive integrated moving-average
processes (fractional ARIMA(p,d,q) processes) with
0 < d < 1/2 are examples of asymptotically second-order self-
similar processes with self-similarity parameter d + 1/2. (For
more details, see Granger and Joyeux (1980), and Hosking
(1981).)

Intuitively, the most striking feature of (exactly or
asymptotically) self-similar processes is that their aggregated
processes X (m) possess a nondegenerate correlation structure as
m %&. This behavior is precisely the intuition illustrated with
the sequence of plots in Figure 1; if the original time series X
represents the number of Ethernet packets per 10 milliseconds
(plot (e)), then plots (a) to (d) depict segments of the aggregated
time series X (10000) , X (1000) , X (100) , and X (10) , respectively. All of
the plots look "similar", suggesting a nearly identical
autocorrelation function for all of the aggregated processes.

Mathematically, self-similarity manifests itself in a number of
equivalent ways (see Cox (1984)): (i) the variance of the sample
mean decreases more slowly than the reciprocal of the sample
size (slowly decaying variances), i.e., var(X (m) ) # a 2m "$ ,
as m %&, with 0 < $ < 1; (ii) the autocorrelations decay
hyperbolically rather than exponentially fast, implying a non-
summable autocorrelation function (k

r (k) = & (long-range
dependence), i.e., r (k) satisfies relation (3.2.1); and (iii) the
spectral density f ( . ) obeys a power-law behavior near the
origin (1/f-noise), i.e., f ()) # a 3)"* , as ) % 0 , with 0 < * < 1
and * = 1 " $.

The existence of a nondegenerate correlation structure for the
aggregated processes X (m) as m %& is in stark contrast to
typical packet traffic models currently considered in the
literature, all of which have the property that their aggregated

ACM SIGCOMM –206– Computer Communication Review

Source: LeLand et al. 1995



Self-Similarity of Ethernet Traffic 

16

0 100 200 300 400 500 600 700 800 900 1000

0

20000    

40000    

60000    

Time Units, Unit = 100 Seconds  (a)

P
ac

ke
ts

/T
im

e 
U

ni
t

0 100 200 300 400 500 600 700 800 900 1000

0

2000   

4000   

6000   

Time Units, Unit = 10 Seconds  (b)

P
ac

ke
ts

/T
im

e 
U

ni
t

0 100 200 300 400 500 600 700 800 900 1000

0

200 

400 

600 

800 

Time Units, Unit = 1 Second  (c)

P
ac

ke
ts

/T
im

e 
U

ni
t

0 100 200 300 400 500 600 700 800 900 1000

0
20
40
60
80

100 

Time Units, Unit = 0.1 Second  (d)

P
ac

ke
ts

/T
im

e 
U

ni
t

0 100 200 300 400 500 600 700 800 900 1000

0

5

10

15

Time Units, Unit = 0.01 Second  (e)

P
ac

ke
ts

/T
im

e 
U

ni
t

Figure 1 (a)—(e). Pictorial "proof" of self-similarity:
Ethernet traffic (packets per time unit for the August
’89 trace) on 5 different time scales. (Different gray
levels are used to identify the same segments of traffic
on the different time scales.)

3.2 THE MATHEMATICS OF SELF-SIMILARITY
The notion of self-similarity is not merely an intuitive
description, but a precise concept captured by the following

rigorous mathematical definition. Let X = (Xt: t = 0, 1, 2, ...) be
a covariance stationary (sometimes called wide-sense
stationary) stochastic process; that is, a process with constant
mean µ = E [Xt], finite variance !2 = E [(Xt " µ)2], and an
autocorrelation function r (k) = E [(Xt " µ)(Xt + k " µ)]
/E [(Xt " µ)2] (k = 0, 1, 2, ...) that depends only on k. In
particular, we assume that X has an autocorrelation function of
the form

r (k) # a 1k "$ , as k %&, (3.2.1)

where 0 < $ < 1 (here and below, a 1, a 2, . . . denote finite
positive constants). For each m = 1, 2, 3, . . . , let
X (m) = (Xk

(m) : k = 1, 2, 3, ...) denote a new time series obtained
by averaging the original series X over non-overlapping blocks
of size m. That is, for each m = 1, 2, 3, . . . , X (m) is given by
Xk
(m) = 1/m (Xkm " m + 1 + . . . + Xkm), (k ' 1). Note that for

each m, the aggregated time series X (m) defines a covariance
stationary process; let r (m) denote the corresponding
autocorrelation function.

The process X is called exactly (second-order) self-similar with
self-similarity parameter H = 1 " $/2 if the corresponding
aggregated processes X (m) have the same correlation structure as
X, i.e., r (m) (k) = r (k), for all m = 1, 2, . . . ( k = 1, 2, 3, . . . ).
In other words, X is exactly self-similar if the aggregated
processes X (m) are indistinguishable from X—at least with
respect to their second order statistical properties. An example
of an exactly self-similar process with self-similarity parameter
H is fractional Gaussian noise (FGN) with parameter
1/2 < H < 1, introduced by Mandelbrot and Van Ness (1968).

A covariance stationary process X is called asymptotically
(second-order) self-similar with self-similarity parameter
H = 1 " $/2 if r (m) (k) agrees asymptotically (i.e., for large m and
large k) with the correlation structure r (k) of X given by (3.2.1).
The fractional autoregressive integrated moving-average
processes (fractional ARIMA(p,d,q) processes) with
0 < d < 1/2 are examples of asymptotically second-order self-
similar processes with self-similarity parameter d + 1/2. (For
more details, see Granger and Joyeux (1980), and Hosking
(1981).)

Intuitively, the most striking feature of (exactly or
asymptotically) self-similar processes is that their aggregated
processes X (m) possess a nondegenerate correlation structure as
m %&. This behavior is precisely the intuition illustrated with
the sequence of plots in Figure 1; if the original time series X
represents the number of Ethernet packets per 10 milliseconds
(plot (e)), then plots (a) to (d) depict segments of the aggregated
time series X (10000) , X (1000) , X (100) , and X (10) , respectively. All of
the plots look "similar", suggesting a nearly identical
autocorrelation function for all of the aggregated processes.

Mathematically, self-similarity manifests itself in a number of
equivalent ways (see Cox (1984)): (i) the variance of the sample
mean decreases more slowly than the reciprocal of the sample
size (slowly decaying variances), i.e., var(X (m) ) # a 2m "$ ,
as m %&, with 0 < $ < 1; (ii) the autocorrelations decay
hyperbolically rather than exponentially fast, implying a non-
summable autocorrelation function (k

r (k) = & (long-range
dependence), i.e., r (k) satisfies relation (3.2.1); and (iii) the
spectral density f ( . ) obeys a power-law behavior near the
origin (1/f-noise), i.e., f ()) # a 3)"* , as ) % 0 , with 0 < * < 1
and * = 1 " $.

The existence of a nondegenerate correlation structure for the
aggregated processes X (m) as m %& is in stark contrast to
typical packet traffic models currently considered in the
literature, all of which have the property that their aggregated
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Figure 1 (a)—(e). Pictorial "proof" of self-similarity:
Ethernet traffic (packets per time unit for the August
’89 trace) on 5 different time scales. (Different gray
levels are used to identify the same segments of traffic
on the different time scales.)

3.2 THE MATHEMATICS OF SELF-SIMILARITY
The notion of self-similarity is not merely an intuitive
description, but a precise concept captured by the following

rigorous mathematical definition. Let X = (Xt: t = 0, 1, 2, ...) be
a covariance stationary (sometimes called wide-sense
stationary) stochastic process; that is, a process with constant
mean µ = E [Xt], finite variance !2 = E [(Xt " µ)2], and an
autocorrelation function r (k) = E [(Xt " µ)(Xt + k " µ)]
/E [(Xt " µ)2] (k = 0, 1, 2, ...) that depends only on k. In
particular, we assume that X has an autocorrelation function of
the form

r (k) # a 1k "$ , as k %&, (3.2.1)

where 0 < $ < 1 (here and below, a 1, a 2, . . . denote finite
positive constants). For each m = 1, 2, 3, . . . , let
X (m) = (Xk

(m) : k = 1, 2, 3, ...) denote a new time series obtained
by averaging the original series X over non-overlapping blocks
of size m. That is, for each m = 1, 2, 3, . . . , X (m) is given by
Xk
(m) = 1/m (Xkm " m + 1 + . . . + Xkm), (k ' 1). Note that for

each m, the aggregated time series X (m) defines a covariance
stationary process; let r (m) denote the corresponding
autocorrelation function.

The process X is called exactly (second-order) self-similar with
self-similarity parameter H = 1 " $/2 if the corresponding
aggregated processes X (m) have the same correlation structure as
X, i.e., r (m) (k) = r (k), for all m = 1, 2, . . . ( k = 1, 2, 3, . . . ).
In other words, X is exactly self-similar if the aggregated
processes X (m) are indistinguishable from X—at least with
respect to their second order statistical properties. An example
of an exactly self-similar process with self-similarity parameter
H is fractional Gaussian noise (FGN) with parameter
1/2 < H < 1, introduced by Mandelbrot and Van Ness (1968).

A covariance stationary process X is called asymptotically
(second-order) self-similar with self-similarity parameter
H = 1 " $/2 if r (m) (k) agrees asymptotically (i.e., for large m and
large k) with the correlation structure r (k) of X given by (3.2.1).
The fractional autoregressive integrated moving-average
processes (fractional ARIMA(p,d,q) processes) with
0 < d < 1/2 are examples of asymptotically second-order self-
similar processes with self-similarity parameter d + 1/2. (For
more details, see Granger and Joyeux (1980), and Hosking
(1981).)

Intuitively, the most striking feature of (exactly or
asymptotically) self-similar processes is that their aggregated
processes X (m) possess a nondegenerate correlation structure as
m %&. This behavior is precisely the intuition illustrated with
the sequence of plots in Figure 1; if the original time series X
represents the number of Ethernet packets per 10 milliseconds
(plot (e)), then plots (a) to (d) depict segments of the aggregated
time series X (10000) , X (1000) , X (100) , and X (10) , respectively. All of
the plots look "similar", suggesting a nearly identical
autocorrelation function for all of the aggregated processes.

Mathematically, self-similarity manifests itself in a number of
equivalent ways (see Cox (1984)): (i) the variance of the sample
mean decreases more slowly than the reciprocal of the sample
size (slowly decaying variances), i.e., var(X (m) ) # a 2m "$ ,
as m %&, with 0 < $ < 1; (ii) the autocorrelations decay
hyperbolically rather than exponentially fast, implying a non-
summable autocorrelation function (k

r (k) = & (long-range
dependence), i.e., r (k) satisfies relation (3.2.1); and (iii) the
spectral density f ( . ) obeys a power-law behavior near the
origin (1/f-noise), i.e., f ()) # a 3)"* , as ) % 0 , with 0 < * < 1
and * = 1 " $.

The existence of a nondegenerate correlation structure for the
aggregated processes X (m) as m %& is in stark contrast to
typical packet traffic models currently considered in the
literature, all of which have the property that their aggregated

ACM SIGCOMM –206– Computer Communication Review

0 100 200 300 400 500 600 700 800 900 1000

0

20000    

40000    

60000    

Time Units, Unit = 100 Seconds  (a)

P
ac

ke
ts

/T
im

e 
U

ni
t

0 100 200 300 400 500 600 700 800 900 1000

0

2000   

4000   

6000   

Time Units, Unit = 10 Seconds  (b)

P
ac

ke
ts

/T
im

e 
U

ni
t

0 100 200 300 400 500 600 700 800 900 1000

0

200 

400 

600 

800 

Time Units, Unit = 1 Second  (c)

P
ac

ke
ts

/T
im

e 
U

ni
t

0 100 200 300 400 500 600 700 800 900 1000

0
20
40
60
80

100 

Time Units, Unit = 0.1 Second  (d)

P
ac

ke
ts

/T
im

e 
U

ni
t

0 100 200 300 400 500 600 700 800 900 1000

0

5

10

15

Time Units, Unit = 0.01 Second  (e)

P
ac

ke
ts

/T
im

e 
U

ni
t

Figure 1 (a)—(e). Pictorial "proof" of self-similarity:
Ethernet traffic (packets per time unit for the August
’89 trace) on 5 different time scales. (Different gray
levels are used to identify the same segments of traffic
on the different time scales.)

3.2 THE MATHEMATICS OF SELF-SIMILARITY
The notion of self-similarity is not merely an intuitive
description, but a precise concept captured by the following

rigorous mathematical definition. Let X = (Xt: t = 0, 1, 2, ...) be
a covariance stationary (sometimes called wide-sense
stationary) stochastic process; that is, a process with constant
mean µ = E [Xt], finite variance !2 = E [(Xt " µ)2], and an
autocorrelation function r (k) = E [(Xt " µ)(Xt + k " µ)]
/E [(Xt " µ)2] (k = 0, 1, 2, ...) that depends only on k. In
particular, we assume that X has an autocorrelation function of
the form

r (k) # a 1k "$ , as k %&, (3.2.1)

where 0 < $ < 1 (here and below, a 1, a 2, . . . denote finite
positive constants). For each m = 1, 2, 3, . . . , let
X (m) = (Xk

(m) : k = 1, 2, 3, ...) denote a new time series obtained
by averaging the original series X over non-overlapping blocks
of size m. That is, for each m = 1, 2, 3, . . . , X (m) is given by
Xk
(m) = 1/m (Xkm " m + 1 + . . . + Xkm), (k ' 1). Note that for

each m, the aggregated time series X (m) defines a covariance
stationary process; let r (m) denote the corresponding
autocorrelation function.

The process X is called exactly (second-order) self-similar with
self-similarity parameter H = 1 " $/2 if the corresponding
aggregated processes X (m) have the same correlation structure as
X, i.e., r (m) (k) = r (k), for all m = 1, 2, . . . ( k = 1, 2, 3, . . . ).
In other words, X is exactly self-similar if the aggregated
processes X (m) are indistinguishable from X—at least with
respect to their second order statistical properties. An example
of an exactly self-similar process with self-similarity parameter
H is fractional Gaussian noise (FGN) with parameter
1/2 < H < 1, introduced by Mandelbrot and Van Ness (1968).

A covariance stationary process X is called asymptotically
(second-order) self-similar with self-similarity parameter
H = 1 " $/2 if r (m) (k) agrees asymptotically (i.e., for large m and
large k) with the correlation structure r (k) of X given by (3.2.1).
The fractional autoregressive integrated moving-average
processes (fractional ARIMA(p,d,q) processes) with
0 < d < 1/2 are examples of asymptotically second-order self-
similar processes with self-similarity parameter d + 1/2. (For
more details, see Granger and Joyeux (1980), and Hosking
(1981).)

Intuitively, the most striking feature of (exactly or
asymptotically) self-similar processes is that their aggregated
processes X (m) possess a nondegenerate correlation structure as
m %&. This behavior is precisely the intuition illustrated with
the sequence of plots in Figure 1; if the original time series X
represents the number of Ethernet packets per 10 milliseconds
(plot (e)), then plots (a) to (d) depict segments of the aggregated
time series X (10000) , X (1000) , X (100) , and X (10) , respectively. All of
the plots look "similar", suggesting a nearly identical
autocorrelation function for all of the aggregated processes.

Mathematically, self-similarity manifests itself in a number of
equivalent ways (see Cox (1984)): (i) the variance of the sample
mean decreases more slowly than the reciprocal of the sample
size (slowly decaying variances), i.e., var(X (m) ) # a 2m "$ ,
as m %&, with 0 < $ < 1; (ii) the autocorrelations decay
hyperbolically rather than exponentially fast, implying a non-
summable autocorrelation function (k

r (k) = & (long-range
dependence), i.e., r (k) satisfies relation (3.2.1); and (iii) the
spectral density f ( . ) obeys a power-law behavior near the
origin (1/f-noise), i.e., f ()) # a 3)"* , as ) % 0 , with 0 < * < 1
and * = 1 " $.

The existence of a nondegenerate correlation structure for the
aggregated processes X (m) as m %& is in stark contrast to
typical packet traffic models currently considered in the
literature, all of which have the property that their aggregated
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Figure 1 (a)—(e). Pictorial "proof" of self-similarity:
Ethernet traffic (packets per time unit for the August
’89 trace) on 5 different time scales. (Different gray
levels are used to identify the same segments of traffic
on the different time scales.)

3.2 THE MATHEMATICS OF SELF-SIMILARITY
The notion of self-similarity is not merely an intuitive
description, but a precise concept captured by the following

rigorous mathematical definition. Let X = (Xt: t = 0, 1, 2, ...) be
a covariance stationary (sometimes called wide-sense
stationary) stochastic process; that is, a process with constant
mean µ = E [Xt], finite variance !2 = E [(Xt " µ)2], and an
autocorrelation function r (k) = E [(Xt " µ)(Xt + k " µ)]
/E [(Xt " µ)2] (k = 0, 1, 2, ...) that depends only on k. In
particular, we assume that X has an autocorrelation function of
the form

r (k) # a 1k "$ , as k %&, (3.2.1)

where 0 < $ < 1 (here and below, a 1, a 2, . . . denote finite
positive constants). For each m = 1, 2, 3, . . . , let
X (m) = (Xk

(m) : k = 1, 2, 3, ...) denote a new time series obtained
by averaging the original series X over non-overlapping blocks
of size m. That is, for each m = 1, 2, 3, . . . , X (m) is given by
Xk
(m) = 1/m (Xkm " m + 1 + . . . + Xkm), (k ' 1). Note that for

each m, the aggregated time series X (m) defines a covariance
stationary process; let r (m) denote the corresponding
autocorrelation function.

The process X is called exactly (second-order) self-similar with
self-similarity parameter H = 1 " $/2 if the corresponding
aggregated processes X (m) have the same correlation structure as
X, i.e., r (m) (k) = r (k), for all m = 1, 2, . . . ( k = 1, 2, 3, . . . ).
In other words, X is exactly self-similar if the aggregated
processes X (m) are indistinguishable from X—at least with
respect to their second order statistical properties. An example
of an exactly self-similar process with self-similarity parameter
H is fractional Gaussian noise (FGN) with parameter
1/2 < H < 1, introduced by Mandelbrot and Van Ness (1968).

A covariance stationary process X is called asymptotically
(second-order) self-similar with self-similarity parameter
H = 1 " $/2 if r (m) (k) agrees asymptotically (i.e., for large m and
large k) with the correlation structure r (k) of X given by (3.2.1).
The fractional autoregressive integrated moving-average
processes (fractional ARIMA(p,d,q) processes) with
0 < d < 1/2 are examples of asymptotically second-order self-
similar processes with self-similarity parameter d + 1/2. (For
more details, see Granger and Joyeux (1980), and Hosking
(1981).)

Intuitively, the most striking feature of (exactly or
asymptotically) self-similar processes is that their aggregated
processes X (m) possess a nondegenerate correlation structure as
m %&. This behavior is precisely the intuition illustrated with
the sequence of plots in Figure 1; if the original time series X
represents the number of Ethernet packets per 10 milliseconds
(plot (e)), then plots (a) to (d) depict segments of the aggregated
time series X (10000) , X (1000) , X (100) , and X (10) , respectively. All of
the plots look "similar", suggesting a nearly identical
autocorrelation function for all of the aggregated processes.

Mathematically, self-similarity manifests itself in a number of
equivalent ways (see Cox (1984)): (i) the variance of the sample
mean decreases more slowly than the reciprocal of the sample
size (slowly decaying variances), i.e., var(X (m) ) # a 2m "$ ,
as m %&, with 0 < $ < 1; (ii) the autocorrelations decay
hyperbolically rather than exponentially fast, implying a non-
summable autocorrelation function (k

r (k) = & (long-range
dependence), i.e., r (k) satisfies relation (3.2.1); and (iii) the
spectral density f ( . ) obeys a power-law behavior near the
origin (1/f-noise), i.e., f ()) # a 3)"* , as ) % 0 , with 0 < * < 1
and * = 1 " $.

The existence of a nondegenerate correlation structure for the
aggregated processes X (m) as m %& is in stark contrast to
typical packet traffic models currently considered in the
literature, all of which have the property that their aggregated
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Figure 1 (a)—(e). Pictorial "proof" of self-similarity:
Ethernet traffic (packets per time unit for the August
’89 trace) on 5 different time scales. (Different gray
levels are used to identify the same segments of traffic
on the different time scales.)

3.2 THE MATHEMATICS OF SELF-SIMILARITY
The notion of self-similarity is not merely an intuitive
description, but a precise concept captured by the following

rigorous mathematical definition. Let X = (Xt: t = 0, 1, 2, ...) be
a covariance stationary (sometimes called wide-sense
stationary) stochastic process; that is, a process with constant
mean µ = E [Xt], finite variance !2 = E [(Xt " µ)2], and an
autocorrelation function r (k) = E [(Xt " µ)(Xt + k " µ)]
/E [(Xt " µ)2] (k = 0, 1, 2, ...) that depends only on k. In
particular, we assume that X has an autocorrelation function of
the form

r (k) # a 1k "$ , as k %&, (3.2.1)

where 0 < $ < 1 (here and below, a 1, a 2, . . . denote finite
positive constants). For each m = 1, 2, 3, . . . , let
X (m) = (Xk

(m) : k = 1, 2, 3, ...) denote a new time series obtained
by averaging the original series X over non-overlapping blocks
of size m. That is, for each m = 1, 2, 3, . . . , X (m) is given by
Xk
(m) = 1/m (Xkm " m + 1 + . . . + Xkm), (k ' 1). Note that for

each m, the aggregated time series X (m) defines a covariance
stationary process; let r (m) denote the corresponding
autocorrelation function.

The process X is called exactly (second-order) self-similar with
self-similarity parameter H = 1 " $/2 if the corresponding
aggregated processes X (m) have the same correlation structure as
X, i.e., r (m) (k) = r (k), for all m = 1, 2, . . . ( k = 1, 2, 3, . . . ).
In other words, X is exactly self-similar if the aggregated
processes X (m) are indistinguishable from X—at least with
respect to their second order statistical properties. An example
of an exactly self-similar process with self-similarity parameter
H is fractional Gaussian noise (FGN) with parameter
1/2 < H < 1, introduced by Mandelbrot and Van Ness (1968).

A covariance stationary process X is called asymptotically
(second-order) self-similar with self-similarity parameter
H = 1 " $/2 if r (m) (k) agrees asymptotically (i.e., for large m and
large k) with the correlation structure r (k) of X given by (3.2.1).
The fractional autoregressive integrated moving-average
processes (fractional ARIMA(p,d,q) processes) with
0 < d < 1/2 are examples of asymptotically second-order self-
similar processes with self-similarity parameter d + 1/2. (For
more details, see Granger and Joyeux (1980), and Hosking
(1981).)

Intuitively, the most striking feature of (exactly or
asymptotically) self-similar processes is that their aggregated
processes X (m) possess a nondegenerate correlation structure as
m %&. This behavior is precisely the intuition illustrated with
the sequence of plots in Figure 1; if the original time series X
represents the number of Ethernet packets per 10 milliseconds
(plot (e)), then plots (a) to (d) depict segments of the aggregated
time series X (10000) , X (1000) , X (100) , and X (10) , respectively. All of
the plots look "similar", suggesting a nearly identical
autocorrelation function for all of the aggregated processes.

Mathematically, self-similarity manifests itself in a number of
equivalent ways (see Cox (1984)): (i) the variance of the sample
mean decreases more slowly than the reciprocal of the sample
size (slowly decaying variances), i.e., var(X (m) ) # a 2m "$ ,
as m %&, with 0 < $ < 1; (ii) the autocorrelations decay
hyperbolically rather than exponentially fast, implying a non-
summable autocorrelation function (k

r (k) = & (long-range
dependence), i.e., r (k) satisfies relation (3.2.1); and (iii) the
spectral density f ( . ) obeys a power-law behavior near the
origin (1/f-noise), i.e., f ()) # a 3)"* , as ) % 0 , with 0 < * < 1
and * = 1 " $.

The existence of a nondegenerate correlation structure for the
aggregated processes X (m) as m %& is in stark contrast to
typical packet traffic models currently considered in the
literature, all of which have the property that their aggregated
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Figure 1: Log-log CCDF of connection sizes

As described so far, the model captures bulk-recording
with a timeout but without a cutoff. We incorporate the idea
of recording only the first N bytes for each connection by
adjusting the time at which we decrement the growth-rate
due to each connection, no longer using the time at which
the connection finishes, but rather the time when it exceeds
N bytes (the connection size cutoff ).
Environments: We drive our analysis using traces gath-
ered from packet monitors deployed at the Internet access
links of three institutions. While all institutions transfer
large volumes of data (one to several TBs a day), their net-
works and traffic composition have qualitative differences.
MWN: The Munich Scientific Research Network (Münch-
ner Wissenschaftsnetz, MWN) in Munich, Germany, con-
nects two major universities and affiliated research in-
stitutions to the Internet, totaling approximately 50,000
hosts. The volume transferred over its Gbps Internet link is
around 2 TB a day. Roughly 15–20% of the traffic comes
from a popular FTP mirror hosted by one of the univer-
sities. The average utilization during busy-hours is about
350 Mbps (68 Kpps).
LBNL: The Lawrence Berkeley National Laboratory
(LBNL) network in California, USA, comprises 9,000
hosts and 4,000 users, connecting to the Internet via a Gbps
link with a busy-hour load of 320 Mbps (37 Kpps).
NERSC: The National Energy Research Scientific Com-
puting Center is administratively part of LBNL, but phys-
ically separate and uses a different Internet access link;
it provides computational resources (around 600 hosts) to
2,000 users. The traffic is dominated by large transfers,
containing significantly fewer user-oriented applications
such as the Web. The busy-hour utilization of the Gbps
link is 260 Mbps (43 Kpps).

For our analysis we use connection-level logs of one
week from MWN, LBNL, and NERSC. The MWN con-
nection log contains 355 million connections from Mon-
day, Oct. 18, 2004, through the following Sunday. The logs
from LBNL and NERSC consist of 22 million and 4 mil-
lion connections observed in the week after Monday Feb.
7, 2005 and Friday Apr. 29, 2005 respectively.
Analysis of connection size cutoff: As a first step we in-
vestigate the heavy-tailed nature of traffic from our envi-
ronments. Figure 1 plots the (empirical) complementary

Time

V
ol

um
e 

[G
B

]

0
20

0
40

0
60

0
80

0
10

00

Tue 0:00 Wed 0:00 Thu 0:00 Fri 0:00 Sat 0:00 Sun 0:00 Mon 0:00

Te = 3h, no cut−off
Te = 4d, 20kB cut−off
Te = 4d, 10KB cut−off

Figure 2: Simulated Volume for MWN environment

cumulative distribution function (CCDF) of the number of
bytes per connection for each of the three environments.
Note that a “linear” relationship in such a log-log scaled
plot indicates consistency of the tail with a Pareto distribu-
tion.

An important consideration when examining these plots
is that the data we used—connection summaries produced
by the Bro NIDS—are based on the difference in sequence
numbers between a TCP connection’s SYN and FIN pack-
ets. This introduces two forms of bias. First, for long-
running connections, the NIDS may miss either the initial
SYN or the final FIN, thus not reporting a size for the con-
nection. Second, if the connection’s size exceeds 4 GB,
then the sequence number space will wrap; Bro will report
only the bottom 32 bits of the size. Both of these biases
will tend to underestimate the heavy-tailed nature of the
traffic, and we know they are significant because the to-
tal traffic volume accounted for by the Bro reports is much
lower than that surmised via random sampling of the traffic.

The plot already reveals insight about how efficiently a
cutoff can serve in terms of reducing the volume of data
the Time Machine must store. For a cutoff of 20 KB, cor-
responding to the vertical line in Figure 1, 12% (LBNL),
14% (NERSC) and 15% (MWN) of the connections have
a larger total size. The percentage of bytes is much larger,
though: 87% for MWN, 96% for LBNL, and 99.86% for
NERSC. Accordingly, we can expect a huge benefit from
using a cutoff.

Next, using the methodology described above we sim-
ulated the packet buffer models based on the full connec-
tion logs. Figures 2, 3 and 4 show the required memory
for MWN, LBNL, and NERSC, respectively, for differ-
ent combinations of eviction time Te and cutoff. A deac-
tivated cutoff corresponds to bulk-recording with a time-
out. While the bulk-recording clearly shows the artifacts
of time of day and day of week variations, using a cutoff
reduces this effect, because we can accompany the cutoff
with a much larger timeout, which spreads out the varia-
tions. We see that a cutoff of 20 KB quite effectively re-
duces the buffered volume: at LBNL, with Te = 4 d, the
maximum volume, 68 GB, is just a tad higher than the max-
imum volume, 64 GB, for bulk-recording with Te = 3 h.
However, we have increased the duration of data availabil-

Cut-off 20KB

Source: Kornexl 2005

Site Conns 
> 20KB

%Bytes

MWN 15% 87%

LBL 12% 96%

NERSC 14% 99.86%
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As described so far, the model captures bulk-recording
with a timeout but without a cutoff. We incorporate the idea
of recording only the first N bytes for each connection by
adjusting the time at which we decrement the growth-rate
due to each connection, no longer using the time at which
the connection finishes, but rather the time when it exceeds
N bytes (the connection size cutoff ).
Environments: We drive our analysis using traces gath-
ered from packet monitors deployed at the Internet access
links of three institutions. While all institutions transfer
large volumes of data (one to several TBs a day), their net-
works and traffic composition have qualitative differences.
MWN: The Munich Scientific Research Network (Münch-
ner Wissenschaftsnetz, MWN) in Munich, Germany, con-
nects two major universities and affiliated research in-
stitutions to the Internet, totaling approximately 50,000
hosts. The volume transferred over its Gbps Internet link is
around 2 TB a day. Roughly 15–20% of the traffic comes
from a popular FTP mirror hosted by one of the univer-
sities. The average utilization during busy-hours is about
350 Mbps (68 Kpps).
LBNL: The Lawrence Berkeley National Laboratory
(LBNL) network in California, USA, comprises 9,000
hosts and 4,000 users, connecting to the Internet via a Gbps
link with a busy-hour load of 320 Mbps (37 Kpps).
NERSC: The National Energy Research Scientific Com-
puting Center is administratively part of LBNL, but phys-
ically separate and uses a different Internet access link;
it provides computational resources (around 600 hosts) to
2,000 users. The traffic is dominated by large transfers,
containing significantly fewer user-oriented applications
such as the Web. The busy-hour utilization of the Gbps
link is 260 Mbps (43 Kpps).

For our analysis we use connection-level logs of one
week from MWN, LBNL, and NERSC. The MWN con-
nection log contains 355 million connections from Mon-
day, Oct. 18, 2004, through the following Sunday. The logs
from LBNL and NERSC consist of 22 million and 4 mil-
lion connections observed in the week after Monday Feb.
7, 2005 and Friday Apr. 29, 2005 respectively.
Analysis of connection size cutoff: As a first step we in-
vestigate the heavy-tailed nature of traffic from our envi-
ronments. Figure 1 plots the (empirical) complementary
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cumulative distribution function (CCDF) of the number of
bytes per connection for each of the three environments.
Note that a “linear” relationship in such a log-log scaled
plot indicates consistency of the tail with a Pareto distribu-
tion.

An important consideration when examining these plots
is that the data we used—connection summaries produced
by the Bro NIDS—are based on the difference in sequence
numbers between a TCP connection’s SYN and FIN pack-
ets. This introduces two forms of bias. First, for long-
running connections, the NIDS may miss either the initial
SYN or the final FIN, thus not reporting a size for the con-
nection. Second, if the connection’s size exceeds 4 GB,
then the sequence number space will wrap; Bro will report
only the bottom 32 bits of the size. Both of these biases
will tend to underestimate the heavy-tailed nature of the
traffic, and we know they are significant because the to-
tal traffic volume accounted for by the Bro reports is much
lower than that surmised via random sampling of the traffic.

The plot already reveals insight about how efficiently a
cutoff can serve in terms of reducing the volume of data
the Time Machine must store. For a cutoff of 20 KB, cor-
responding to the vertical line in Figure 1, 12% (LBNL),
14% (NERSC) and 15% (MWN) of the connections have
a larger total size. The percentage of bytes is much larger,
though: 87% for MWN, 96% for LBNL, and 99.86% for
NERSC. Accordingly, we can expect a huge benefit from
using a cutoff.

Next, using the methodology described above we sim-
ulated the packet buffer models based on the full connec-
tion logs. Figures 2, 3 and 4 show the required memory
for MWN, LBNL, and NERSC, respectively, for differ-
ent combinations of eviction time Te and cutoff. A deac-
tivated cutoff corresponds to bulk-recording with a time-
out. While the bulk-recording clearly shows the artifacts
of time of day and day of week variations, using a cutoff
reduces this effect, because we can accompany the cutoff
with a much larger timeout, which spreads out the varia-
tions. We see that a cutoff of 20 KB quite effectively re-
duces the buffered volume: at LBNL, with Te = 4 d, the
maximum volume, 68 GB, is just a tad higher than the max-
imum volume, 64 GB, for bulk-recording with Te = 3 h.
However, we have increased the duration of data availabil-

Cut-off 20KB

Source: Kornexl 2005

Site Conns 
> 20KB

%Bytes

MWN 15% 87%

LBL 12% 96%

NERSC 14% 99.86%

Self-similarity/heavy-tails lead to extreme bursts.
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Is There a Stable Notion of Normal?

• Internet traffic is composed of many individual sessions.
• Leads to enormous variety and unpredictable behavior. 

• Complex distributions of features:
• Self-similarity, heavy tails, long-range dependance.
• Constantly changing.
• Incessant background noise and tons of crud.

• Observable on all layers of the protocol stack.

• In general, it’s pretty much impossible to define “normal”.
• Huge fluctuations are normal and expected short-term.
• No attacker needed for that!
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Are Outliers Attacks?

• Implicit assumption that anomaly detectors make:

• With such diversity, that can be hard to justify.
• Typical reply:  “I know, anomaly detection doesn’t report attacks.”

• That leads to a semantic gap.
• Disconnect between what the system reports and what the operator wants.

• Root cause for the common complaint of  “too many false positives”.  

21
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• Each false alert costs scarce analyst time.
• Go through log files, inspect system, talk to users, etc. 
• “Trains” the operator to mistrust future alarms.

22



Every Mistake Is Expensive

• Each false alert costs scarce analyst time.
• Go through log files, inspect system, talk to users, etc. 
• “Trains” the operator to mistrust future alarms.

• In other domains, errors tend to be cheap.
• Wrong recommendation from Amazon? Not a big deal.

Greg Linden:  “ ... guess work. Our error rate will always be high.” 
 

• Letter misclassified by an OCR system? Spell-checker. 
• Machine translation? Have you tried it?
• Spam detection? Lopsided tuning.

22



Every Mistake Is Expensive

• Each false alert costs scarce analyst time.
• Go through log files, inspect system, talk to users, etc. 
• “Trains” the operator to mistrust future alarms.

• In other domains, errors tend to be cheap.
• Wrong recommendation from Amazon? Not a big deal.

Greg Linden:  “ ... guess work. Our error rate will always be high.” 
 

• Letter misclassified by an OCR system? Spell-checker. 
• Machine translation? Have you tried it?
• Spam detection? Lopsided tuning.

• What error rate can we afford with an IDS?
• Base-rate fallacy:  false alarm rate must be extremely low.
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Relating Features To Semantics

• Key question:  What can our features tell us?
• Do packet arrival times tell us something about SQL injection?
• Do NetFlow records allow us to find inappropriate content?
• What are the right features to learn how SSNs look like?
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• Key question:  What can our features tell us?
• Do packet arrival times tell us something about SQL injection?
• Do NetFlow records allow us to find inappropriate content?
• What are the right features to learn how SSNs look like?

• Need to consider a site’s security policy as well.
• What is appropriate content?
• What is tolerable usage of P2P systems?

• There are striking examples of how much more 
information a data set might contain than expected.

• These exploit structural knowledge.
• Hard to see a classifier just “learning” peculiar activity. 
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Why is Anomaly Detection Hard?
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The intrusion detection domain faces challenges that 
make it fundamentally different from other fields.

Outlier detection and the high costs of errors
Interpretation of results
Evaluation	


Training data
Evasion risk

Can we still make it work?
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24

The intrusion detection domain faces challenges that 
make it fundamentally different from other fields.

Outlier detection and the high costs of errors
Interpretation of results
Evaluation	


Training data
Evasion risk

Can we still make it work?  Yes, by:
 

• Limiting the scope 
 

• Gaining insight into the detector’s capabilities

Can we still make it work?
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Limiting the Scope

• What attacks is the system to find?
• The more crisply this can be defined, the better the detector can work.
• Must include a consideration of threat model (environment; costs; exposure).
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Limiting the Scope

• What attacks is the system to find?
• The more crisply this can be defined, the better the detector can work.
• Must include a consideration of threat model (environment; costs; exposure).

• Define a concrete task upfront, e.g.: 
• CGI exploits.
• Botnet communication.
• Service usage patterns.

 

• Don’t go for the obvious ones ...

• Define the problem so that ML makes less mistakes:
• Build a real classification problem.
• Reduce variability in what’s normal.
• Look for variations of known attacks.
• Use machine-learning as one tool among others.

26



Focusing On A Specific Problem 

27

Anomaly Detection of Web-based Attacks

169.229.60.105 − johndoe [6/Nov/2002:23:59:59 −0800 "GET /scripts/access.pl?user=johndoe&cred=admin" 200 2122

path a = v a = v11 2 2

q

Figure 1: Sample Web Server Access Log Entry

puts. This phase is divided into two steps. During the first
step, the system creates profiles for each server-side program
and its attributes. During the second step, suitable thresh-
olds are established. This is done by evaluating queries and
their attributes using the profiles created during the previ-
ous step. For each program and its attributes, the highest
anomaly score is stored and then, the threshold is set to a
value that is a certain, adjustable percentage higher than this
maximum. The default setting for this percentage (also used
for our experiments) is 10%. By modifying this value, the
user can adjust the sensitivity of the system and perform a
trade-off between the number of false positives and the ex-
pected detection accuracy. The length of the training phase
(i.e., the number of queries and attributes that are utilized
to establish the profiles and the thresholds) is determined by
an adjustable parameter.

Once the profiles have been created – that is, the models
have learned the characteristics of normal events and suit-
able thresholds have been derived – the system switches to
detection mode. In this mode, anomaly scores are calculated
and anomalous queries are reported.

The following sections describe the algorithms that ana-
lyze the features that are considered relevant for detecting
malicious activity. For each algorithm, an explanation of the
model creation process (i.e., the learning phase) is included.
In addition, the mechanism to derive a probability value p for
a new input element (i.e., the detection phase) is discussed.

4.1 Attribute Length
In many cases, the length of a query attribute can be used

to detect anomalous requests. Usually, parameters are either
fixed-size tokens (such as session identifiers) or short strings
derived from human input (such as fields in an HTML form).
Therefore, the length of the parameter values does not vary
much between requests associated with a certain program.
The situation may look different when malicious input is
passed to the program. For example, to overflow a buffer
in a target application, it is necessary to ship the shell code
and additional padding, depending on the length of the tar-
get buffer. As a consequence, the attribute contains up to
several hundred bytes.

The goal of this model is to approximate the actual but
unknown distribution of the parameter lengths and detect
instances that significantly deviate from the observed normal
behavior. Clearly, we cannot expect that the probability
density function of the underlying real distribution will follow
a smooth curve. We also have to assume that the distribution
has a large variance. Nevertheless, the model should be able
to identify significant deviations.

4.1.1 Learning
We approximate the mean µ̇ and the variance σ̇2 of the real

attribute length distribution by calculating the sample mean
µ and the sample variance σ2 for the lengths l1, l2, . . . , ln of
the parameters processed during the learning phase (assum-
ing that n queries with this attribute were processed).

4.1.2 Detection
Given the estimated query attribute length distribution

with parameters µ and σ2 as determined by the previous
learning phase, it is the task of the detection phase to assess
the regularity of a parameter with length l.

The probability of l can be calculated using the Chebyshev
inequality shown below.

p(|x − µ| > t) <
σ2

t2
(2)

The Chebyshev inequality puts an upper bound on the
probability that the difference between the value of a ran-
dom variable x and µ exceeds a certain threshold t, for an
arbitrary distribution with variance σ2 and mean µ. This
upper bound is strict and has the advantage that is does not
assume a certain underlying distribution. We substitute the
threshold t with the distance between the attribute length
l and the mean µ of the attribute length distribution (i.e.,
|l−µ|). This allows us to obtain an upper bound on the prob-
ability that the length of the parameter deviates more from
the mean than the current instance. The resulting probabil-
ity value p(l) for an attribute with length l is calculated as
shown below.

p(|x − µ| > |l − µ|) < p(l) =
σ2

(l − µ)2
(3)

This is the value returned by the model when operating in
detection mode. The Chebyshev inequality is independent
of the underlying distribution and its computed bound is, in
general, very weak. Applied to our model, this weak bound
results in a high degree of tolerance to deviations of attribute
lengths given an empirical mean and variance. Although
such a property is undesirable in many situations, by using
this technique only obvious outliers are flagged as suspicious,
leading to a reduced number of false alarms.

4.2 Attribute Character Distribution
The attribute character distribution model captures the

concept of a ‘normal’ or ‘regular’ query parameter by look-
ing at its character distribution. The approach is based
on the observation that attributes have a regular structure,
are mostly human-readable, and almost always contain only
printable characters.

A large percentage of characters in such attributes are
drawn from a small subset of the 256 possible 8-bit values
(mainly from letters, numbers, and a few special charac-
ters). As in English text, the characters are not uniformly
distributed, but occur with different frequencies. Obviously,
it cannot be expected that the frequency distribution is iden-
tical to a standard English text. Even the frequency of a cer-
tain character (e.g., the frequency of the letter ‘e’) varies con-
siderably between different attributes. Nevertheless, there
are similarities between the character frequencies of query
parameters. This becomes apparent when the relative fre-

Source:  Kruegel et al. 2003
Attribute Models

Length
Character distribution
Grammatical structure
Tokens
Presence/Absence
Order of attributes
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puts. This phase is divided into two steps. During the first
step, the system creates profiles for each server-side program
and its attributes. During the second step, suitable thresh-
olds are established. This is done by evaluating queries and
their attributes using the profiles created during the previ-
ous step. For each program and its attributes, the highest
anomaly score is stored and then, the threshold is set to a
value that is a certain, adjustable percentage higher than this
maximum. The default setting for this percentage (also used
for our experiments) is 10%. By modifying this value, the
user can adjust the sensitivity of the system and perform a
trade-off between the number of false positives and the ex-
pected detection accuracy. The length of the training phase
(i.e., the number of queries and attributes that are utilized
to establish the profiles and the thresholds) is determined by
an adjustable parameter.

Once the profiles have been created – that is, the models
have learned the characteristics of normal events and suit-
able thresholds have been derived – the system switches to
detection mode. In this mode, anomaly scores are calculated
and anomalous queries are reported.

The following sections describe the algorithms that ana-
lyze the features that are considered relevant for detecting
malicious activity. For each algorithm, an explanation of the
model creation process (i.e., the learning phase) is included.
In addition, the mechanism to derive a probability value p for
a new input element (i.e., the detection phase) is discussed.

4.1 Attribute Length
In many cases, the length of a query attribute can be used

to detect anomalous requests. Usually, parameters are either
fixed-size tokens (such as session identifiers) or short strings
derived from human input (such as fields in an HTML form).
Therefore, the length of the parameter values does not vary
much between requests associated with a certain program.
The situation may look different when malicious input is
passed to the program. For example, to overflow a buffer
in a target application, it is necessary to ship the shell code
and additional padding, depending on the length of the tar-
get buffer. As a consequence, the attribute contains up to
several hundred bytes.

The goal of this model is to approximate the actual but
unknown distribution of the parameter lengths and detect
instances that significantly deviate from the observed normal
behavior. Clearly, we cannot expect that the probability
density function of the underlying real distribution will follow
a smooth curve. We also have to assume that the distribution
has a large variance. Nevertheless, the model should be able
to identify significant deviations.

4.1.1 Learning
We approximate the mean µ̇ and the variance σ̇2 of the real

attribute length distribution by calculating the sample mean
µ and the sample variance σ2 for the lengths l1, l2, . . . , ln of
the parameters processed during the learning phase (assum-
ing that n queries with this attribute were processed).

4.1.2 Detection
Given the estimated query attribute length distribution

with parameters µ and σ2 as determined by the previous
learning phase, it is the task of the detection phase to assess
the regularity of a parameter with length l.

The probability of l can be calculated using the Chebyshev
inequality shown below.

p(|x − µ| > t) <
σ2

t2
(2)

The Chebyshev inequality puts an upper bound on the
probability that the difference between the value of a ran-
dom variable x and µ exceeds a certain threshold t, for an
arbitrary distribution with variance σ2 and mean µ. This
upper bound is strict and has the advantage that is does not
assume a certain underlying distribution. We substitute the
threshold t with the distance between the attribute length
l and the mean µ of the attribute length distribution (i.e.,
|l−µ|). This allows us to obtain an upper bound on the prob-
ability that the length of the parameter deviates more from
the mean than the current instance. The resulting probabil-
ity value p(l) for an attribute with length l is calculated as
shown below.

p(|x − µ| > |l − µ|) < p(l) =
σ2

(l − µ)2
(3)

This is the value returned by the model when operating in
detection mode. The Chebyshev inequality is independent
of the underlying distribution and its computed bound is, in
general, very weak. Applied to our model, this weak bound
results in a high degree of tolerance to deviations of attribute
lengths given an empirical mean and variance. Although
such a property is undesirable in many situations, by using
this technique only obvious outliers are flagged as suspicious,
leading to a reduced number of false alarms.

4.2 Attribute Character Distribution
The attribute character distribution model captures the

concept of a ‘normal’ or ‘regular’ query parameter by look-
ing at its character distribution. The approach is based
on the observation that attributes have a regular structure,
are mostly human-readable, and almost always contain only
printable characters.

A large percentage of characters in such attributes are
drawn from a small subset of the 256 possible 8-bit values
(mainly from letters, numbers, and a few special charac-
ters). As in English text, the characters are not uniformly
distributed, but occur with different frequencies. Obviously,
it cannot be expected that the frequency distribution is iden-
tical to a standard English text. Even the frequency of a cer-
tain character (e.g., the frequency of the letter ‘e’) varies con-
siderably between different attributes. Nevertheless, there
are similarities between the character frequencies of query
parameters. This becomes apparent when the relative fre-
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Identifying Suspicious URLs: An Application of Large-Scale Online Learning

Figure 2. Overview of real-time URL feed, feature collection, and
classification infrastructure.

We randomly draw our examples of benign URLs from
Yahoo’s directory listing. A random sample from
this directory can be generated by visiting the link
http://random.yahoo.com/bin/ryl.

Combined, we collect a total of 20,000 URLs per day from
the two URL feeds, and the average ratio of benign-to-
malicious URLs is 2-to-1. We ran our experiments for 100
days, collecting nearly 2 million URLs (there were feed
outages during Days 35–40). However, the feeds only pro-
vide URLs, not the accompanying features.

Thus, we deploy a system to gather features in real-time.
The real-time aspect is important because we want the val-
ues to reflect the features a URL had when it was first in-
troduced to the feed (which ideally reflects values for when
it was introduced to the wild). For every incoming URL,
our feature collector immediately queries DNS, WHOIS,
blacklist and geographic information servers, as well as
processing IP address-related and lexical-related features.

Our live feed is notably different from data sets such as
the webspam set from the PASCAL Large Scale Learning
Challenge (Sonnenburg et al., 2008). Our application uses
URLs as a starting point, and it is our responsibility to fetch
lexical and host-based features in real-time to construct the
data set on an ongoing basis. By contrast, the webspam
set is a static representation of Web pages (using strings),
not URLs, and provides no notion of the passage of time.

Finally, our live feed provides a real-time snapshot of ma-
licious URLs that reflect the evolving strategies of Internet
criminals. The freshness of this data suggests that good
classification results over the set will be a strong indicator
of future success in real-world deployments.

5. Evaluation
In this section, we evaluate the effectiveness of online
learning over the live URL feed. To demonstrate this ef-
fectiveness, we address the following questions: Do on-
line algorithms provide any benefit over batch algorithms?
Which online algorithms are most appropriate for our ap-
plication? And is there a particular training regimen that
fully realizes the potential of these online classifiers?

By “training regimen”, we refer to (1) when the classifier
is allowed to retrain itself after attempting to predict the
label of an incoming URL, and (2) how many features the
classifier uses during training.

For (1), we compare “continuous” vs. “interval-based”
training. Under the “continuous” training regimen, the
classifier may retrain its model after each incoming ex-
ample (the typical operating mode of online algorithms).
In the “interval-based” training regimen, the classifier may
only retrain after a specified time interval has passed. In
our experiments, we set the interval to be one day. Batch
algorithms are restricted to interval-based training, since
continuous retraining would be computationally impracti-
cal. Unless otherwise specified, we use continuous retrain-
ing for all experiments with online algorithms (and then
evaluate the benefit of doing so in Section 5.3).

For (2), we compare training using a “variable” vs. “fixed”
number of features. Under the fixed-feature regimen, we
train using a pre-determined set of features for all evalu-
ation days. For example, if we fix the features to those
encountered up to Day 1, then we use those 150,000 fea-
tures for the whole experiment (see Figure 1). Under the
variable-feature regimen, we allow the dimensionality of
our models to grow with the number of new features en-
countered; on Day 8, for instance, we classify with up
to 500,000 features. Implicitly, examples that were intro-
duced before a feature i was first encountered will have
value 0 for feature i. Unless otherwise specified, we use
the variable-feature training regimen for all algorithms (and
then evaluate the benefit of doing so in Section 5.3).

As for the sizes of the training sets, online algorithms im-
plicitly train on a cumulative data set, since they can incre-
mentally update models from the previous day. For batch
algorithms, we vary the training set size to include day-long
and multi-day sets (details in Section 5.1).

5.1. Advantages of Online Learning

We start by evaluating the benefit of using online over batch
algorithms for our application in terms of classification
accuracy — in particular, whether the benefit of efficient
computation in online learning comes at the expense of ac-
curacy. Specifically, we compare the online Confidence-
Weighted (CW) algorithm against four different training
set configurations of a support vector machine. We use
the LIBLINEAR implementation of an SVM with a linear-
kernel as our canonical batch algorithm (Fan et al., 2008).
Evaluations with other batch algorithms such as logistic re-
gression yielded similar results.

Figure 3 shows the classification rates for CW and for SVM
using four types of training sets. We tuned all classifier
parameters over one day of holdout data, setting C = 100

Identifying Suspicious URIs

Source:  Ma et al. 2009
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• A thorough evaluation requires more than ROC curves.
• It’s not a contribution to be slightly better than anybody else on a specific data set.

• Questions to answer:
• What exactly does it detect and why? 
• What exactly does it not detect and why not?
• When exactly does it break? (Evasion, performance).        (“Why 6?” Tan/Maxion 2001)  

• Acknowledge shortcomings.
• We are using heuristics, that’s ok. But understand the impact. 

• Examine false positives and negatives carefully.
• Needs ground-truth, and we should think about that early on.

• Examine true positives and negatives as well.
• They tell us how the detector is working.
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Image Analysis with Neural Networks
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Bridge the Gap

• Assume the perspective of a network operator
• How does the detector help with operations? 
• With an anomaly reported, what should the operator do?
• How can local policy specifics be included?
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Bridge the Gap

• Assume the perspective of a network operator
• How does the detector help with operations? 
• With an anomaly reported, what should the operator do?
• How can local policy specifics be included?

• Gold standard: work with the operators
• If they deem the detector useful in daily operations, you got it right.
• Costs time and effort on both sides however.
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Once You Have Done All This ...

32

... you might notice that you now know 
enough about the activity you’re looking for 

that you don’t need any machine-learning.

•   ML can be a tool for illuminating the problem space.

•   Identify which features contribute most to outcome.

•   ... to then perhaps build a non-machine learning detector.



Conclusion
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Summary

• Approaches to network intrusion detection.
• Host-based vs. network-based detection.
• Misused detection and anomaly detection.

• Why is anomaly detection so hard?
• Outlier detection and the high costs of errors.
• Interpretation of results.
• Evaluation.
• Training data.
• Evasion risk.

• Use care with machine-learning:
• Limit the scope of the problem.
• Gain insight into what the system does.
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Open questions 
 

“Soundness of Approach: Does the approach 
actually detect intrusions? Is it possible to distinguish 
anomalies related to intrusions from those related to 
other factors?”

-Denning, 1987



Robin Sommer
International Computer Science Institute, &

Lawrence Berkeley National Laboratory

robin@icsi.berkeley.edu
http://www.icir.org

Thanks for your attention.
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