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Monitoring Network Security

Example: Finding downloads of known malware.
 

1. Find and parse all Web traffic.
2. Find and extract binaries.
3. Compute hash and compare with database.
4. Report, and potentially kill, if found.
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Gap: Research vs Operations

Conceptually simple tasks can be hard in practice.
Academic research often neglects operational constraints.
Operations cannot leverage academic results. 

At ICSI, opportunity to work with operations.
Close collaborations with several large sites (LBNL,UC Berkeley, NCSA).
Extremely fruitful for both sides.

Operational constraints pose research questions.
Results go back into operations.
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Bro: Bridging The Gap for 15 years

Bro IDS one primary research platform.
Designed and developed by Vern Paxson in 1996.
Open-source, BSD-license, maintained at ICSI.
Conceptually very different from other IDS.
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Bro: Bridging The Gap for 15 years

Bro IDS one primary research platform.
Designed and developed by Vern Paxson in 1996.
Open-source, BSD-license, maintained at ICSI.
Conceptually very different from other IDS.

In operational use since its beginnings.
Corner-stone of LBNL network security.
Installations in science, government, industry. 

Much functionality came out of research.

Example: Processing performance.
LBNL operations had trouble keeping up.
Research question:  How can Bro scale?
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Load-balancing Architecture
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Research prototype limited to 2 Gb/s.
Linux box using kernel-level Click.
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Cluster goes Operation

Load-balancer operates a line-rate.
1. Receive packet.
2. Calculate hash.
3. Rewrite MAC address.
4. Send packet out.

Research prototype limited to 2 Gb/s.
Linux box using kernel-level Click.

LBNL wanted reliable 10 Gb/s device.
Difficult to find a robust line-rate solution.
Eventually contracted vendor to build device.
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Filtering capabilities

Available from cPacket
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UC Berkeley Cluster
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Large-scale network, 100,000 hosts, 2x10Gbps upstream, 2-4Gb/sec.
30 individual machines. Collaboration with Campus SNS. 

Funded by NSF’s Computing Research Infrastructure program.
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Campus Traffic 
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Campus Bro Cluster
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Operations is using our technology.
LBNL has 3 operational Bro Clusters w/ 15 backends.
Other sites have, or are building, similar setups.

New research platforms for us.
Research cluster at LBNL w/12 backends.
Research cluster at UC Berkeley w/ 28 backends.

What Does This Mean for Us?

New research directions.
1. Going beyond 10GE ...
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Next Stop: 100 Gb/s
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100G Advanced Networking Initiative
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Operations is using our technology.
LBNL has 3 operational Bro Clusters w/ 15 backends.
Other sites have, or are building, similar setups.

New research platforms for us.
Research cluster at LBNL w/12 backends.
Research cluster at UC Berkeley w/ 28 backends.

What Does This Mean for Us?

New research directions.
1. Going beyond 10GE ...
2. From multi-system to multi-core ...
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Bro is Single-Threaded ...

Cluster clearly has short-comings.
Backends have multiple cores, which are mostly idling.

We really want multi-threading.
Must scale well with increasing numbers of cores.
Must be transparent to the operator.

For some IDS, that’s not so hard.
For others, it is ...
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Bro’s Architecture
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Research: How to parallelize
a scripting language?
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Towards Multi-Threaded Bro

Analysis structured around units.
Processing and state expressed in such terms.

Can leverage units for scheduling.
Run-time tracks current unit.
Scheduler steers events to thread in charge.

Simulations predict excellent scalability.
There are plenty independent unit instances in traffic.

Implemented a prototype inside Bro
Works somewhat, but painful.
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A High-Level Intermediary Language for Traffic Inspection
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# A function scheduled on a per-flow basis.
scope Flow = { saddr, sport, daddr, dport }

void http_request(bytes url) &scope=Flow
{
! bool isbad = regexp.match /foo=[aA]ttack/ url
! [.. alarm if match found ..]
}

(Syntax simplified.)
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# A function scheduled on a per-source basis.
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 15s of UC Berkeley campus TCP traffic, 1M event groups.
TileExpress-Pro20G, 64 cores (32 for simulation), 4GB RAM.
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HILTI Prototype

Built a prototype HILTI environment.
Implements all of HILTI’s functionality.
Python-based, with LLVM as backend.

Ported a number of host applications.
Bro script compiler.
BinPAC parser generator.

Aiming for production-state compiler
Performance currently limited.
Needs engineering effort to address bottlenecks.
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Bro: The Curse of Success

Success can be problematic with this kind of research.
Bro is now used operationally by many sites.
Demands of operational user community hard to meet for small team.

Aiming to establish sustainable development model.
Modernize the system to make usage and contributions easier.
Develop a community around the project.

NSF supports work through a 3-year engineering grant.
Bro changed a lot over the last year.
Collaboration with National Center for Supercomputing Applications.
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10 PF/s peak performance

>1 PF/s sustained on applications>300,000 cores
>1 Petabyte memory 
>10 Petabyte disk storage
>0.5 Exabyte archival storage

Hosted in 88,000-square-foot facility

Blue Waters Update—NCSA/IBM Joint StatementEffective August 6, 2011, IBM terminated its 
contract with the University of Illinois to 
provide the supercomputer for the National 
Center for Supercomputing Applications' Blue 
Waters project.

NCSA is confident that its goal of building 
a sustained-petascale supercomputer remains 
achievable in a timely manner. NCSA is coordinating with the National Science Foundation to ensure project continuity and 
that the goals of the project are achieved.
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27

10 PF/s peak performance

>1 PF/s sustained on applications>300,000 cores
>1 Petabyte memory 
>10 Petabyte disk storage
>0.5 Exabyte archival storage

Hosted in 88,000-square-foot facility

Blue Waters Update—NCSA/IBM Joint StatementEffective August 6, 2011, IBM terminated its 
contract with the University of Illinois to 
provide the supercomputer for the National 
Center for Supercomputing Applications' Blue 
Waters project.

NCSA is confident that its goal of building 
a sustained-petascale supercomputer remains 
achievable in a timely manner. NCSA is coordinating with the National Science Foundation to ensure project continuity and 
that the goals of the project are achieved.

NCSA is already planning for 100 Gb/s as well.
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Conclusion

Very beneficial to work with operations.
Puts results into practice and provides feedback.
Yields new research capabilities.
Opens new directions for future research.

Case-study: Bro
Primarily a research project.
Used extensively in operations.

Continuous exchange.
Optimization; Cluster; New Hardware;  Multi-core; HILTI.

Making results usable costs additional effort.
Lots of work that does not go into any research paper.
Separate funding for such efforts can be extremely helpful.
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Thanks for your attention.
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Development of Internet Traffic
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