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Outline

Part 1: Today’s Network Threats.

Part 2: Defender Strategies.
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The Old Days ...
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Part 1: Today’s Threats

Trend 1: Commercialization of Attacks

Trend 2: Highly Targeted Attacks

Trend 3: Insider Attacks
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Trend 1: Commercialization of Attacks

Attacks aimed at making a profit.
Selling (illegal) goods and services.
Exfiltrate information.

Thriving underground economy.
Empowered by virtually endless supply of “bots”. 
Everything is on sale (“crime-as-a-service”).
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“Pay Per Install” Services
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Crime Economics
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Accelerated arms race.
Innovative, fast moving attackers.

Bear race.
If attack pays, it’s good enough.
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Trend 2: Highly Targeted Attacks

High-skill / high-resource attacks.
Targeting you.
Extremely hard to defend against.
Attribution virtually impossible.

Typical Instances
“Advanced Persistent Threats”.
Activist hacking.
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Source: RSA

Targeted Attacks: APTs
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1www.mandiant.com

Because MANDIANT responds to hundreds of APT 
intrusions across a broad spectrum of government and 
commercial industries, we have a unique perspective 
on the widespread scope of the APT. As a result, 
M-Trends provides first-hand accounts of real intru-
sions that illustrate trends in attack methodologies; 
technology used to accomplish the attacks; and the 
types of data that have been stolen. 

The intent of M-Trends is to provide valuable infor-
mation to the security community, while protecting the 
trust of our clients.

For those not familiar with the APT, this report is 
intended to provide insight into why organizations 
should be concerned; how organizations get compro-
mised; and the major challenges in dealing with the 
threat. 

For those intimately familiar with the APT, this report 
provides a wide-angle perspective of the breadth of 
attacks that supports ongoing analysis of big-picture 
trends. 

M-Trends is a report prepared by  
MANDIANT consultants and computer 
security professionals who specialize in 
investigating computer network intrusions. 
This report details threat intelligence learned 
while conducting intrusion investigations for 
the U.S. government, the defense industrial 
base, and commercial organizations.

All information contained in this report is derived from 
MANDIANT personnel in unclassified environments. 
Information has been sanitized to protect identities of 
victims and data. 

The inaugural release of M-Trends focuses on the  
Advanced Persistent Threat (APT). MANDIANT defines 
the APT as a group of sophisticated, determined and 
coordinated attackers that have been systematically 
compromising U.S. government and commercial  
computer networks for years. The vast majority of  
APT activity observed by MANDIANT has been linked 
to China. 

Because of the sensitive nature of any network 
intrusion, many organizations are reluctant to discuss 
the extent of the APT threat or disclose data gathered 
during a response to a breach. This reality makes it 
difficult to detect and correlate attack trends across 
multiple industries. 

WHAT IS M-TRENDS?

Source: MANDIANT
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Targeted Attacks: APTs (2)
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Source: MANDIANT
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While the APT continues to adapt and become more 
sophisticated, the attackers still rely on simple 
techniques to gain access to a victim network. The 
following trends have been identified throughout 
the majority of engagements and incident responses 
MANDIANT has conducted.

TREND: THE APT CONTINUES TO USE  
A REPETITIVE AND IDENTIFIABLE  
TARGETING AND EXPLOITATION CYCLE

STEP 1

Reconnaissance

In every intrusion investigated by MANDIANT, the APT 
used a consistent exploitation cycle. The attackers 
typically perform reconnaissance on the target prior 
to exploitation. Through this reconnaissance, the 
attackers identify individuals of interest and develop 
methods of potential access to the target. Targeted 
individuals range from senior leadership to researchers 
to administrative assistants. In multiple cases, 
MANDIANT identified a number of public website 
pages from which a victim’s contact information was 
extracted and subsequently used in targeted social 
engineering messages.

SECTION II 
[  HIGH-LEVEL TRENDING AND CORRELATION  ]

Reconnaissance
STEP 1

Maintain Persistence
STEP 7

Initial Intrusion into the Network
STEP 2

Establish a Backdoor into the Network
STEP 3

Obtain User Credentials
STEP 4

Install Various Utilities
STEP 5

Privilege Escalation / Lateral  
Movement / Data Exfiltration

STEP 6

EXPLOITATION LIFE CYCLE 
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M A N D I A N T  M - T R E N D S   [  the advanced persistent threat  ]

The encryption is not always SSL. We also found 
encrypted commands sent in cleartext HTML web 
pages. 

Most APT malware is not packed, because packing 
is relatively easily detected. APT malware that is 
packed is often more advanced and may contain 
optimizations or routines that appear to be written 
directly in assembly language instead of a higher-level 
programming language. APT attackers that use packed 
malware are usually more advanced in their skills. They 
are typically found in more critical targets, such as 
those with access to more sensitive information.

APT MALWARE COMMUNICATION
100% of APT backdoors made only outbound connections 

Used another 
port 17%

Used TCP port
80 or 443 83%

PORT 80 AND 443 COMMUNICATION

Communicated 
in the clear
29%

Used encrypted 
communication 

71%

Because APT malware is difficult to detect, simple 
malware signatures such as MD5 hashes, filenames, 
and traditional anti-virus methods usually yield a low 
rate of true positives. APT malware shares similar 
characteristics, and profiling APT malware from 
multiple victims provides the best chance of positive 
identification. 

APT MALWARE BACKDOORS

APT: Persistence Backdoors
60% of APT backdoor samples were persistent 
on the machine 

APT: Non-Persistent Backdoors
30% used process injection to avoid detection 

HKLM Run 
Registry Key 21%

Other 3%

Windows 
Service 76%

In no instance was any APT malware  
written or configured to listen for 
inbound connections. 

APT hides in network traffic through: 
1. Encrypted web traffic. 
2. Using web sites that use spoofed  
 certificates.
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Targeted Attacks: Activist Hacking

11

Source: Wikipedia
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Defender Strategies
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Challenges
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Varying threat models.
No ring rules them all.

Semantic complexity.
The action is really at the application-layer.

Volume and variability.
Network traffic is an enormous haystack.

Legal and ethical frameworks.
Not everything you can do, you may.
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Defender Strategies
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Creating visibility.
Instrument the network comprehensively.

Analyze semantics.
Not bytes.

Share intelligence.
“The good guys share, too!”

Active response.
Blacklist, or whitelist, what you know.
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> bro -i en0 
[ ... wait ...]
> cat conn.log

#fields ts       id.orig_h        id.orig_p [...] host             uri                  status_code  user_agent [...]
1144876741.6335  192.150.186.169  53116           docs.python.org  /lib/lib.css         200          Mozilla/5.0
1144876742.1687  192.150.186.169  53116           docs.python.org  /icons/previous.png  304          Mozilla/5.0 
1144876741.2838  192.150.186.169  53115           docs.python.org  /lib/lib.html        200          Mozilla/5.0 
1144876742.3337  192.150.186.169  53116           docs.python.org  /icons/up.png        304          Mozilla/5.0 
1144876742.3337  192.150.186.169  53116           docs.python.org  /icons/next.png      304          Mozilla/5.0
1144876742.3337  192.150.186.169  53116           docs.python.org  /icons/contents.png  304          Mozilla/5.0 
1144876742.3337  192.150.186.169  53116           docs.python.org  /icons/modules.png   304          Mozilla/5.0 
1144876742.3338  192.150.186.169  53116           docs.python.org  /icons/index.png     304          Mozilla/5.0 
1144876745.6144  192.150.186.169  53117            www.google.com  /                    200          Mozilla/5.0

> cat http.log

#fields ts        id.orig_h        id.orig_p   id.resp_h        id.resp_p proto   service   duration
1144876741.1198  192.150.186.169 53115      82.94.237.218   80        tcp    http     16.14929  
1144876612.6063  192.150.186.169 53090      198.189.255.82  80        tcp    http     4.437460 
1144876596.5597  192.150.186.169 53051      193.203.227.129 80        tcp    http     0.372440 
1144876606.7789  192.150.186.169 53082      198.189.255.73  80        tcp    http     0.597711  
1144876741.4693  192.150.186.169 53116      82.94.237.218   80        tcp    http     16.02667 
1144876745.6102  192.150.186.169 53117      66.102.7.99     80        tcp    http     1.004346 
1144876605.6847  192.150.186.169 53075      207.151.118.143 80        tcp    http     0.029663
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Creating Visibility with Bro

#fields ts       id.orig_h        id.orig_p [...] host             uri                  status_code  user_agent [...]
1144876741.6335  192.150.186.169  53116           docs.python.org  /lib/lib.css         200          Mozilla/5.0
1144876742.1687  192.150.186.169  53116           docs.python.org  /icons/previous.png  304          Mozilla/5.0 
1144876741.2838  192.150.186.169  53115           docs.python.org  /lib/lib.html        200          Mozilla/5.0 
1144876742.3337  192.150.186.169  53116           docs.python.org  /icons/up.png        304          Mozilla/5.0 
1144876742.3337  192.150.186.169  53116           docs.python.org  /icons/next.png      304          Mozilla/5.0
1144876742.3337  192.150.186.169  53116           docs.python.org  /icons/contents.png  304          Mozilla/5.0 
1144876742.3337  192.150.186.169  53116           docs.python.org  /icons/modules.png   304          Mozilla/5.0 
1144876742.3338  192.150.186.169  53116           docs.python.org  /icons/index.png     304          Mozilla/5.0 
1144876745.6144  192.150.186.169  53117            www.google.com  /                    200          Mozilla/5.0
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Creating Visibility: Encryption

“Auditing SSHD”

165&

Solu5on&Overview&

PARENT'
SSHD'

CHILD'
SSHD'

SSLOGMUX'

BROPIPE'

STUNNEL'

Source: Scott Campbell / NERSC
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NERSC Computer Use Policies Form
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system resources. 

Data Retention 
NERSC reserves the right to remove any data at any time and/or transfer data to 
other individuals working on the same or similar project once a user account is 
deleted or a person no longer has a business association with NERSC. 

Account Usage 
Users are not allowed to share their accounts with others. 

Monitoring and Privacy 
Users have no explicit or implicit expectation of privacy.  NERSC retains the right 
to monitor the content of all activities on NERSC systems and networks and 
access any computer files without prior knowledge or consent of users, senders 
or recipients.  NERSC may retain copies of any network traffic, computer files or 
messages indefinitely without prior knowledge or consent. 

NERSC personnel and users are required to address, safeguard against and 
report misuse, abuse and criminal activities.  Misuse of NERSC resources can 
lead to temporary or permanent disabling of accounts, loss of DOE allocations, 
and administrative or legal actions. 

revision 1.1 date: 2007/October/11 20:06:56 

 

Sign and return to NERSC: 
by Upload (preferred): Create an image copy of the        

completed and signed form in either 

.pdf, .jpeg, .png, or .gif format 
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The Security Fence
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Additional resources
Association of American Editorial Cartoonists 
http://editorialcartoonists.com/

More by Clay Bennett
http://editorialcartoonists.com/cartoon/browse.cfm/BenneC/

More by Dennis Draughon
http://editorialcartoonists.com/cartoon/browse.cfm/DraugD/

Between the lines
The issue of curbing civil
liberties in the name of
national security has been
argued vigorously in the
wake of the 9/11 attacks
and the passage of the
Patriot Act . Should peo-
ple be willing to give up
certain liberties protect-
ed by the Constitution
and the Bill of Rights in
exchange for protection
against terrorism?

Cartoons for the Classroom is available through Newspaper in Education programs. Copyright Online Publications Inc. and NIEonline.com

Cartoons for the Classroom
Presented by NIEonline.com and the Association of American Editorial Cartoonists (AAEC)

Liberty vs.
security

Get out your newspaper
Gather a collection of political cartoons from your newspaper.
Using the Cartoon Evaluation Worksheet (available online at the
NIE Website) analyze each cartoon and explain the issues
addressed and determine the artist’s point of view.

Talking points
1.  Clay Bennett’s cartoon illustrates the problem of
Liberty  vs. Security succinctly.  Workers are peeling
away layers of privacy to build a security fence.
Notice that in Bennett’s toon, as security increases,
privacy decreases. What’s the right balance? How
much privacy should we give up to gain security?
2.  Is the right to privacy specific or implied? The
First Amendment protects freedom of speech, press,
religion, assembly and and the right to  petition the
government. It says nothing about a right to privacy.
Why not? What’s changed since the Constitution was
written? 
3. In Draughon’s toon, security has become a cage.
The eagle is safe, but at what cost? What did the
artist mean by lining the bottom of the cage with the
Bill of Rights?

Cartoon Courtesy Clay Bennett / The Christian Science Monitor

Cartoon Courtesy Dennis Draughon  / Freelance
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Analyzing Semantics

Example: Finding downloads of known malware.
 

1. Find and parse all Web traffic.
2. Find and extract binaries.
3. Compute hash and compare with database.
4. Report, and potentially kill, if found.

19

Tap

Internet Internal 
Network

IDS

10GE
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Method Path Version Header

HTTP 
Analysis

HTTP

Port-independent Application Analysis

20

GET /virus.exe HTTP/1.1\nServer:  ...

SSH-<n>.<m>-

SSH ???Version

If it parses 
right

Request for /virus.exe Web 
Server

Web 
Client

1.2.3.4/4321 5.6.7.8/5555

Not SSH

Bro’s Dynamic Protocol Detection
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Identifying HTTP Servers
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a198-189-255-200.deploy.akamaitechnolgies.com
a198-189-255-216.deploy.akamaitechnolgies.com
a198-189-255-217.deploy.akamaitechnolgies.com
a198-189-255-230.deploy.akamaitechnolgies.com
a198-189-255-225.deploy.akamaitechnolgies.com
a198-189-255-206.deploy.akamaitechnolgies.com
a198-189-255-201.deploy.akamaitechnolgies.com
a198-189-255-223.deploy.akamaitechnolgies.com

72.21.91.19
a198-189-255-208.deploy.akamaitechnolgies.com
a198-189-255-207.deploy.akamaitechnolgies.com

nuq04s07-in-f27.1e100.net
a184-28-157-55.deploy.akamaitechnologies.com
a198-189-255-224.deploy.akamaitechnolgies.com
a198-189-255-209.deploy.akamaitechnolgies.com
a198-189-255-222.deploy.akamaitechnolgies.com
a198-189-255-214.deploy.akamaitechnolgies.com

nuq04s06-in-f27.1e100.net
upload-lb.pmtpa.wikimedia.org

nuq04s08-in-f27.1e100.net

Server Addresses 
ad.doubleclick.net
ad.yieldmanager.com

b.scorecardresearch.com
clients1.google.com

googleads.g.doubleclick.net
graphics8.nytimes.com

l.yimg.com
liveupdate.symantecliveupdate.com

mt0.google.com
pixel.quantserve.com
platform.twitter.com
profile.ak.fbcdn.net

s0.2mdn.net
safebrowsing-cache.google.com

static.ak.fbcdn.net
swcdn.apple.com

upload.wikimedia.org
www.facebook.com

www.google-analytics.com
www.google.com

HTTP Host Headers 

http://www.facebook.com
http://www.facebook.com
http://www.google-analytics.com
http://www.google-analytics.com
http://www.google.com
http://www.google.com
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Performance Challenges
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Data: Leibniz-Rechenzentrum, München
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Load-balancing Architecture
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Sharing Intelligence

REN-ISAC’s Security Event System
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Source: REN-ISACs
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Real-time Intelligence with Bro
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Bro Policy 
Script

Output 
Framework

ASCII

Input 
Framework

External 
Partners

ASCII
Binary
DBs

Binary
DBs

Python

Python
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Active Response
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Interface to the network layer.
Kill sessions.
Block hosts (local, remote).
Block applications (static, dynamically).

The Extreme: White-list activity.
Destinations, applications, services.
Technically challenging, need full proxy.
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Conclusion
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Today’s Threats
Commercialization of Attacks
Highly Targeted Attacks
Insider Attacks

Defender Strategies
Creating visibility.
Analyze semantics.
Share intelligence.
Active response.

Understand semantics, put activity into broader 
context, react, and share your knowledge.
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Thanks for your attention.
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