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Today’s Threats.

Deep Packet Inspection at High Speed

Semantic Analysis at Global Scale
The ICSI SSL Notary
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Trend 1: Commercialization of attacks
Thriving underground economy (“Crime-as-a-Service”).
Bear Race: Attack is good enough if it pays.

Trend 2: High-skill / high-resource attacks.
Activist Hacking.
Advanced Persistent Threats.

1www.mandiant.com

Because MANDIANT responds to hundreds of APT 
intrusions across a broad spectrum of government and 
commercial industries, we have a unique perspective 
on the widespread scope of the APT. As a result, 
M-Trends provides first-hand accounts of real intru-
sions that illustrate trends in attack methodologies; 
technology used to accomplish the attacks; and the 
types of data that have been stolen. 

The intent of M-Trends is to provide valuable infor-
mation to the security community, while protecting the 
trust of our clients.

For those not familiar with the APT, this report is 
intended to provide insight into why organizations 
should be concerned; how organizations get compro-
mised; and the major challenges in dealing with the 
threat. 

For those intimately familiar with the APT, this report 
provides a wide-angle perspective of the breadth of 
attacks that supports ongoing analysis of big-picture 
trends. 

M-Trends is a report prepared by  
MANDIANT consultants and computer 
security professionals who specialize in 
investigating computer network intrusions. 
This report details threat intelligence learned 
while conducting intrusion investigations for 
the U.S. government, the defense industrial 
base, and commercial organizations.

All information contained in this report is derived from 
MANDIANT personnel in unclassified environments. 
Information has been sanitized to protect identities of 
victims and data. 

The inaugural release of M-Trends focuses on the  
Advanced Persistent Threat (APT). MANDIANT defines 
the APT as a group of sophisticated, determined and 
coordinated attackers that have been systematically 
compromising U.S. government and commercial  
computer networks for years. The vast majority of  
APT activity observed by MANDIANT has been linked 
to China. 

Because of the sensitive nature of any network 
intrusion, many organizations are reluctant to discuss 
the extent of the APT threat or disclose data gathered 
during a response to a breach. This reality makes it 
difficult to detect and correlate attack trends across 
multiple industries. 

WHAT IS M-TRENDS?

Source: MANDIANT
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Trend 1: Commercialization of attacks
Thriving underground economy (“Crime-as-a-Service”).
Bear Race: Attack is good enough if it pays.

Trend 2: High-skill / high-resource attacks.
Activist Hacking.
Advanced Persistent Threats.

Trend 3: Insider Attacks
Sabotage
Exfiltration
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Tap

Internet Internal 
Network

IDS

Analyzing Semantics

1. Find and parse all Web traffic.
2. Find and extract binaries.
3. Compute hash and compare with database.
4. Report, and potentially kill, if found.
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Example: Finding downloads of known malware.
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Traditional Gap: Research vs. Operations

Conceptually simple tasks can be hard in practice.
Academic research often neglects operational constraints.
Operations cannot leverage academic results. 

We focus on working with operations.
Close collaborations with several large sites.
Extremely fruitful for both sides.

9
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Research Platform: Bro

Originally developed by Vern Paxson in 1996.

Open-source, BSD-license, maintained at ICSI.

In operational use since the beginning. 

Conceptually very different from other IDS.

10

http://www.bro.org

http://www.bro-ids.org
http://www.bro-ids.org
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Event EngineProtocol Decoding

Policy Script InterpreterAnalysis Logic

Logs

Events

Packets

Notification
“User Interface”
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Architecture
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Task: Report all Web requests for files called “passwd”.
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event http_request(c: connection,         # Connection.
                   method: string,        # HTTP method.
                   original_URI: string,  # Requested URL.
                   unescaped_URI: string, # Decoded URL.
                   version: string)       # HTTP version.
{
    if ( method == "GET" && unescaped_URI == /.*passwd/ )
        NOTICE(...); # Alarm.
}

Task: Report all Web requests for files called “passwd”.

12

Script Example: Matching URLs
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Task: Count failed connection attempts per source address.

13

Script Example: Scan Detector
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global attempts: table[addr] of count &default=0;

event connection_rejected(c: connection)
{
        local source = c.id.orig_h;     # Get source address.
        local n = ++attempts[source];   # Increase counter.
        if ( n == SOME_THRESHOLD )      # Check for threshold.
            NOTICE(...);                # Alarm.
}

Task: Count failed connection attempts per source address.

13

Script Example: Scan Detector
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Installations across the US
Universities

Research Labs
Supercomputer Centers

Fortune 50 Industry

Recent User Meetings
Bro Workshop 2011 at NCSA
Bro Exchange 2012 at NCAR

Each attended by about 50 operators from 
from 30-35 organizations 

Examples
Lawrence Berkeley National Lab

Indiana University
National Center for Supercomputing Applications

National Center for Atmospheric Research
... and many more sites

Fully integrated into Security Onion
Popular security-oriented Linux distribution

http://ncar.ucar.edu/
http://ncar.ucar.edu/
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Bro History 

1995 20101996 2012

Vern writes 1st 
line of code

2013

Bro SDCI

v2.0
New Scripts

v0.2
1st CHANGES

entry

v0.6
RegExps

Login analysis

v0.8aX/0.9aX
SSL/SMB

STABLE releases
BroLite

v1.1/v1.2
when Stmt
Resource 

tuning
Broccoli

DPD

v1.5
BroControl

v0.7a90
Profiling

State Mgmt
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DHCP/BitTorrent

HTTP entities
NetFlow

Bro Lite Deprecated
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64-bit support
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numbers
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HTTP analysis
Scan detector
IP fragments
Linux support

v0.7a175/0.8aX 
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SMTP
IPv6 support
User manual
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Consistent 
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Ctor expressions

GeoIP
Conn Compressor

0.8a37
Communication

Persistence
Namespaces
Log Rotation

LBNL starts 
using Bro
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v2.1
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Input Framew.

(v2.2)
File Analysis

Summary Stat.
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Example: Processing performance
LBNL operations had trouble keeping up.
Research question: How can Bro scale up?
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Cluster goes Operation

Load-balancer operates a line-rate.
1. Receive packet.
2. Calculate hash.
3. Rewrite MAC address.
4. Send packet out.

Research prototype limited to 2 Gb/s.
Linux box using kernel-level Click.

LBNL wanted reliable 10 Gb/s device.
No robust line-rate solution available in 2007.
Eventually contracted vendor to build device.

17
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cFlow: 10GE line-rate, stand-alone load-balancer

10 Gb/s in/out
Web & CLI

Filtering capabilities

Available from cPacket
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Source: ESNet
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Going Multi-Core

Bro is single-threaded
Backends have multiple cores, which are mostly idling.
Work-around: “Cluster in a box”

We really want multi-threading.
Needs to scale well with increasing numbers of cores.
Needs to be transparent to the operator.

For some IDS, that’s not so hard.
For others, it is ...

22
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Network

Packets
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Script Threads
Scripting Language

Event Engine
 Threads

“Cluster in a Box”

Packet Analysis

Detection Logic

Dispatcher Packet Dispatcher (NIC)

How to parallelize
a scripting language?
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Host Application

Application 
Core

C 
Interface 

Stubs

Native 
Executable

Analysis 
Specification

Native Object 
Code

System 
Linker

Analysis 
Compiler

HILTI  
Machine Code

HILTI 
Compiler

Runtime 
Library

HILTI Machine Environment OS Toolchain

hilti-build

hiltic

HILTI Toolchain

27

A High-Level Intermediary Language for Traffic Inspection
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HILTI Goals

Compiling analyses into native code.
Performance and concurrency.

Backend for parser generation.
A “yacc” for network protocols.

Secure execution environment.
Sandboxed execution.

Platform for optimization.
Whole program analysis just-in-time.

Abstraction-layer for hardware capabilities.
Integrate custom hardware transparently.
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Gaining a Global Perspective
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Using Bro for Large-scale Data Collection



UW Madison

ICSI SSL Notary

30

Bro

Internal SSL 
Clients

External SSL 
Servers

Outgoing Sessions

Certificates
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SSL Certificate Notary
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# dig txt C1956DC8A7[...]3358.notary.icsi.berkeley.edu
  [...]
  ;; ANSWER SECTION:
  C1956DC8A7[...]3358.notary.bro-ids.org. 2100 IN TXT \
      "15387 15450 64"
  [...]

! ! Days first seen 
! ! ! ! Most recent day seen
! ! ! ! !      Number of days reported
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Data Set
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Site Users Certificates
Total

Certificates
Notary

Sessions Duration (days)

University 1 90,000 50M 972K 13.1G 579

University 2 50,000 993K 383K 6.8G 441

University 3 3,000 14K 8.8K 10M 142

University 4 30,000 305K 176K 864M 287

University 5 100,000 699K 330K 7.9G 291

University 6 10,000 99K 69K 1.2G 273

Research Lab 1 250 564K 44K 163M 511

Research Lab 2 4,000 236K 141K 1.2G 476

Gov. Network 50,000 166K 161K 720M 318

Backbone Net. 30,000 34K 32K 636M 141

Total (Unique) 314,250 52.2M 1.3M 32.7G -

August 2013
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Collected Features
! Server Certificate
! Available ciphers
! Client SSL Extensions 
! Server SSL Extensions 
! Hash(Client, Server)
! Hash(Client, SNI) 
! Hash(Client Session ID)
! Hash(Server Session ID) 
! Selected Cipher
! Server Name Indication 
! Ticket Lifetime Hint 
! Timestamp
! SSL Protocol Version
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http://notary.icsi.berkeley.edu

34



UW Madison

Summary

35



UW Madison

Summary

New Attack Trends.
Underground economy, targetted attacks.

35



UW Madison

Summary

New Attack Trends.
Underground economy, targetted attacks.

Bro.
From research to operations.

35



UW Madison

Summary

New Attack Trends.
Underground economy, targetted attacks.

Bro.
From research to operations.

Performance.
Scaling Bro Clusters to 100 Gbits/sec.

35



UW Madison

Summary

New Attack Trends.
Underground economy, targetted attacks.

Bro.
From research to operations.

Performance.
Scaling Bro Clusters to 100 Gbits/sec.

Large-scale data collection.
Analyzing the global SSL landscape.
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Robin Sommer
International Computer Science Institute, &

Lawrence Berkeley National Laboratory 

robin@icsi.berkeley.edu
http://www.icir.org/robin

Thanks for your attention.
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