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Today’s Lecture

Finish discussion of Denial-of-Service (DoS)

Begin discussion of crypto technology in practice

Goal #1: overview of the most prominent Internet
security protocol

— SSL/TLS: transport-level (process-to-process)
on top of TCP
» Secures the web via HTTPS

— (Next lecture: DNSSEC, securing domain name lookups)

Goal #2: cement understanding of crypto building
blocks & how they're used together



Practical Defense: SYN Cookies

* Server: when SYN arrives, encode critical state

entirely within

—Vy = encoding of necessary state, using server secret

* When ACK of SYN-ACK arrives, server only

creates state if value of y from it agrees w/ secret

Client (initiator) Server

S

YN’ SeqNUm =X

cookiey =<t, m, S>
t = 5-bit timestamp that advances every 64 seconds
m = 3 bits for encoding TCP options
S = bottom 24 bits of SHA-1(4-tuple, t, server secret)

creates
y validates

] )



Cookies: Discussion

* lllustrates general strategy: rather than holding
state, encode it so that it is returned when
needed

* For SYN cookies, attacker must complete
3-way handshake in order to burden server
— Can’t use spoofed source addresses

* Note #1: strategy requires that you have
enough bits to encode all the critical state
— (This is just barely the case for SYN cookies)

* Note #2: if it's expensive to generate or check
the cookie, then it's not a win



TCP SYN Flooding, con’t

« Approach #4: spread service across lots of

— This is a general defense against a wide range
of DoS threats (including application-layer)

— If servers are at different places around the
network, protects against network-layer DoS too

e But: costs $%

* And: some services are not easy to divide up

— Such as when need to modify common database
« E.g. a multi-player real-time game



Application-Layer DoS

« Rather than exhausting network or memory
resources, attacker can overwhelm a
service’s processing capacity

* There are many ways to do so, often at little
expense to attacker compared to target
(asymmetry)



greddit hot new browse stats

This link runs a slooon the RIAA's server. Don't click it; that would be

Wrong. (tinyurl.com)
814 points posted 8 days ago by keyboard_user 211 comments




Application-Layer DoS, con’t

Rather than exhausting network or memory resources,
attacker can overwhelm a service’s processing capacity

There are many ways to do so, often at little expense to
attacker compared to target (asymmetry)

Defenses against such attacks?

Approach #1: Only let legit users to issue expensive
requests

— Relies on being able to identify/authenticate them

— Note: that this itself might be expensive!
Approach #2: Look for clusters of similar activity

— Arms race w/ attacker AND costs collateral damage

Approach #3: distribute service across multiple physical

servers ($$9)



Securing
Internet Communication



Channel vs. Object Security

Channel security = securing a means of
communication

Object security = securing data values

CIA applies to both of them
— But with different design implications

TLS provides channel security



Building Secure End-to-End Channels

. = communication protections
achieved all the way from originating client
to intended server

— With no need to trust intermediaries

* Dealing with threats:
— Eavesdropping?
(including session keys)
— Manipulation (injection, MITM)?
. (use of a MAC); replay protection

_ Impersonation? What's missing?
Availability ... )



Building A Secure End-to-End
Channel: SSL/TLS

 SSL = Secure Sockets Layer (predecessor)
 TLS = Transport Layer Security (standard)

— Both terms used interchangeably

* Notion: provide means to secure application
that uses TCP



SSL/TLS In Network Layering

¥4 Application
V4 Application SSL/TLS
4 Transport 4 Transport (TCP)
3 (Inter)Network 3 (Inter)Network
2 Link 2 Link
1 Physical 1 Physical




Building A Secure End-to-End
Channel: SSL/TLS

 SSL = Secure Sockets Layer (predecessor)
 TLS = Transport Layer Security (standard)

— Both terms used interchangeably

* Notion: provide means to secure any application
that uses TCP

— Secure = encryption/confidentiality + integrity +
authentication (of server, but typ. not of client)

— E.g., puts the ‘s’ in “https”
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EECS at UC Berkeley | - Web Surfing with TLS/SSL —
berkeley.edu https: URL + a4 @ =

About - Academics- Research- - Connect-

Note: site needs to make sure that all of its
images, links, etc., are now also fetched
via https: URLs.

Doing so gives the web page full integrity,
In keeping with end-to-end security.

Research People

Our research areas include comouter



Building A Secure End-to-End
Channel: SSL / TLS

SSL = Secure Sockets Layer (predecessor)
TLS = Transport Layer Security (standard)

— Both terms used interchangeably

Notion: provide means to secure any application
that uses TCP

— Secure = encryption/confidentiality + integrity +
authentication (of server, but typ. not of client)

— E.g., puts the ‘s’ in “https”

API similar to “socket” interface used for regular
network programming

— Fairly easy to convert an app to be secured



HTTPS Connection (SSL / TLS)

Browser (client) connects via
TCP to Amazon's HTTPS server

Client picks 256-bit random
number Rg, sends over list of
crypto protocols it supports

Server picks 256-bit random
number Rq, selects cipher suite
to use for this session

Server sends over its certificate
(all of this is in the clear)

Client now validates cert

Amazon
Browser
Server
w}




HTTPS Connection (SSL /TLS), con’t

Amazon

For RSA, browser constructs long  Browser

(368 bits) “Premaster Secret” PS

Browser sends PS encrypted using
Amazon's public RSA key K4 .,0n

Using PS, Rg, and Rg, browser &
server derive symm. cipher keys
(Cg, Cs) & MAC integrity keys (lg, |5)
— One pair to use in each direction

PS

Server

PS



HTTPS Connection (SSL /TLS), con’t

 For RSA, browser constructs Iong Browser

(368 blts) ‘Premaster Secret” PS

« Browser sends PS encrypted using
Amazon's public RSA key K4, .,0n

Using PS, RB, and R., Browser & PS;
server gerive symm. cipher keys
(Cg, Cs) &AMAC integrity keys (lg, |5)
Ir to\use in each direction

PS is used as the key for iterative H
iInvocations on Ry || Rg. Browser &
use the output to generate Cg, Cg,

Amazon
Server
dere S my cert
3 kB of gt
2—
{PS Ko,
PS
\
MAC
server
elc.
)



HTTPS Connection (SSL /TLS), con’t

Amazon

« For RSA, browser constructs long  Browser

(368 bits) “Premaster Secret” PS

« Browser sends PS encrypted using
Amazon's public RSA key K4 .70n

* Using PS, Ry, and Rg, browser &
server derive symm. cipher keys
(Cg, Cg) & MAC integrity keys (lg, lg)

— One pair to use in each direction

« Browser & server exchange MACs

computed over entire dialog so far

» |f good MAC, Browser displays ,

« All subsequent communication
encrypted w/ symmetric cipher (e.g.,
AES128) cipher keys, MACs

— Messages also numbered to thwart
replay attacks

PS

Server

5 KB of date
~2=

{PS}KAm

' MAC .
W
MAC(dialog,\s

PS



Alternative: Key Exchange via Diffie-Hellman

For Diffie-Hellman, server
generates random a, sends
public params and g2 mod p

— with server’s public key
Browser verifies signature

Browser generates random Db,
computes PS = g@® mod p, sends
to server

Server also computes
PS = g2 mod p

Remainder is as before: from
PS, Rg, and Rg, browser &
server derive symm. cipher keys
(Cg, Cs) and MAC integrity keys
(I, Is), etc...

Browser

PS |

Amazon
Server

PS




5 Minute Break

Questions Before We Proceed?




HTTPS Connection (SSL / TLS)

Browser (client) connects via
TCP to Amazon's HTTPS server

Client picks 256-bit random
number Rg, sends over list of
crypto protocols it supports

Server picks 256-bit random
number Rg, selects cipher suite
use for this session

Server sends over its certificate
(all of this is in the clear)

Client now validates cert

Amazon

Browser
Server




Certificates

Cert = signed statement about someone’s public key

— Note that a cert does not say anything about the identity of
who gives you the cert

— It simply states a given public key Ky, belongs to Bob ...

e ...and this statement with a digital signature made using a
public/private key pair, say from Alice

Bob then can prove his identity to you by you sending
him something encrypted with K, ...

— ... which he then demonstrates he can read
... or by signing something he demonstrably uses

Works provided you that you have a valid copy
of Alice’s public key ...
— ....and you Alice to use prudence when she signs

other people’s keys, such as Bob’s



What’s Inside
Amazon’s Cert?



/ @ Amazon.com: Online Shop...
J

€ 9 00\ https://www.amazon.com

.o I ! ! E. Ei Verified by: Symantec Corporation |




00 Page Info - https://www.amazon.com/

General Permissions REET14Y

Website Identity

Website: www.amazon.com
Owner:
Verified by:

not supply ownership information.
Symantec Corporation

View Certificate

Privacy & History

Have | visited this website prior to today? Yes, 29 times
Is this website storing information (cookies) on my computer? Yes View Cookies
Have | saved any passwords for this website? No View Saved Passwords

Technical Details

Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_ 128 GCM_SHA256, 128 bit keys, TLS 1.2)
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult for unauthorized people to view information traveling between computers. It is therefore unlikely that anyone
read this page as it traveled across the network.

This website supplies publicly auditable Certificate Transparency records.



00 Page Info - https://www.amazon.com/

General Permissions REET14Y

Website Identity

Website: www.amazon.com
Owner: This website does not supply ownership information.
Verified by: Symantec Corporation

Privacy & History

Have | visited this website prior to today? Yes, 29 times
Is this website storing information (cookies) on my computer? Yes
Have | saved any passwords for this website? No

View Certificate

View Cookies

View Saved Passwords

Technical Details

Connection Encrypted(TLS_ECDHE_RSA _WITH_AES_ 128 GCM_SHA256, 128 bit keys, TLS 1.2

The page you are viewing was encry

Encryption makes it difficult for unauthorized people to view information traveling between computers. It is therefore unlikely that anyone

read this page as it traveled across the network.
This website supplies publicly auditable Certificate Transparency records.



Certificate Viewer: "www.amazon.com”
" General [TATY

This certificate has been verified for the following uses:
SSL Client Certificate

SSL Server Certificate

Issued To
Common Name (CN) www.amazon.com
Organization (O) Amazon.com, Inc.

Organizational Unit (OU) <Not Part Of Certificate>

Serial Number

Issued By
Common Name (CN)
Organization (O)

1D:4A:BD:AA78:D0O:SA:FE:79:9D:41:BC:EB:7A:76:62

Symantec Class 3 Secure Server CA - G4
Symantec Corporation

Organizational Unit (OU) Symantec Trust Network

Period of Validity
Begins On
Expires On

Fingerprints
SHA-256 Fingerprint

SHA1 Fingerprint

October 30, 2016
December 31, 2017

6A:AQ:AB:97:D0:F9:FP1:50:58:96:31:38B:E2:37:2D:C3:
94:BD:42:77:57:F6:BD:B6:2D:DE:80:ED:54:04:19:0D

EF:14:6C:F1:5C:4A:F8:4D:BA:83:C2:1E:6C:5B:ED:C4:FA:34:1C:3E



Certificate Viewer: “www.amazon.com”
General

Certificate Hierarchy

¥ VeriSign Class 3 Public Primary Certification Authority - G5
¥ Symantec Class 3 Secure Server CA - G4
www.amazon.com

Certificate Fields

Issuer
¥ Validity
Not Before
Not After
| swject
¥ Subject Public Key Info
Subject Public Key Algorithm
Subject’s Public Key
¥V Extensions
Field Value

CN = www.amazon.com

0 = "Amazon.com, Inc."
L = Seattle
ST = Washington
Cc = Us
Export...



® Certificate Viewer: “www.amazon.com”

_General RUECTCN

Certificate Hierarchy

¥ VeriSign Class 3 Public Primary Certification Authority - G5
¥ Symantec Class 3 Secure Server CA - G4

www.amazon.cocm

Certificate Fields
¥ Validity
Not Before
Not After
Subject
¥ Subject Public Key Info
Subject’s Public Key
¥V Extensions
Certificate Subject Alt Name

RSA Encryption

Export...



Certificate Viewer: “www.amazon.com”

_General RUECICY

Certificate Hierarchy

¥ VeriSign Class 3 Public Primary Certification Authority - G5
¥ Symantec Class 3 Secure Server CA - G4
www.amazon.com

Certificate Fields

¥ Validity
Not Before
Not After
Subject
¥ Subject Public Key Info
Subject Public Key Algorithm

Subject’s Public Key

¥ Extensions
Certificate Subject Alt Name
Field

Modulus (2048 bits):
A 28 C B 1f 1c dé6 74 d9 Bf fd 78 <0

23 cB Bf 28 5¢c 39 5e 72 b4 46 50 0d bb 5f b5 &B
bl 3b 14 e9 1b 64 a5 93 61 88 dé 9c ed 11 2a 6B
a4 19 9
Ob £3 0
3d dB 3
cd a6 d
79 5f 1c 94 9f 9B 3d 13 4b 75 05 35 a4 33 5¢ 4c
45 Q- K7 Q94 fo 28 4% A2 R? rd 07 f3 bd 32 A7 ~0

Export...



Certificate Viewer: “www.amazon.com”

_General RUECTCN

Certificate Hierarchy

¥ VeriSign Class 3 Public Primary Certification Authority - G5
¥ Symantec Class 3 Secure Server CA - G4
www.amazon.com

Certificate Fields

¥ Validity
Not Before
Not After
Subject
¥ Subject Public Key Info
Subject Public Key Algorithm
Subject’s Public Key
¥V Extensions
Certificate Subject Alt Name
Field Value

UC @< UD DY Cb 4b &Y 44 U4 as SR Ia /a b1 ¥/ &c
e3 fa 5a 32 09 a3 3e 00 5e 58 57 d6 5b 51 12 2e
c5 BB 99 39 6d ee d9 ae ba 57 36 30 09 16 b6 11
db 4B 6c f0 Ob 3b £7 52 ac 53 40 b9 ald 21 2a aa
45 37 43 Bl e3 67 75 eB BS 94 3B aB Bc B8 70 <9
2f 9d 76 60 02 49 06 67 d0O 3c 8e df 55 0b 57 27

Exponent\ (24 bits):
65537

Expo



Certificate Viewer: “www.amazon.com”

_General RUECTCN

Certificate Hierarchy

¥ VeriSign Class 3 Public Primary Certification Authority - G5
¥ Symantec Class 3 Secure Server CA - G4
www.amazon.com

Certificate Fields

¥ Subject Public Key Info
Subject Public Key Algorithm
Subject’'s Public Key

¥V Extensions

Certificate Subject Alt Name

Certificate Basic Constraints
Certificate Key Usage
Extended Key Usage
Certificate Policies

Field Value

/ﬁs Name: amazon.com \

DNS Name: amzn.com

DNS Name: uedata.amazon.com
DNS Name: us.amazon.com

DNS Name: www.amazon.com

DNS Name: www.amzn.com

DNS Name: corporate.amazon.com
DNS Name: buybox.amazon.com
QS Name: iphone.amazon.com J

NS Name: vn.amaznn.com

Export...




Certificate Viewer: “www.amazon.com”

_General RUECTCN

Certificate Hierarchy

¥ VeriSign Class 3 Public Primary Certification Authority - G5
¥ Symantec Class 3 Secure Server CA - G4
www.amazon.com

Certificate Fields

¥ Subject Public Key Info
Subject Public Key Algorithm
Subject’'s Public Key

¥V Extensions

Certificate Subject Alt Name

Certificate Basic Constraints
Certificate Key Usage
Extended Key Usage
Certificate Policies

Field Value

68 Name: amazon.com \

DNS Name: amzn.com

DNS Name: uedata.amazon.com
DNS Name: us.amazon.com

DNS Name: www.amazon.com

DNS Name: www.amzn.com

DNS Name: corporate.amazon.com
DNS Name: buybox.amazon.com
DNS Name: iphone.amazon.com J

NS Name: vn.amaznn.com

Export...




Certificate Viewer: “www.amazon.com”

_General RUECTCN

Certificate Hierarchy

¥ VeriSign Class 3 Public Primary Certification Authority - G5
¥ Symantec Class 3 Secure Server CA - G4
www.amazon.com

Certificate Fields

¥ Subject Public Key Info

Subject Public Key Algorithm

Subject’'s Public Key
¥V Extensions
Certificate Subject Alt Name
Certificate Basic Constraints
Extended Key Usage
Certificate Policies k
Field Value

Criti

igning
Key Enciphermen

Export...




Certificate Viewer: “www.amazon.com”

_General RUECTCN

Certificate Hierarchy

¥ VeriSign Class 3 Public Primary Certification Authority - G5
¥ Symantec Class 3 Secure Server CA - G4

www.amazon.cocm

Certificate Fields

¥ Subject Public Key Info
Subject Public Key Algorithm
Subject’'s Public Key

¥V Extensions
Certificate Subject Alt Name
Certificate Basic Constraints
Extended Key Usage
Certificate Policies k

Key Encipherment

Export...




Certificate Viewer: “www.amazon.com”

_General RUECTCN

Certificate Hierarchy

¥ VeriSign Class 3 Public Primary Certification Authority - G5
¥ Symantec Class 3 Secure Server CA - G4
www.amazon.com

Certificate Fields

Certificate Key Usage
Extended Key Usage
Certificate Policies
Certificate Authority Key Identifier
Authority Information Access
Object Identifier (1 &_6 1411112924 2)
Certificate Signature Algorithm
Certificate Signature Value
Field Value

tical
URI: http://ss. smb.com@

Export...



Certificate Viewer: “www.amazon.com”

_General RUECICY

Certificate Hierarchy

¥ VeriSign Class 3 Public Primary Certification Authority - G5
¥ Symantec Class 3 Secure Server CA - G4
www.amazon.com

Certificate Fields

Certificate Key Usage
Extended Key Usage
Certificate Policies
Certificate Authority Key Identifier
Authority Information Access
Object Identifier (1 &6 14111129 2 4 2)
Certificate Signature Algorithm
Certificate Signature Value
Field Value

tical
URI: http://ss. smb.com@

Export...



Certificate Viewer: “www.amazon.com”

_General RUECTCN

Certificate Hierarchy

¥ VeriSign Class 3 Public Primary Certification Authority - G5
¥ Symantec Class 3 Secure Server CA - G4
www.amazon.com

Certificate Fields

Certificate Key Usage
Extended Key Usage
Certificate Policies
Certificate Authority Key Identifier
Authority Information Access
Object Identifier (1 &_6 1411112924 2)
Certificate Signature Algorithm
Certificate Signature Value
Field Value

€ritical
URI: http://ss. smb.com@

Export...



Certificate Viewer: “www.amazon.com”

_General RUECTCN

Certificate Hierarchy

¥ VeriSign Class 3 Public Primary Certification Authority - G5
¥ Symantec Class 3 Secure Server CA - G4
www.amazon.com

Certificate Fields

Certificate Key Usage
Extended Key Usage
Certificate Policies
Certificate Authority Key Identifier
Authority Information Access
Object Identifier (1 &_6 1411112924 2)
Certificate Signature Algorithm
Certificate Signature Value
Field Value

tical
URI: http://ss. smb.com@

Export...



Certificate Viewer: “www.amazon.com”

_General RUECTCN

Certificate Hierarchy
¥ VeriSign Class 3 Public Primary Certification Authority - G5
¥ Symantec Class 3 Secure Server CA - G4
www.amazon.com

Certificate Fields

Certificate Key Usage

Extended Key Usage

Certificate Policies

Certificate Authority Key Identifier

CRL Distribution Peints

Authority Information Access

Object Identifier (136141111292 4 2)
Certificate Signature Algorithm

Certificate Signature Value \*
Field Value

Not itieas
CSP: URI: http://ss.symcd.com
A Issuers: URI: http://ss.symcb.com/ss.crt

Export...




Certificate Viewer: “www.amazon.com”

_General RUECTCN

Certificate Hierarchy

¥ VeriSign Class 3 Public Primary Certification Authority - G5
¥ Symantec Class 3 Secure Server CA - G4
www.amazon.com

Certificate Fields

Certificate Key Usage
Extended Key Usage
Certificate Policies
Certificate Authority Key Identifier
CRL Distribution Peints
Authority Information Access
Object Identifier (136141111292 4 2)

Certificate Signature Value

Field Value

PKCS #)X SHA-256 With RSA B@

Export...



Certificate Viewer: “www.amazon.com”

_General RUECTCN

Certificate Hierarchy

¥ VeriSign Class 3 Public Primary Certification Authority - G5
¥ Symantec Class 3 Secure Server CA - G4

www.amazon.cocm

Certificate Fields

Certificate Key Usage

Object Identifier (136141111292 4 2)
Certificate Signature Algorithm

Certificate Signature Value

Field Value

ﬁze: 256 Bytes / 204B Bits \
3a e4 a9 6¢c 03 1lc 6d Bl fb 34 e6 a5 74 cb 04 ea

33 aa B6 cc 19 0c 22 02 73 26 90 al f4 e4 Te 5f
et 93 ad f8 e9 86 72 d0 94 ec 0B bB 7c 62 17 4a
15 a6 1b 1f £6 86 16 e9 36 10 8a 60 48 2a 81 69
3f de 16 6¢c 64 aB Be ca £7 £5 82 7a 92 20 el b9
db 77 79 £d b8 42 76 77 02 d9 47 33 93 Bb 56 fe
3a 8b 06 6¢c b7 84 £0 77 03 b7 fc 86 a5 9f ba a5
de ¢c5 57 ef ed 77 ca c7 04 54 fc 1f 31 34 09 23
& h3 97 eh AQ f2 d4 T7a R ce 587 f4 7a b0 Re ﬂu

Export...



Validating Amazon’s ldentity

Browser compares domain name in cert w/ URL

— Note: this provides an
(as opposed to say a cert associated with an IP address)

Browser accesses separate cert belonging to issuer
— These are hardwired into the browser -
— There could be a chain of these ...
Browser applies issuer’s public key to verify
signature, obtaining hash of what issuer signed
— Compares with its own SHA-256 hash of Amazon’s cert
Assuming hashes match, now have high confidence
it's indeed Amazon ... —

= assuming didn'’t lose

— assuming signatory is trustworthy | ;iyate key: assuming
didn’t sign thoughtlessly




End-to-End = Powerful Protections

» Attacker runs a sniffer to capture our WiFi session?
— (maybe by buying a cup of coffee to get the password)

— encrypted communication is unreadable
* No problem!

* DNS cache poisoning?
— Client goes to wrong server

— detects impersonation since attacker lacks valid cert
* No problem!

 Attacker hijacks our connection, injects new traffic

— data receiver rejects it due to failed integrity check
* No problem!



Powerful Protections, con't

 DHCP spoofing?
— Client goes to wrong server
— detects impersonation since attacker lacks valid cert
* No problem!

« Attacker manipulates routing to run us by an
eavesdropper or take us to the wrong server?

— they can’t read; we detect impersonation
* No problem!

« Attacker slips in as a Man In The Middle?
— they can’t read, they can't inject
— They can’t even replay previous encrypted traffic
— No problem!



Validating Amazon’s Identity, con’t

* Browser accesses separate cert belonging to issuer
— These are hardwired into the browser - trusted!

 What if browser can’t find a cert for the issuer?




& Insecure Connection * -

& ()  https:/juntrusted-root.badssl.com @ Q Search w B8 9 3 »

Your connection Is Not secure

The owner of untrusted-root.badssl.com has configured their website improperly. To
protect your information from being stolen, Firefox has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

7~ Safari can’t verify the identity of the website “untrusted-
root.badssl.com”.

q
m The certificate for this website is invalid. You might be connecting to a
' website that is pretending to be “untrusted-root.badssl.com”, which could put
your confidential information at risk. Would you like to connect to the website
anyway?

? Show Certificate Cancel Continue



Validating Amazon’s ldentity, con’t

* Browser accesses separate cert belonging to
— These are hardwired into the browser -

« What if browser can’t find a cert for the issuer?

If it can’t find the cert, then warns the user that site
has not been verified
— Note, can still proceed, just without authentication

Q: Which end-to-end security properties do we lose
If we incorrectly trust that the site is whom we think?

A:. All of them!
— Goodbye confidentiality, integrity, authentication
— Attacker can read everything, modify, impersonate



SSL /TLS Limitations

* Properly used, SSL / TLS provides powerful end-to-
end protections

* S0 why not use it for everything??

* |ssues:
— Cost of public-key crypto

» Takes non-trivial CPU processing (but today a minor issue)
* Note: symmetric key crypto on modern hardware is non-issue

— Hassle of buying/maintaining certs (fairly minor)



& (O @ nhttps://letsencrypt.org ¢ Q let's encrypt > B O 3 A 4 . =

T1 LINUX FOUNDATION COLLABORATIVE PROJECTS

“ ' ’
ﬁ Let’s Encrypt Documentation ~ GetHelp  Donate +  About Us ~

Let's Encrypt is a free, automated, and open
Certificate Authority.

[Get Started] [ Donate ]

D 4 ~
|
FROM OUR BLOG MAJOR SPONSORS
. . . = e ' '
OVH Renews Platinum Sponsorship of Let's (Akamal CISCO. m
Encrypt
We're pleased to announce that OVH has renewed their V¥ OVH @chrome IdenTrust gemalto’
support for Let's Encrypt as a Platinum sponsor for the
next three years.

Read more @ FReaion facebook  AvtemarTic a shopify



& (D @ nttps://letsencrypt.org @  Q let's encrypt > B YO 3 A 4 o =

T1 LINUX FOUNDATION COLLABORATIVE PROJECTS

S ! ’
a Let’s Encrypt Documentation Get Help Donate ~ About Us ~

4 :":-W 7 /

Let's Encrypt is a free, automated, and open
Certificate Authority.

support for Let's Encrypt as a Platinum sponsor for the
next three years.
Read more

@ Baon  facebook — AvtemarTic a Shapify



SSL / TLS Limitations

* Properly used, SSL / TLS provides powerful end-to-
end protections

* S0 why not use it for everything??

* |ssues:
— Cost of public-key crypto

« Takes non-trivial CPU processing (but today a minor issue)
* Note: symmetric key crypto on modern hardware is non-issue

— Hassle of buying/maintaining certs (fairly minor)
— DoS amplification

» Client can force server to undertake public key operations

» But: requires established TCP connection, and given that, there
are often other juicy targets like back-end databases

— Integrating with other sites that don’t use HTTPS
— Latency: extra round trips = pages take longer to load



