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Figure 3: The distribution of inter-keystroke timings for two sample character pairs.
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IP Header Side Channel

abit | 4-bit 8-bit _
Version | Header| Type of Service 16-bit Total Length (Bytes)
Length (TOS)
) e 4 3-bit .
16-bit Identlfl@ Flags | 13-bit Fragment Offset
8-bit Ti t .
. . Lilve ;r.;'.l?l_)o 8-bit Protocol 16-bit Header Checksum
ID field is
SUPposed to be 32-bit Source IP Address
unique per IP
packet. 32-bit Destination IP Address

One easy way to
do this: increment
it each time
system sends a
new packet.




A.fmcker

Echo request _
___reply ID=3

Paisy

-

Vicffm



+1

A.fmcker

~Echo request

-Echorequest

— -
__reply, ID=3—

*———[B‘plyv—l'D:A'__

Paisy

— -

Vicffm




+1

+1

Astacker Paisy

~Echorequest |
__reply, ID=3—

JE@hoiequeg:’t__*
*———[B‘plyv—l'D:A'__

—Echo request -
__reply, 1D=5—

Vicffm




Arracker

~Echorequest |
__reply, 1D=3+

+1

+1

-Echorequest |
*___rf,'plyrlD:ﬁL——

—Echorequest |
—_reply 1D=5—

Paisy

—TFCP-SYN, src=P_|dst po

Vicffm




+1

+1

Spoofed

.dst port=24

v:'cfim




Arracker

~Echorequest |
__reply, 1D=3+

+1

+1

-Echorequest |
*___rf,'plyrlD:ﬁL——

—Echorequest |
__reply, ID=5—

—FGP-SYN, src=P_

Paisy

Vicffm

no listener
on port 24,
RST generated



Arracker

~Echorequest |
__reply, 1D=3+

+1

+1

-Echorequest |
*___rf,'plyrlD:ﬁL——

—Echorequest |
__reply, ID=5—

—FGP-SYN, src=P_

Paisy

Vicffm

no listener
on port 24,

| RST generated



Astacker Paisy Victim

FCP-SYN_src=P_|dst port=24 - 110 listener
on port 24,

< T~p ot | RST generated

Upon receiving RST,
Patsy ignores it and does
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