Ordinary DNS:

mail.google.com?

=
Ll < mail.google.com A 1.2.3.4 12100052200
DNSSEC:
mail.google.com? >
com A 1234 | S!google.com
SIG 0x1F92..9
google.com? >
SAE «__google.com KEY 0x828C..E SOl

SIG 0x90A4..5



% dig +dnszec berkeley.edu

3 == DG 9.6-ESY-R4-P3 === +dnssec berkeley.edu

33 global options: +cmd

33 Got answer:

33 —=>xHEADER==- opcode: QUERY, status: NOERROR, id: 18836

;3 flogs: qr rd ra; QUERY: 1, AMSWER: 2, AUTHORITY: 7, ADDITIONAL: 21

33 OPT PSEUDOSECTION:
; EDNS: wersion: A, flogs: doj udp: 4896
33 QUESTIOW SECTION:

sherkeley . edu. IN A

33 ANSWER SECTION:

berke ley .edu. 68 IN A 169.229.216.200

berke ley .edu. 68 IN RRSIG A& 18 2 388 28121129202230 28121025202230 25219 berkeley.edu. gmM9EappMSDAofCzB+PHMERYDz /2qnwMbgBOLDLeqyyDWf OnUzS07 /4 3IFg0QAZTENZ WM IRE LaEpZ8sSqPRohM+f au

wynTEMAT?z00veY9z6 6 wvzhzyg2f vhXtub9Rvd,BaFgzPPUU?6mF I AqUuabt 81y Jb0cCiFEZR LdA=

3 AUTHORITY SECTION:

berke ley.edu. 78276 IN NS sns-pb.isc.org.

berke ley.edu. T82Me IN M5 adnsl.berkeley.edu.

berke ley.edu. 78276 IN N3 phloem.uoregon.edu.

berkeley.edu. T827e IN N3 adns2.berkeley.edu.

berkelev.edu. 782 IN N3 andnzl berke ley .edu.

berkeley.edu. T827e IN N3 nz.vh.berkeley.edu.

berke ley.edu. 78386 IN RRSIG N5 1A 2 1728688 28121129002244 20121025A02244 25219 berkeley.edu. laBMiouad7Ekbla® IHGNO3gENGNSISGQECYyInsYT 24eamj0xiog0nF gGUsI763T7gceb?INI201etCAC2 JokH

Adakx] IWhrM17 jHe loBbewHt kHr hOEEQYz4b0uwF LY rgoNkKMMMORXse6q+nf 2ZADEANSZ2mnP2F9c jREy usd=

35 ADDITIONMAL SECTION:

she-pb.isc.org. 84z IN A 19z2.5.4.1

shs-pb.isc.org. 78279 IN Addd ZHA1 AR el

aodnsl.berkeley.edu. 3829 IN A 192 35,226,133

aodnsl.berkeley . edu. 89257 IN Abdd 2687 :fA1A:3F5 5000 : :ff :fe@A:R3

phloem.uoregon..edu. 7351 IN A 128.223.32.35

phloem . uoregaon . edu . ERA4n  IN Abdd 2AA1 :468 :dB1 28 1 15Adf 1 2A23

adnzsz .berkeley.edu. 7E3HE IN A 128.32.136.14

adhs2 berkeley . edu. 3596 IN Ay 2eA7:f14a:fiff :fffeiie

ns.vb.berkeley.edu. 78386 IN A 125.32.136.6

ns.vh.berkeley.edu. 85857 IN Ay Z6A7f14B:fiff :fffe:b

adnsl .berkeley.edu. 78294 IN A 1258.32.136.3

adnsl.berkeley.edu. 3596 IN Ay 2EE7f14B:fEff :fffes:3

shs-pb.isc.org. a4z IN RRSIG A B 3 7288 2812112123344% 28121822233449 4442 izc.org. lceskiMNs+YRAL1b3psUHipwpoRDx4U3m+6cYCY2h3nLuTikikZz4dCha 2o0M1YSFaB+Uf GrJdw+ PGo4AX00NARTESPE401BYEAND/
FuweZhc+Zibbijwy 40sC0b+gBPO121 4ehvioi iEngByz 3LV 20w3bZAusR+qHAdz jeBTf Mhu Wid=

shs-pb.isc.org. 245 IN RRSIG  AAAA B 3 7208 20121121233449 28121022233449 4442 izc.org. BLuidwwBSLKLLCikfmTchBThGINY Lo Do l+rl3apdbbOwkwpScC?U4 70 A3RpHA49C JE2E42mU T rFgw 3508 jF oW inaR
P2xmbkBvUEHT WBOE  A1sBpCilnmCyickUSBQTL4F/ AuN?zLnz lKCKAdi0BRATepdPbcMvei, ieh=

aodnsl.berkeley.edu. 3829 IN RRIIG A 18 3 3688 201211292082238 2A121028202238 25219 berkeley.edu. njosHhNOmETgm=0k3F f9TrWoRLMhyDQulvAERGSpI0zvO inIcr2Wddlm YOFsDuopYnFSkbRtEmzNf Wiyl sHvHaDGLY
h+U3UZ+CF qEChugtEp+Ht Hh7DACPRTGRrS0SziolbseR TSz IRRRGIGLDEGY k++YMg/u4Cq4iLMEIL Lsl=

aodnzl.berkeley.edu. 3833 IN RRSIG  Adbd4 18 3 3088 28121129202238 20121025202238 25219 berkeley.edu. =MwdohhwNrkOy95zbZKln=PETEia2HYWMYEKkpE-HEpY 2w dshRC+0+4Y CAMGEEFYT pAHPMHSw2udsAdSngl TSwaT
S2ZMLWDEpCT GLxGgMVYGRRY c2BhatOR=F1UL /FyvAz P I9xE07wi0 L 3ky jOMCT BK 16 T2t =HEm /B4 tid=

adnzZ .berkeley.edu. 78386 IN RRSIG &4 18 3 172808 20121129082244 20121025082244 28219 berkeley.edu. GEmOAdcBTOREEKA+ND4f 2esd28pkM M TZRQubmf TIMTyQi LY4+in+ry WW3rdspyydrYG R4y dMMeEWd7Ezpd, 168
VYaliThwzTFdafusJZ 18z 1toG mL19umgkAkgaql TPATIhgdTeDG206 jG5pE0zEnuibcz TEBKLp 7Y a3r=qZ] mcE=

adnzZ .berkeley.edu. 3506 IN RRSIG  AAAA 16 3 3688 20121120202238 20121025202230 25219 berkeley.edu. FyQroninwUSDA0YIR3dbr Pek1YplAnAATERj1Gar T3EAGIr fUPT LRZ7z SOuxF?Y juxOWphdlchEYMSZC0A jxNMC 1
ALEpDnRZ jwGsvf ¥ 2ah 140 nQeVB2eWT I4sk4avbilx2zxsDETdUBWPZD 1 GnyRFCeGROIGTLEC A fv8p Ces=

adnsl.berke ley .edu. 76294 IN RRSIG A 18 3 172808 20121129002244 201210250A2244 25219 berkeley.edu. LEwqPKb3gKHUxojY3 [VYe2wHEEYoZkMiZgdowpisi9f dLS+kwicsl+yF ctadAwBUgBStqSis= IYPRYU EnGgks /22
C7a6,/d2yUd+3lgtovebabey Lz4eSk j9EpDEhOR+yvGYh EvkVIIrFHCS mul2rkek jr iPYyvJowhFYALE yCl=

adnzl .berkeley . edu. 3596 IN FRSIG  AAdA 18 3 3608 28121129282238 2P121025282238 25219 berkeley.edu. OdPnw+kY¥SHEOFIbT MomxHneUZvNEF 2CUyDyEs ?qvwyDDNgakmcRO1J] oaMYODe+VYrouF ieTspplCAp21lkcTWpg

NeosMiginlgae?dhjakDoo3d JMISIHWTHELQSg1WDSgkGogt+ SRONEYNOLE LGRCcFeBSenB4npMChe,/] cxl=
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Figure 64 Source: Arbor Networks, Inc.



IPSec in ESP Transport Mode
Original IPw4 Datagram Mo TP New IPv4 Datagram

@ type @

& hlen|  TOS pkt len & hlen|  TOS pkt len
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tlg=| frag offset | 1D tlgs| frag offset
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Credit: Steve Fried| (optional )




IPSec

Original IPv4 Datagram

hlen

pkt len

tlg=

frag offset

IF Header

prntn=lcﬁ

e

header cksum

srec IP address

det IP address

Credit: Steve FriedlI

TCP header (proto = 6)

TCP payload

Encrypted
Data
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ESP Tunnel Mode
New IPv4 Datagram

MNew IP
type
e a hlen| TS pkt len
5
| 2
| EE b tlge| frag offset
It - =
\gku TTL proto=EsP header cksum
L |- ]~

-

src IP address == . _

det IP address

E- SPT (Security Parameters Index)
Lequence Number
P

IP Header

; TCP Header
. + Payload

Fadding

EBEEE=E=

(variable) next=IP

Authentication Data
(optional)




