Scanning Activity Seen @ LBNL

100M = ARBERES ARRARAN ARBESS ARSAS ARBAEAS

H H H | i H
H H H . H 0
H ! H H L AN,
H H 1 ' - ~.
. : . H i H
S SR SRR SR S D S
1 H H | H ~: R
) M
: A
)

Nimzieeseis
|

[E—
|
=
e
-
£ vt
]

. H [ [ H H i
' i L oag? i i |
. H L R B H H :
' H HE L v H H i
H H Wyaooh o g ' H H :
H H Wy v Moyt H " H H H
R MR | W R O Sy O O U SR
! H Wy o woa ¢ H H H |
H ' H "y v : H H H
. ' : e 4 1y . H H H
A H oy H H H 1
HE H oyt : ' : H
I i iyt i H ; :

Incoming Connections
[E—
-
-
~
|
|

1K Fopfistodiboan fop b All ——
SHREE BT TR R Scanners e

oo B L Non-Scamners -
1996 1998 2000 2002 2004 200

Year




# Hosts Scanning / Day

10000

00

1

Scan Activity Seen At LBL

Year

alé 9] :\J G@
. o
o 5 o 7 o 9%
® 00
0O @ O O
| | | | | |
1996 1998 2000 2002 2004 2006




T

Non-Scanners

Scanngrs —mmm

Scanning Hosts Seen @ LBNL
IM s

Juno)) 1SoH

|
N
-
p—

1998 2000 2002 2004 2006

1996

Year



Service Scanned

Services Scanned Over Time

HTTP
SMB
NetBIOS
DCE/RPC
saL

FTP -

Te|net e e reetareee e ieeeiin e ee e 0DeBB 0D a0 1 8RB e et 0OEAGe e tme et e aDee e
9898/tcp (Sasser backdoor) (T Rmmmnonosesscsaassssses
L PR oo e e e o 0re0rGecaessrre-ae. e T

DNS

I | | I

1994

1996 1998 2000 2002 2004 2006
Year




Hour of Day

10

20

15

Daily Patterns Seen in 1023/TCP Scans

2004

2005 2006 2007
Date of Scan

/16 at LBL, sampled 1-in-1K




Hour of Day

10

20

15

Daily Patterns Seen in 1023/TCP Scans

2004

2005 2006 2007
Date of Scan

/16 at LBL, sampled 1-in-1K
2nd /16, sampled 1-in-1K




Number of Sources (per hour)

10000

8000

6000

1025
6129
2745
135

3127

Mar-28

Date (Month-Day)

(a) Agobot Sources: UW 1




Number of Sources (per hour)

10000

Qo
o
o
o

6000

4000

2000

Date (Month-Day)

(b) Agobot Sources: UW 11

1025
6129
2745
135

3127

Mar-30




MAPorme INTERNET

THE IPvH SPACE, 2006

%7

| MULTICAST

st 3

BOEING dvPwr DLA

uJ DE%KIMENT
of DEFENSE

VAR 1AL S

lce"""

AMERICA oS
" RES(STR ARS

15 irz 155 "y

1o I3 154 "

orisgEA N §

Interactive

Map




Scan Drops / Day

120000

20000 40000 60000 80000

0

Blocking Scans at LBNL

2007

2008 2009 2010

Year

2011

2012




Scan Drops / Day

1e+02 1e+03 1e+04 1e+05

1e+01

Blocking Scans at LBNL

I
2007

| I [
2008 2009 2010

Year

I
2011

I
2012




i

w i

PPN |

sag e

-2

- ae e

0000 1

T I I
ogog 0009 00w

ssalppe (pz/)iomeu ajowal paziwiuouy

I
0002

oLz By
oWz e

oLz unp
010z few
010z 1dy
010z 1en
010z 994
010z uer
6002 280
6002 hoN
6002 PO
6002 dag
600z Bny
&00Z° N1

6002 unp
6002 AEW
6002 1dy
6002 Jen
6002 924
6007 uer
8002220
8007 AON
8002 PO
g00Z deg
g00z By
8002 Inr

800z unp
8002 Aep
2002 1dy
8002 1ew
8002 994
8002 uep
L00Z 330
L00Z noN
L00Z PO
L00z deg
£00Z By
00z

2002 unp
L00Z Rep
2007 1dy
£00ZJep
L00Z 994
£00T uer
900z 290
9002 hoN
3002 PO
900z deg
go0z By
900z I

900z unp
900z AEW
900z 1dy
900z Jen
9002 924
900z uer
5002 280
5002 hON
5002 PO
500z deg
5002 B
5002 I

5002 unp
5002 few
5002 1dy
§00Z Jep
5002 994



# Failed Conn’s Not Enough Info

»
17
o)
L
o)
©
=
o j
S 04! |
& :
w 0.3
a /
© 02
0.1 remainder —+—
.-" : known_bad ----&---
0@ — ‘ ' '
0 10 100 1000 10000

# of inactive local hosts

(a) LBL



Failure Ratio Much More Distinctive

remainder —+—
known bad ----8--- | |

0.8 |- (.8

06 o —

CDf (# of remote hosts)

% of inactive local hosts



remote hosts

1.0

00 0.2 04 06 0.8

O Knhown Bad
® Remainder

LBL

0 20 40 60 80

% of Inactive local hosts



