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Well-known: g, p
Secret: x, y

A⟶E⟶B:    gx mod p
B⟶E⟶A:    gy mod p

Derived key: gxy

Diffie-Hellman Exchange 



Well-known: g, p
Secret: x, y

A⟶M⟶B:   EB(gx mod p)
B⟶M⟶A:   gy mod p,   Hash(K=gxy)

Derived key: gxy

Tor DHE 



Well-known: g, p
Secret: x, y

A⟶M:   EB(gx mod p)
M⟶B:   EB(gx' mod p)
B⟶M:   gy mod p,   Hash(K=gx'y)
M⟶A:   gy' mod p,   Hash(K=g?)

Derived key: gxy ? gx'y ? gxy' ? gx'y' ?

Tor DHE: Mallory Attacks? 



Well-known: g, p
Secret: x, y;  x' = y' = 0

A⟶M:   EB(gx mod p)
M⟶B:   EB(gx' mod p) = EB(g0 mod p) = EB(1 mod p) 
B⟶M:   gy mod p,   Hash(K=gx'y) = Hash(g0) = Hash(1) 
M⟶A:   gy' mod p = 1 mod p,   Hash(K=1)

Derived key: gxy ? gx'y = gxy’ = gx'y’ = 1

Tor DHE: Mallory Attacks! 



Well-known: g, p
Secret: x, y

A⟶M⟶B:   EB(gx mod p)
B⟶M⟶A:   gy mod p,   Hash(gx || gy || K=gxy)

Derived key: gxy

Tor DHE Fixed 














