
C -> S: GET http://www.example.com/ 
S -> C: page, including a login form
C -> S: GET http://www.example.com/login? 
                          u=USER&p=PASSWD 

[server marks this session as authenticated]
S -> C: Set-Cookie: sessionid=NONCE 

(Cookie is an "authenticator" for session)
C -> S: GET http://www.example.com/somepage 
             Cookie: sessionid=NONCE 



<img src="http://bank.example/withdraw?
account=bob&amount=1000000&for=mallory">



Challenges 

•  MITM 
– Network 
– Proxy/relay 

•  “Transaction generators” / malware 
– Parasitic on communication 

•  Mobility 
– Multiple devices 

•  Impatient/Untrainable Users 













Thinking about Passwords 

•  Big Web Service Provider perspective: 
–  “If you are using passwords for your services, 

you are screwed.” 
•  Desired properties: 

– Easy to produce 
– Portability (use from different machines) 
– Scalability (can have lots of accounts) 

•  Tension with threats? 









"gee I hope 2 elephants don't step on me"



"gIh2ed'tsom"



(1)  Get victim's email & home (billing) address
(2)  Call Amazon, say you're the victim & want to �
                              add a credit card #
(2')     Add bogus card
(3)  Call Amazon: "I've lost access to my email account"

Provide name, billing addr, new credit card #
(3')    Add new email account
(4)  Go to Amazon web site, send password reset to new acct
(5)  This reveals last four digits of account CCs
(6)  Go to Apple.  Provide billing addr & last 4 digits ...
(6')    ... receive temporary iCloud password
(7)  Go to N services, do password resets emailed to acct
(8)  PROFIT



Effective Warnings

• Interrupt primary task 

• Provide clear choices 

• Fail safely (if user ignores / navigates away) 

• Prevent habituation 

• Alter site presentation (look & feel) if iffy 







http://www.cl.cam.ac.uk/techreports/UCAM-CL-TR-817.pdf


