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1	day	of	“crud”	seen	at	ICSI	(110K	5mes)	













Adversary	can	fill	the	en5re	buffer	with	just	a	single	connec5on!	
Policy	1:	Restrict	per-connec5on	buffer	to	threshold	(=	?)	



Adversary	can	fill	the	en5re	buffer	with	just	a	single	connec5on!	
Policy	1:	Restrict	per-connec5on	buffer	to	threshold	(say	20KB)	



•  Adversary	can	create	mul$ple	connec5ons	to	exhaust	
the	buffer!	

•  Policy	2:			Do	not	allow	a	single	host	to	create	two	
connec5ons	with	holes	



•  Adversary	aMacks	from	distributed	hosts!	(zombies)	
–  No	connec5on	can	be	isolated	as	adversary’s…	all	of	them	
look	good	

•  Policy	3:	Upon	buffer	exhaus5on	…	
–  …	Evict	one	buffer	page	randomly	
				and	reallocate	it	to	new	packet	

–  Kill	the	connec5on	of	the	evicted	page	(mod	details)	
•  And	recover	all	of	its	pages	

•  If	the	buffer	is	large,	then	most	evicted	connec$ons	
belong	to	the	adversary	
–  They	fight	an	uphill	baMle!	



•  Suppose	total	512	MB,	2KB	page,	25KB/conn	

Avg. Legitimate Buffer = 30 KB 




