


Resurrecting Duckling 

Imprinting on Mother: 
Device shares key on 1st contact with controller 

Metempsychosis: 
 Upon death, soul progresses to a new body

Reverse metempsychosis: 
 Upon death, new soul can enter the body 

Resistance to assassination: 
 Only mother can kill her ducklings  

Escrowed seppuku: 
 Manufacturer can kill too 



Cashier-as-a-Service (CAAS) 

Ecommerce workflow: 
1.  Shopper surfs Merchant’s site 

 
2.  Shopper sends over …/place_order.html
3.  Merchant sends back redir. to CAAS.com 

 
4.  Shopper interacts with CAAS 
5.  CAAS interacts with Merchant 

 
6.  CAAS redirects shopper back to Merchant 



S⟶M:    place_order.html
  [M inserts ID and price into database; status=PENDING]

M⟶S⟶C:   get_payment?orderID=X&price=Y
  [C records payment info, generates transaction # T]

C⟶S⟶M:   finish?transID=T
  [M contacts C for identifer X associated w/ T]
  [M retrieves orderID=X from database;
       if order status = PENDING → mark as PAID; ship X]

CAAS Attack #1 



S⟶M:    place_order.html
  [M inserts ID and price into database; status=PENDING]

M⟶S⟶C:   get_payment?SIGNM(ID=X,price=Y)
  [C verifies signature; records payment info, generates # T]

C⟶S⟶M:   finish?SIGNC(ID=X,price=Y,PAID)
  [M verifies signature and PAID is indicated]
  [M retrieves orderID=X from database;
       if order status = PENDING → mark as PAID; ship X]

CAAS Attack #2 



S⟶M:    place_order.html
  [M inserts ID and price into database; status=PENDING]

M⟶S⟶C:   get_payment?SIGNM'(ID=X,price=Y)
  [C verifies signature; records payment info, generates # T]

C⟶S⟶M:   finish?SIGNC(ID=X,price=Y,PAID)
  [M verifies signature and PAID is indicated]
  [M retrieves orderID=X from database;
       if order status = PENDING → mark as PAID; ship X]

CAAS Attack #2 



S⟶M:    place_order.html
  [M inserts ID and price into database; status=PENDING]

M⟶S⟶C:   get_payment?  
  SIGNM(ID=X,price=Y,merch=M)
  [C verifies signature; records payment info, generates # T]

C⟶S⟶M:   finish?  
  SIGNC(ID=X,price=Y,merch=M,PAID)
  [M verifies signature and PAID is indicated, etc.]
  [M retrieves orderID=X from database;
       if order status = PENDING → mark as PAID; ship X]

Fix for CAAS Attack #2 



S⟶M:    place_order.html
  [M inserts ID and price into database; status=PENDING]

M⟶S⟶C:   get_payment?  
  SIGNM(ID=X,price=Y,merch=M,shop=S)
  [C verifies signature; records payment info, generates # T]

C⟶S⟶M:   finish?  
  SIGNC(ID=X,price=Y,merch=M,shop=S,PAID)
  [M verifies signature and PAID is indicated, etc.]
  [M retrieves orderID=X from database;
       if order status = PENDING → mark as PAID; ship X]

Better Fix for CAAS Attack #2 



…
S⟶M:   checkout?ID=X&price=Y
  [M sets session_status[S] ⟵ �
          confirm_with_C(shop=S,ID=X,price=Y) ]
 
M⟶S⟶M:   update_status?SIGNM(ID=X)
 [M validates signature;
   if session_status[S]= CONFIRMED →
     session_status[S]= PAID; ship X]

CAAS Attack #3 



S⟶M:   checkout?ID=X1&price=Y1
  [M sets session_status[S] ⟵ �
          confirm_with_C(…,X1,Y1) ⟵ FAILED]
M⟶S:   update_status?SIGNM(ID=X1)

CAAS Attack #3 



S⟶M:   checkout?ID=X1&price=Y1
  [M sets session_status[S] ⟵ �
          confirm_with_C(…,X1,Y1) ⟵ FAILED]
M⟶S:   update_status?SIGNM(ID=X1)

S⟶M:   checkout?ID=X2&price=Y2    Y2≪ Y1
  [M sets session_status[S] ⟵ �
          confirm_with_C(…,X2,Y2) ⟵ CONFIRMED]

CAAS Attack #3 



S⟶M:   checkout?ID=X1&price=Y1
  [M sets session_status[S] ⟵ �
          confirm_with_C(…,X1,Y1) ⟵ FAILED]
M⟶S:   update_status?SIGNM(ID=X1)

S⟶M:   checkout?ID=X2&price=Y2    Y2≪ Y1
  [M sets session_status[S] ⟵ �
          confirm_with_C(…,X2,Y2) ⟵ CONFIRMED]

S⟶M:   update_status?SIGNM(ID=X1)
 [M validates signature;
   if session_status[S]= CONFIRMED →
     session_status[S]= PAID; ship X1]

CAAS Attack #3 




















