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Value | Description

0 Not targeted, e.g. spam or financially motivated

1 Targeted but not customized ... obviously false

2 Targeted and poorly customized. Content is
generally relevant ... May look questionable

3 Targeted and customized. May use a real
person/organization ... Content is specifically relevant
to the target and looks legitimate

4 Targeted and well-customized. Uses a real
person/organization and content to convince the target
the message is legitimate. Probably directly addressing
the recipient ... May be sent from a hacked account.

3 Targeted and highly customized using sensitive

data, likely using inside/sensitive information that is
directly relevant to the target.




Value

Description

The sample contains no code protection such as
packing, obfuscation, or anti-reversing tricks

1.25

The sample contains a simple method of protection,
such as code protection using reversible publicly
available tools, self-disabling in the presence of AV

1.5

The sample contains multiple minor code protection
techniques (anti-reversing, packing, VM / reversing tools
detection) that require some low-level knowledge.

1.75

The sample contains at least one advanced protection
method such as rootkit functionality or a custom
virtualized packer

The sample contains multiple advanced protection
Techniques, and is clearly designed by a professional
software engineering team
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Hackers Target Tibetans With
Malicious Google Drive Files

June 16, 2015 // 04:22 PM EST

Last year, a digital security group encouraged Tibetans who are often targeted by
cyberattacks not to open suspicious files sent to them via email and “detach from

attachments” to avoid being hacked.

Months later, the hackers who target them seem to have adjusted, using links to
Google Drive files in their latest hacking attempts, rather than simple files attached to
phishing emails, according to a new report that details a series of recent attacks on

Tibetan human rights activists and Hong Kong pro-democracy groups



ALJAZEERA

Bahrain student
sentenced for insulting
King

High school pupil Ali Al Shofa sent to
prison for one year for insulting Gulf
island'’s ruler via Twitter.




ALJAZEERA

Bahrain student

sentenced for insulting

King
Ali was accused of posting insulting comments about
Sheikh Hamad Al-Khalifa using the account
which he denied a relationship with. His lawyer submitted

evidence that the account was still being run by other people.
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ALJAZEERA

Bahrain student
sentenced for insulting

King

“It is a secret investigation
involving private methods of

our department that cannot
be disclosed”

Col. Fawaz Alsumaim
Cyber Crime Unit
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After receiving permission from the Public Prosecutor to gain
information about the user of the protocol number, we found
that the user is registered under the name of Faisal Ali
Ibrahim Mohammed Al Shufa. Through the investigations
that we conducted it is clear that the person running the
account is the named person’s son Ali Faisal Ali Iorahim Al

Shufa. The individual is spreading tweets insulting His
Majesty the King, such as “Al Kawarah/ Burning images of
the dictator Hamad...” and “the mercenaries of the fallen
Hamad are violently suppressing now...”
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(Arrested activist) Red Sky &

Red S

pScgoge doz,i (I Ug=lixxi Ja 8,9l pxyio Ul pSile oMol
http://goo.gl/ud4bZL

Greetings, | am a translator of the revolution. Do you need
translation of this?

Analytics data for goo.qgl/u4bZL

Created Dec 8, 2012

Original URL{iplogger.org/25SX (£




(Arrested activist)

Short link

You can generate special short URL which
will redirect to any website that you may
indicate. Generated logger will save IP
address of each user who clicked the link,
date, time and other information about such
clicks.

Greet
transl

Original URL{iplogger.org/25SX (£



(Arrested activist) | Red Sky &

Red S

pS£9090 Aoz, (Ml Vgl Uo 8,94l pyio Ul pSide oMl
http://goo.gl/ud4bZL

Greetings, | am a translator of the revolution. Do you need
translation of this?

goo.gl analytics:

Clicks: 1

Referrer: www.facebook.com
Country: BH



Created: 2012-12-08T19:05:36+00:00

Click :2012-12-09T19:57:18+03:00

Diff 21h51m42s
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Reaid Notify

Welcome to ReadNotify.com !

ReadNotify lets you know when email
U
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ermail
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{ Settings Mail, Contacts, Calendars

MAIL

Preview

Show To/Cc Label
Swipe Options
Flag Style

Ask Before Deleting

2 Lines

Color

Load Remote Images

Organize By Thread

Always Bcc Myself
Mark Addresses

Increase Quote Level

Disable this option on your iPhone
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Off

On

M Official Gmail Blog

News, tips and tricks from Google's Gmail team and friends.

Images Now Showing
December 12, 2013

But thanks to new improvements in how Gmail handles images, you'll
soon see all images displayed in your messages automatically across
desktop, iOS and Android. Instead of serving images directly from their
original external host servers, Gmail will now serve all images through

Google’s own secure proxy servers.



insmitted over encrypted channels

|HackingTeam|

Acquire Interesting data never gets to the Web.

RELEVANT It stays on the device.



TeleStrategies®

B Intelligence Support Systems for Lawful
Interception, Electronic Surveillance and
O r Cyber Intelligence Gathering

Washington, DC
13-15 September 2016 Dubai, UAE
13-15 March 2017

Prague, CZ
7-9 June 2016

Mexico City, MX
10-12 October 2016

Kuala Lumpur, MY
6-8 December 2018
Johannesburg, ZA
10-12 July 2016




FINFISHER

IT INTRUSION

GUARDED BY GENIUS




The "Million Dollar Dissident"

Ahmed Mansoor:

e Signed UAE pro-democracy
petition in 2011

e UAE human rights activist

peee ctisalat T 2:41PM

{ Messages (6) InfoSMS [

Text Message

Today 1A&TH New secrets about torture

; of Emiratis in state prisons
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sms.webadv.co/

9573305s/




The "Million Dollar Dissident"
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The "Million Dollar Dissident"

v
v
NSO GROUP
Calendar
Records - , '
Phone Calls @D =
Social Contact
Networks Details
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CVE-2016-4657 Visiting a

maliciously crafted website
may lead to arbitrary code
execution

CVE-2016-4655 An

application may be able to
disclose kernel memory

CVE-2016-4656 An

application may be able to
execute arbitrary code with
kernel privileges



Scoring

The sample contains no code protection such as
packing, obfuscation, or anti-reversing tricks

pese ctisalat T 2:41PM
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Text Message
Today 1:44 PM
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Targeted and poorly customized. Content is
generally relevant ... May look questionable




Device Surveillance

e Commercialization: The same products are used by
governments across the world
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FINFISHER SPYWARE Citizen Lab 2015
Bill Marczak, John Scott-Railton,

Suspected Government USGI’S |n 201 5 Adam Senft, Irene Poetranto & Sarah McKune

Pay No Attention to the Server Behind the Proxy: Mapping
FinFisher’s Continuing Proliferation

October 15, 2015



HACKING TEAM RCS

Suspected Government Users Worldwide

% =33

Citizen Lab 2014

Bill Marczak, Claudio Guarnieri, Morgan Marquis-Boire & John Scott-Railton
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21 SUSPECTED GOVERNMENT USERS

52%(in bold) fall in the bottom 3rd of a World

Mexico Hungary Turkey Oman Egypt Nigeria Azerbaijan Thailand Bank ranking* of freedom of expression and accountability
Colombia  ltaly Saudi Arabia Ethiopia Sudan Kazakhstan South Korea
Panama Poland UAE Morocco Malaysia Uzbekistan ‘ 29%areimhebomm 3rd for Rule of Law

nk 2012 WG

Mapping Hacking Team’s “Untraceable” Spyware

February 17, 2014
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SpyCall: lllustrated

Special
number!
. 00O

Cancel vibration
Cancel ringer
Stop backlight

Modify call logs




SpyCall: lllustrated




SpyCall: lllustrated
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The NSA's QUANTUM

NSA
Do we want to pwn this user?
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