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We define the approximate trace-
back problem as finding a candidate attack path for each attacker
that contains the true attack path as a suffix. We call this the valid
suffix of the candidate path.
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ford := 0 to maxzd
for‘all ordered combinations of fragments at distance d

construct edge z

if d # 0 then
z =2z @ last

if Hash(EvenBits(z)) = OddBits(z) then
insert edge (z,EvenBits(2).,d) into G
last := EvenBits(2);



Table 1: Qualitative comparison of existing schemes for combating anonymous attacks and the probabilistic marking approach we

propose.

Management | Network | Router | Distributed | Post-mortem | Preventative/
overhead overhead | overhead | capability capability reactive

Ingress filtering Moderate Low Moderate N/A N/A Preventative

Link testing

Input debugging High Low High Good Poor Reactive
Controlled flooding Low High Low Poor Poor Reactive
Logging High Low High Excellent Excellent Reactive
ICMP Traceback Low Low Low Good Excellent Reactive
Marking Low Low Low Good Excellent Reactive
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Figure 3. Example of our initial marking scheme. The packet travels from the attacker A to the victim
V across the routers R1 to R5. Each router uses the TTL value of the packet to index into the IP
identification field to insert its marking. In this example we show a 1-bit marking in a 4-bit field for

simplicity.



% dig +dnssec berkeley.edu



% dig +dnssec berkeley.edu

3 === DiG 9.8.3-P1 <<= +dnssec berkeley.edu

33 global options: +cmd

33 Got answer:

33 —>>HEADER<=- opcode: QUERY, status: NOERROR, id: 68422

33 flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: &, ADDITIONAL: 27
3419-byte reply

33 OPT PSEUDOSECTION:

; EDNS: version: 8, flags: do; udp: 4896

33 QUESTION SECTION:

sberkeley.edu. IN A

33 ANSWER SECTION:

berkeley.edu. 193 IN A 128.32.283.137

berkeley.edu. 198 IN RRSIG A 18 2 300 28160906161321 20160902155734 20552 berkeley.edu. CorreK8RPffJjIbMuoAj3j0PEKoez6nEP jumLRZt0OCPYOSbXHYmMNYSFS R/Q1L/hf BUKIE
berkeley.edu. 198 IN RRSIG A 18 2 300 20160906161321 201608902155734 55763 berkeley.edu. E2CLUSBLvWNLXTLKEWX47VYatSKqrx(QbW2396RECIBM4bndqwkKHTIrrHS QrovVIedG+Gj6
33 AUTHORITY SECTION:

berkeley.edu. 18536 IN NS shs-pb.isc.org.

berkeley.edu. 18536 IN NS aodnsl.berkeley.edu.

berkeley.edu. 18536 IN NS phloem.uoregon.edu.

berkeley.edu. 18536 IN NS adnhsl.berkeley.edu.

berkeley.edu. 18536 IN NS aodns2 .berkeley.edu.

berkeley.edu. 18536 IN NS adns2.berkeley.edu.

berkeley.edu. 18812 IN RRSIG NS 16 2 18808 20160906161321 20160902155734 268552 berkeley.edu. ghlrng@rISbm8RWxJIcF/pRIzCa3QXyrpPIftedSYpTk/I6LFY jKKEB1OF Ow\yKG3Nu
berkeley.edu. 16812 IN RRSIG NS 18 2 16808 201608906161321 201608902155734 55763 berkeley.edu. rL2T1wdRWYZpu/zUIhigwT?sS5SwIZp8gnb4ulZNcly 73a3ue3XBiGrf x2xDKt/AP
33 ADDITIONAL SECTION:

aodns2 .berkeley.edu. 6294 IN A 128.253.35.148

phloem.uoregon.edu. 75123 IN A 128.223.32.35

phloem.uoregon.edu. 13262 IN AAAA 2001 :465 :d01 :20: :50df :2023

adns2.berkeley.edu. 6294 IN A 128.32.136.14

adns2.berkeley.edu. 7474 IN AAAA 2687:f148:ffff :fffe::e

shs-pb.isc.org. 6524 IN A 192.5.4.1

shs-pb.isc.org. 46194 IN AAAA 2001 :500:2e::

aodnsl.berkeley.edu. 6294 IN A 192.35.225.133

aodnsl.berkeley.edu. 2523 IN AbAL 2607:f010:37f5:0000: :ff :fedd 53

adnsl.berkeley.edu. 1959 IN A 128.32.136.3

adnsl.berkeley.edu. 7474 IN AAAA 2687:f148:ffff :fffe::3

aodns2 .berkeley.edu. 6294 IN RRSIG A 18 3 10500 20168906163122 20168902154108 20552 berkeley.edu. LwSt2yxfTFfulThvBx/JZdAACPK307Zr +yMYzG44f pLmn6SWH4 /EG2IA sx2CjQEA3/
aodns2 .berkeley.edu. 6294 IN RRSIG A 18 3 18308 20168906163122 20168902154108 55763 berkeley.edu. elLe04M4BGzBOANYRE1f8DpozUSSeQrucZoctFpyGh lUHYEKT ThesXK3xw dWSGwhDzzg
adns2.berkeley.edu. 6294 IN RRSIG A 18 3 10500 20166906155418 20160962145758 20552 berkeley.edu. WK8+301Dd/Bkujgkcdc3d50IMyDIVWWOMZXGESKYQ/IWE 1155c2zx66% Q7XD2KFQRO
adns2.berkeley.edu. 6294 IN RRSIG A 18 3 10500 20160906155418 20168902145758 55763 berkeley.edu. hETE9n7x16PWraQYDIYADUDZWYHMKNDESXxSRNuIgex+C37rnincSolY] HIAAQKHCE]
adns2.berkeley.edu. 16229 IN RRSIG  AAAA 18 3 10800 20160906154405 20168902150354 28552 berkeley.edu. jRP7?IE6IykchNY3DxbvONtNCSHmgWKKSHOOFgxHauDvkYiPE166/6xN] th2v2a
adns2.berkeley.edu. 16229 IN RRSIG  AAAA 18 3 10800 20160986154405 2616A902158354 55763 berkeley.edu. bCCoSShQ/NHYbLSPib/ZC1t8G8gs15wLE LATLE1hILFDZY IMxQySgk LG vUShzKD
shs-pb.isc.org. 6524 IN RRSIG A 5 3 7200 20160925233689 20168529233609 13953 isc.org. dulgltzZiMYEi962AAkZ2BTScHeR2vdBHjePEE2S2ABYAIf qX/s+zDRai A/EKRiGDY j381Bp6o
aodnsl.berkeley.edu. 6294 IN RRSIG A 18 3 18300 20168986152003 20168982151259 20552 berkeley.edu. cMXajdGuQgkettéeliC10AM1232yLT2zFxDWf mBEUWWECIS?0LOYPLEZDG SEhhAKo78d
aodnsl.berkeley.edu. 6294 IN RRSIG A 18 3 188008 201608986152083 20168902151259 55763 berkeley.edu. pHACF3XdiELFulLPeSkroahEMUBvgnNI4+s00822861PMaMgwrbrNsile M7FMOBTr14
aodnsl.berkeley.edu. 16229 IN RRSIG  AAAA 18 3 10800 20160986162655 2016A902156822 28552 berkeley.edu. T+LsA9XpWE2/HiZUitYPQeP3C59ykP4 Lfpfaf JdeoRBUKJe2zBE+dldU AQY2oxE
aodnsl.berkeley.edu. 18229 IN RRSIG  AAAA 18 3 10500 20160906162655 2016A902155522 55763 berkeley.edu. BMsWj9LiDHKWZ2CJIUBGenh Q91 /csxboF 7IKyxyVYZbyl1E/PSUDiGxyBY d3ZCail
adnsl.berkeley.edu. 1959 IN RRSIG A 18 3 185800 20168985162046 20168901152849 28552 berkeley.edu. duSiBLYc+SHfbEAs3f3gnRDwXgsQHEWSxgROSHXFC/KBURYS+Lygkdni XAZfx1+t7m
adnsl.berkeley.edu. 1959 IN RRSIG A 18 3 18500 20160985162046 20168981152849 55763 berkeley.edu. x6GHsd KhAATWQYRILXIGAT av+x0z1YCK/Z+XGARS jWOUWIPPTYTT/HL TXNYU281Rx
adnsl.berkeley.edu. 18229 IN RRSIG  AAAA 18 3 16800 20160906161659 20168902168412 208552 berkeley.edu. 122aB8F87Tp22T3bcZX7?sPUxzMIBrsoNvEZO? LQTE3PkpSEUMdyLE7Az] 2X779K5

adnsl.berkeley.edu. 16229 IN RRSIG  AAAA 18 3 10800 201608906161659 20160902168412 55763 berkeley.edu. ceSEKoSgIDCtMWDYeCagKibWIUMnmXMTZN4A4IMREuv IHI+0xA9mtOhx Fuksjfo
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Daily Internet traffic sample averages 71.5 Tbps.
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Diffuse DDoS: Reflector Attack

Request: Reply: src = reflector
dst = reflector Reflector 1 dst = victim
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Con_tr?l traffic directs slaves Reflectors send streams of non-spoofed
at victim & reflectors but unsolicited traffic to victim



