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Local ICSI hosts contacted via SSH by remote hosts

Weds Nov 10, 2010 - 1AM-11AM

# Local Hosts Remote Host
512 202.148.2.22
140 95.155.122.12
140 161-96-207-82.ip.ukrtel.net
140 80.224.43.54 static.user.ono.com
140 adsl-074-238-205-245.sip.mem.bellsouth.net
140 adsl-70-247-71-201.dsl.hrintx.swhell.net
140 nc-65-40-234-248.sta.embarghsd.net
140 ip-62-129-164-36.evc.net
140 222.107.61.161
140 217-220-124-90-static.albacom.net
140 informatika.brkk.hu
140 208.124.238.246
140 166.129.109.202.dial.nc.jx.dynamic.163data.com.cn
140 201.227.239.1
140 200.182.126.166
140 static-adsi|190-29-2-204.une.net.co
140 190.254.98.18
140 190.253.223.162
140 static-ads|190-248-8-19.une.net.co
140 190.144.81.234
140 189-210-153-50.static.axtel.net
140 189-20-68-59.customer.tdatabrasil.net.br
140 187.53.57.24T7
140 180.168.5.184
140 150.162.10.60
140 147.subnet125-160-246.speedy.telkom.net.id
140 124.193.106.231
140 122.229.6.189
140 122.224.135.163
140 115-186-131-T5.nayatel.pk
140 115-186-131-106.nayatel.pk

139 dsl-202-173-145-182.qld.westnet.com.au



Order Password|Occurences |Percentage
1 123456 567 3.11
2 111111 322 1.77
3 123123 200 1.1
4 gqwerty 196 1.08
5 123321 157 0.86
6 123456789 124 0.68
T 12345 104 0.57
8 666666 06 0.53
9 1234567 80 0.44
10 0 65 0.36
11 TITI777 60 0.33
12 121212 58 0.32
13 1234567890 54 0.3
14 159753 93 0.29
15 555555 48 0.26
16 12345678 46 0.25
17 112233 45 0.25
18 qiw2el 42 0.23
19 gweqwe 41 0.23
20 123qwe 40 0.22
21 123 40 0.22
22 life777 40 0.22
23 654321 36 0.2
24 Qazwsx 31 0.17
25 gfhjkm 30 0.16




To: vern@ee.lbl.gov

Subject: RE: Russian spear phishing attack against .mil and .gov employees
From: jeffreyc@cia.gov

Date: Wed, 10 Feb 2010 19:51:47 +0100

Russian spear phishing attack against .mil and .gov employees

A "relatively large” number of U.S. government and military employees are being taken in by a spear
phishing attack which delivers a variant of the Zeus trojan. The email address is spoofed to appear to
be from the NSA or InteLink concerning a report by the National Intelligence Council named the "2020
Project". It's purpose is to collect passwords and obtain remote access to the infected hosts.
Security Update for Windows 2000/XP/Vista/7 (KB823988)

About this download: A security issue has been identified that could allow an attacker to remotely
compromise a computer running Microsoft Windows and gain complete control over it. You can help
protect your computer by installing this update from Microsoft. After you install this item, you may
have to restart your computer.

Download:

http://mv.net.md/update/update.zip

or

http://www.sendspace.com/file/xwc1pi

Jeffrey Carr is the CEO of GreyLogic, the Founder and Principal Investigator of Project Grey Goose,
and the author of "Inside Cyber Warfare".
jeffreyc@greylogic.us



S Om Keychain Access

)

Keychains
&' login A-Trust-Qual-02
& Micr.. ertificates Foot certificate authority
& System Expires: Tuesday, Decemnber 2, 2014 3:00:00 PM PT
& This certificate is valid
) System Roots
M Kind Expires Kew:hain
E A-CERT ADVANCED certificate Oct 23, 2011 7:14:14 AM  System Roots
E] A-Trust-nQual-01 certificate Mov 30, 2014 3:00:00 PM  System Roots
E] A-Trust-nQual-03 certificate Aug 17, 2015 3.00:00 PM  System Roots
E] A-Trust-Qual-01 certificate Mow 30, 2014 3:00:00 PM  System Roots
& A-Trust-Qual-02 certificate Dec 2, 2014 3:00:00 PM System Roots
AAS Certificate Services certificate Dec 31, 2028 3:59:59 PM  System Roots
Car
ego
i AC Raiz Certicamara 5.4, certificate Apr 2, 2030 2:42:02 PM System Roots
A Al
A 2ms .
] AddTrust Class 1 CA Root certificate May 30, 2020 3.38:31 AM  System Roots
"?“ Passwords E] AddTrust External CA Root certificate May 30, 2020 3. 48:38 AM  System Roots
Secure Notes ] AddTrust Public CA Root certificate May 30, 2020 3:41:50 AM  System Roots
E] My Certificates [E] AddTrust Qualified CA Root certificate May 30, 2020 3:44:50 AM System Roots
? Keys E] Admin-Root-CA certificate Mov 9, 2021 11:51:07 PM  System Roots
ertificates AdminCA-CD-TO1 certificate Jan 25, 2016 4:36:19 AM  System Roots
N
E] AffirmTrust Commercial certificate Dec 31, 2030 6:06:06 AM  System Roots
E] AffirmTrust Netwarking certificate Dec 31, 2030 6:08:24 AM  System Roots
E] AffirmTrust Premium certificate Dec 31, 2040 6:10:36 AM  System Roots
E] AffirmTrust Premium ECC certificate Dec 31, 2040 6:20:24 AM  System Roots
] America Onli...ation Authority 1  certificate Mov 19, 2037 12:43:00 PM System Roots
E] America Onli...ation Authority 2 certificate Sep 29, 2037 7:08:00 AM  System Roots
E] AOL Time W...cation Authority 1 certificate Mow 20, 2037 7:03:00 AM  System Roots
E] AOL Time W.__cation Authority 2 certificate Sep 28, 2037 4:43:00 PM  System Roots
E] Apple Root CA certificate Feb 9, 2035 1:40:36 PM System Roots
E] Apple Root Certificate Authority certificate Febh 9, 2025 4:18:14 PM System Roots
=
E] Application CA G2 certificate Mar 31, 2016 7:59:59 AM  System Roots .
=1 ApplicationCA certificate Dec 12, 20017 7:00:00 AM  System Roots r




News

Solo Iranian hacker takes credit for Comodo
certificate attack
Security researchers split on whether 'ComodoHacker' is the real deal

By Gregg Keizer
March 27, 2011 08:39 PM ET 0 Comments (5] " Recommended (37) | Jf] Like <84

Computerworld - A solo Iranian hacker on Saturday claimed responsibility
for stealing multiple SSL certificates belonging to some of the Web's
biggest sites, including Google, Microsoft, Skype and Yahoo.

Early reaction from security experts was mixed, with some believing the
hacker's claim, while others were dubious.

Last week, conjecture had focused on a state-sponsored attack, perhaps
funded or conducted by the Iranian government, that hacked a certificate
reseller affiliated with U.S.-based Comodo.

On March 23, Comodo acknowledged the attack, saying that eight days
earlier, hackers had obtained nine bogus certificates for the log-on sites of
Microsoft's Hotmail, Google's Gmail, the Internet phone and chat service
Skype and Yahoo Mail. A certificate for Mozilla's Firefox add-on site was
also acquired.
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The Dutch government has revoked all trust in digital certificates issued by DigiNotar

The Dutch government says hackers who broke into a web security firm
in the Netherlands last month issued hundreds of bogus security
certificates that could be used on websites including the CIA and Israel's
Mossad, as well as internet giants such as Google, Microsoft and Twitter.

More than 500 fake certificates, including some which could be used to
send fake Windows updates to computers, and others which could be
used when connecting to the ClA's site, were fraudulently issued in the
hack, Which occurred in July-

The Dutch government took the exceptional step of calling a press
conference at 1.15am on Saturday morning to announce that it was
revoking all trust in digital certificates issued by DigiNotar, which until
then had been used for all online tax returns filed in the Netherlands.



Law Enforcement Appliance Subverts SSL

By Ryan Singel &1 March 24, 2010 | 1:55 pm | Categories: Surveillance, Threats

That little lock on your browser window indicating you are communicating securely with your bank or e-
mail account may not always mean what you think its means.

Mormally when a user visits a secure website, such as Bank of America, Gmail, PayPal or eBay, the
browser examines the website's certificate to verify its authenticity.

At a recent wiretapping convention, however, security researcher Chris Soghoian discovered that a
small company was marketing internet spying boxes to the feds. The boxes were designed to intercept
those communications — without breaking the encryption — by using forged security certificates,
instead of the real ones that websites use to verify secure connections. To use the appliance, the
government would need to acquire a forged certificate from any one of more than 100 trusted Certificate
Authorities.



Security Warning: Do you trust the Russian government?

Firetox has detected that your connection to this website i1s probably not
secure. If you are attempting to access or transmit sensitive data, you should
stop this task, and try again using a different Internet connection.

Firefox has detected a potential security problem while trying to access
wiww.bankofamernica.com, a website visited at least 131 times in the past by persons
using this computer.

In these previous browsing sessions, www.bankofamerica.com provided a security
certificiate verified by a company in the United States.

However, this website is now presenting a different security certificate verified by a
company based in Russia.

If you do not trust the government of Russia with your private data, or think it unlikely
that Bank of America would obtain a security certificate from a company based there
this could be a sign that someone is attempting to intercept your secure
communications

Click here to learn more about security certificiates and this potentially risky situation,

If you trust the government of Russia and companies located there to protect your
privacy and security, click here to accept this new certificate and continue with your

visit to the site,
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&' login CNNIC ROOT
B Micr...ertificates Root certificate authority
& System Expires: Friday, April 16, 2027 12:09:14 AM PT
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ystem Roots
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DigiCert Globa

| Root CA
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Aug 2, 2028 4:59:59 PM
Aug 1, 2028 4:59:59 PM
Jul &, 2019 4:59:53 PM
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Aug 1, 2028 4:59:59 PM
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Oct 15, 2027 9:08:00 AM
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stem Roots

a vl
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Verify Your Registration

Erter 1he code shawr ]

This helps present automsted recsirations

Please enter the code you see below. what's this?

ORLT

L o
TR T LT

o —

gz

ik

Just to prove vou are a human, please answer the
following math challenge.

- Calculate:

% |:=1'Hi11(?'.1'—?—_:)i|

)

a=l

M=o

Wote: If you do not know the answer to this question,
reload the page and you'll get another question,



Asirra

Agirra is & human infeéractive proof that asks wsers o identify photos of cals and dogs. TS powered by over
two milion photes from our unigue partnership with Petfinder.com. Protect your web site with Asirra — free!

Please click on the images that show cats:
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crack captcha php

| Google Search | l I'm Feeling Lucky |

Advertising Programs - Business Solutions - About Google

©2009 - Privacy

Advanced Search

Language Tools

iGoogle | Search settings | Sign in



(@00 "crack captcha" - Google Search
[ < I > J [ -+ e:'http://www.google.com/search?h|=en&source=hp&q=%22crack+captcha%22&aq=f&oq=&aqi=g1 C] ( Q' Google
[0 i NYTimes Google News Dailyvy Weather 294 United Traffic Papers HNO9 IMC Google Maps RSS(1)v Moviesv BARTv Wikisv Calories Blog

1 “crack captcha" - Google Search I
Web Images Videos Maps News Shopping Gmail more ¥

GO()gle "crack CaptCha" Advanced Search

Results 1 - 10 of about 17,700 for "crack captcha". (0.17 seconds)

Search settin

Web [# Show options...

Captcha solving
www.decaptcher.com  Cheap captcha solving Cheap programs for advertisement

Sponsored Link

Using the advertisement in blogs, social networks, etc significantly increases the
efficiency of the business. Many services use pictures called CAPTCHASs in order to
prevent automated use of these services.

Solve CAPTCHASs with the help of this portal, increase your business efficiency now!

Follow these steps:
Register .
Login and follow the link inside to load funds to your account.
Your request will be processed ASAP.

You pay for correctly recognized CAPTCHA= only
The price is $2 for 1000 CAPTCHAs, We accept payments from $10.

If you use a third-party software the price could be different, contact the
software vendor for more information.
Hi! I want to bypass captcha from my bots. Bots have different IPs. Is it
possible to use your service from many IPs?
We have no restrictions about IP: with DeCaptcher you can bypass CAPTCHA from
as many IPs as you need.

Hi. I need to crack captcha. Do you provide a captcha decoders?

DeCaptcher CAPTCHA solving is processed by humans. So the accuracy is much
better than an automated captcha solver ones



Language Example AG BC BY CB DC IT All
English one two three 511 37.6 476 406 39.0 620 39.2
Chinese (Simp.) —— — == 484 31.0 000 689 269 358 352
Chinese (Trad) — — == 529 244 000 638 302 330 341
Spanish uno dos tres 1.81 13.8 000 290 7.78 568 139
Ttalian uno due tre 365 845 000 465 544 571 13.2
Tagalog isd dalawa tato 000 579 0.00 000 7.84 572 118
Portuguese um dois trés 3.15 10.1 000 148 398 489 11.3
Russian oAvH ABa TPW 241 0.00 000 114 055 165 8.76
Tamil gop @ren® meam 226 211 326 074 121 536 747
Dutch een twee drie 4.09 136 000 000 122 311 630
Hindi UHh & I 105 538 247 152 630 949 594
German eins zwei drei 362 072 000 146 058 291 5091
Malay satu dua tiga 000 142 000 000 055 294 523
Vietnamese mot hai ba 046 207 000 000 174 181 3.72
Korean 2 O] &F 000 000 000 000 000 202 337
Greek gva duo Tpiad 045 000 000 000 000 155 2.65
Arabic aly ol &35 000 000 000 000 000 153 256
Bengali aF 72 TSS9 045 000 989 000 000 000 1.72
Kannada wody aod ed> 091 0.00 000 000 055 6.14 1.26
Klingon r < €« 000 000 000 000 000 112 0.19
Farsi S5 s> 4w 045 000 000 000 000 000 0.08

Table 2: Percentage of responses from the services with correct answers for the language CAPTCHAS.



