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December 16, 2010

Ohio State Says Hackers Breached Data on 760,000

By TAMAR LEWIM

Ohio State University is notifying about 760,000 people whose personal information was stored in the
university’s computer server that a data breach could put them at risk for identity theft.

The university, located in Columbus, began sending letters on Wednesday to current and former faculty and
staff members, students and applicants, telling them that hackers had broken into the server that stored their
names, Social Security numbers, dates of hirth and addresses.

The university said that although there was no evidence that the information had been used for identity theft, it
was nonetheless offering a year of free credit protection to everyone whose data was on the server.

“We regret that this has occurred and are exercising an abundance of caution in choosing to notify those
atfected,” Joseph A. Alutto, the university provost, said in a news release.



Univeyp Univig Lab,, Labs Super T3 Munich
Trace duration (seconds) 303 | 5,697 /300" 3,602 3,604 3,606 10,800 6,167
Total packets 1.25M 6.2M 1.5M | 14.1M 3.5M 36M 220M

Total connections

1.04M

5.62M

Connections with holes

Max buffer required (bytes)

174,687
O /OK
202 KB

714,953
.38V
560KB

Avg buffer required (bytes)

28,707

178KB

Max simultaneous holes 15 13 9 39 6 94

Max simultaneous holes 9 16 6 16 6 85 61
in single connection

Fraction of holes with 90% 87% 90% 87% 97% 85% 87%
< 3 packets in buffer

Fraction of connections with 96% 98% 96% 97% 97% 95% 97%
single concurrent hole

Fraction of holes that overlap 0.5% 0.02% | 0.06% | 0.06% 0% 0.46% 0.02%

hole on another connection
of same external host (§ 5.1)

- Many connections have holes, but little

buffer required



Fraction of holes
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Adversary can fill the entire buffer with just a single connection!
Restrict per-connection buffer to threshold (say 20KB)
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- Adversary can create multiple connections to

overflow the buffer!

0 Do not allow a single host to create two
connections with holes
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Fraction of holes that overlap
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of same external host
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0%
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0.02%




- Adversary attacks from distributed hosts!
(zombies)

No connection can be isolated as adversary’s... all of
them look good

0 Upon buffer overflow ...

... Evict one buffer page randomly
and reallocate it to new packet

Kill the connection of the evicted page (mod details)

. |If the buffer is large, then most evicted
connections belong to the adversary

They fight an uphill battle!



" J
- Suppose total 512 MB, 2KB page, 25KB/conn
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