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CRT display is made up of
an array of phosphor pixels

640x480 (say)



Electron gun sweeps across row
of pixels, illuminating each that
should be lit one after the other



When done with row, proceeds
to next.  When done with screen,
starts over.



Thus, if image isn’t
changing, each pixel is
periodically illuminated
at its own unique time



Illumination is
actually short-lived
(100s of nsec).



So if eavesdropper can
synchronize a high-precision
clock with when the beam
starts up here …



Then by looking for changes
in light level (flicker)
matched with high-precision
timing, they can tell whether
say this pixel is on or off …



… or for that matter, the
values of all of the pixels







Photomultiplier + high-precision timing +
deconvolution to remove noise



IP Header Side Channel
4-bit

Version
4-bit

Header
Length

8-bit
Type of Service

(TOS)
16-bit Total Length (Bytes)

16-bit Identification
3-bit
Flags 13-bit Fragment Offset

8-bit Time to 
Live (TTL) 8-bit Protocol 16-bit Header Checksum

32-bit Source IP Address

32-bit Destination IP Address

Payload

ID field is
supposed to be
unique per IP
packet.

One easy way to
do this: increment
it each time
system sends a
new packet.
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Upon receiving RST,
Patsy ignores it and does
nothing, per TCP spec.
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