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Figure 5: Estimated Gaussian distributions of all 142
character pairs collected from a user.
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Figure 8: The probability that the n-Viterbi algorithm

outputs the correct M before the first n guesses,
graphed as a function of n.
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Figure 10: The percentage of the password space tried
by Herbivore in 10 tests before finding the right pass-
word.



Training | Test Test Cases

Set Set Password 1 | Password 2 | Password 3 | Password 4 | Password 5
User 1 User 1 15.6% 0.7% 2.0% 1.3% 1.6%
User 1 User 2 62.3% 15.2% 7.0% 14.8% 0.3%
User 1 User 3 6.4% N/A 1.8% 3.1% 4.2%
User 1 User 4 1.9% 31.4% 1.1% 0.1% 28.8%
User 2 User 1 4.9% 1.3% 1.6% 12.3% 3.1%
User 2 User 2 30.8% 15.0% 2.8% 3.7% 2.9%
User 2 User 3 4.7% N/A 5.3% 6.7% 38.4%
User 2 User 4 0.7% 16.8% 3.9% 0.6% 5.4%

Table 1: Success rates for password inference with multiple users. The numbers are the percentage of the search
space the attacker has to search before he finds the right password.
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LED Indicator

Class I

Class II

Class III

Modems and Modem-Like Devices

ANP Model 100 short-haul modem, TD indicator

ANP SDLC card, TD indicator

CASE/Datatel DCP3080 CSU/DSU, TD indicator

Hayes Smartmodem OPTIMA 14400, SD indicator

Hayes Smartmodem OPTIMA 9600, SD indicator
Motorola Codex 6740 Hex TP card, TD indicator

Motorola Codex 6740 TP Proc card, TD indicator
MultiTech MultiModem V32, TD indicator

Practical Peripherals PM14400FXMT fax modem, TX and
RX indicators

SimpLAN IS433-S printer sharing device, front panel LEDs
Telemet SDR-1000 Satellite Data Receiver, Data indicator
V.32bis modem simulator, TD indicator

WAN Devices

Cisco 4000 IP router, Fast Serial TD indicator
Cisco 4000 IP router, front panel LED

Cisco 7000 IP router, Fast Serial TD indicator
Cisco 7000 IP router, front panel LED
Stratacom IPX SDP5080A, RXD indicator
Verilink FT1 DSU/CSU, Pulses indicator
Westel 3110-30 DS1 Connector, Pulses indicator
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CAN YOU
READ THIS?

This image was captured

with the help of a light sensor

from the high—frequency fluctuations in the G

light emitted by a cathode—-ray tube computer monitor
Y which | picked up as a diffuse reflection from a nearby wall.

Markus Kuhn, University of Cambndge, Computer Laboratory, 2001
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Figure 6.9: Unprocessed photomultiplier output after diffuse reflection from a wall




R EAU THIS’7

Nis iImage was captured

W

vith the help of a light sensor

iIgn-=trequency tiuctuations in the

C
\'|

-




IP Header Side Channel

abit | 4-bit 8-bit _
Version | Header| Type of Service 16-bit Total Length (Bytes)
Length (TOS)
) e 4 3-bit .
16-bit Identlfl@ Flags | 13-bit Fragment Offset
8-bit Ti t .
. . Lilve ;r.;'.l?l_)o 8-bit Protocol 16-bit Header Checksum
ID field is
SUPposed to be 32-bit Source IP Address
unique per IP
packet. 32-bit Destination IP Address

One easy way to
do this: increment
it each time
system sends a
new packet.
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Astacker Paisy Victim

FCP-SYN_src=P_|dst port=24 - 110 listener
on port 24,

< T~p ot | RST generated

Upon receiving RST,
Patsy ignores it and does
nothing, per TCP spec.
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