HTTPS Connection (SSL / TLS)

* Browser (client) connects  Browser Amazon
via TCP to Amazon’s SYN
HTTPS server

—
» Client sends over list of y

crypto protocols it supports

ACK
» Server picks protocols to Hey,
use for this session sp o ks A+§f’{
. SA+3D SIZ8+S
« Server sends over its ES+MDS§{31) or
certificate
. . . . 1 i
» (all of this is in the clear) ot's US| AES128+SH2
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HTTPS Connection (SSL /TLS), con’t

* For RSA, browser constructs a long Browser Amazon
(2048 bits) random string R

, cert
« Browser sends R encrypted using M
2—

Amazon’s public RSA key K,

« From R browser & server derive R IR
pairs of symm. cipher keys (Cg, C) }KA
and MAC integrity keys (lg, |5) ! MAC(d- R
— One pair to use in each direction 'alog,/B)
 Browser & server exchange MACs _ \s)
computed over entire dialog so far N\AC(d‘a\og’
 If good MAC, Browser displays E M

, , M
« All subsequent communication 7 AC(/\/I,,/B)}
encrypted w/ symmetric cipher s

(e.g., AES128) cipher keys, MACs

\s)ic i
— Messages also numbered to thwart {N\z, N\I—\C(N\z slCs
replay attacks
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Ordinary DNS:

mail.google.com?

>

Ll < mail.google.com A 1.2.3.4 12100052200

DNSSEC:

mail.google.com? >

Ll < mail.google.com A 1.2.3.4 12100052200

SIG 0x1F92..9
google.com? >
Ll < google.com KEY 0x828C..E coile e

SIG 0x90A4..5



Ordinary DNS:

mail.google.com?

>

Ll < mail.google.com A 1.2.3.4 12100es]|se0l

DNSSEC:

mail.google.com? >

Ll < mail.google.com A 1.2.3.4 12100052200

SIG 0x1F92..9
google.com? >
SAE «__doogle.com KEY 0x828C..E SOt

SIG 0x90A4..5 1



Ordinary DNS:

mail.google.com?

>

Ll < mail.google.com A 1.2.3.4 12100052200

DNSSEC:

mail.google.com? >

Ll < mail.google.com A 1.2.3.4 12100052200

SIG 0x1F92..9
google.com? >
Ll < google.com KEY 0x828C..E coile e

SIG 0x90A4..5



Ordinary DNS:

mail.google.com?

=
Ll < mail.google.com A 1.2.3.4 12100052200
DNSSEC:
mail.google.com? >
com A 1234 | stgoogle.com
SIG 0x1F92..9
google.com? >
SAE «__google.com KEY 0x828C..E SOl

SIG 0x90A4..5 )



