4

My Documents

& ProAgent ¥2.0 Public Edition

Send Menu Options

[v]:Send Passwords || Give a fake error message

Send CD-Keys || Melt server on install

Send KeyLog Disable AntiVirus Programs

Send System Information Clear Windows XP Restore Points
Send Address Book [ ] Protection for removing Local Server
Send URL History

Send Processes Log

Server lcon Bind with File
You can choose any icon for server ] Bind with File You can bind server with any files

you want
@ [ £ Choose lcon J [ & Select File To Bind ]

Decryptor Remove Server

Motification 3 l

Your e-mail address which you will to receive information from
Pra&igent.

E-Mail: bomberman{@yahoo.com Test

ProAgent - Professional Agent Copyright @ 2005 SIS-Team

About l %' Buy Undetectable l Help

Create Server

Recycle Bin

#/start| | 63 proagent (DM 9:56 AM



Spy Instructors Software

‘NEW GENERATION SOFTWARE SOLUTIONS -

'] HOMEPAGE ’#] PRODUCTS 2] DOWNLOADS 2| FORUMS ’Z] ABOUT US & ==

ProAgent v2.1 SIS - Products

( Customer Support Department D

e ety et e e
o et Dk L
= :‘::‘___. B R
S St M < D wosme & Paman S
< Lt aamas bun Pt v —y | . \—
Lt
Lt P |y
e Qe Sl e B Commerclal Programs
- fow -
Vi 1 n oy . — P i P ha-—l-:-‘nl-—
¢ 2= & Freeware Programs
~~M-=:::— — New Generation Software
vy = = LTy Custom Speclal Programs
Phgunt - Pussnd Agunt (s ¥ T8N Tamn L Dot by U5 | asm og So""tlors"'
« ProAgent Spy Software Is one of the most powerful monitoring New Products
and survelllance applications avallable today.
SIS-IExploiter v2.0 ProAgent v2.1

« It Is an ultimate solutlon for monitoring spouses, children,
employees, or anyone else!

« ProAgent records all typed keystrokes, all active window texts,
all visited web sites, usernames, passwords and more and sends
e-mall reports to your e-mall address that you specified when
creating the server, completely hidden!

« ProAgent can work In all kind of networks, It doesn't matter If
the PC Is behind a flrewall or behind a router or In a LAN,
ProAgent works In all of these conditions without any problems.

Click here to purchase ProAgent v2.1 Speclal Edlition...

Clirk hara tn Anwnlnad DeaAnant v 1 Puhlis Fdltinn AntiDote v1.2 SIS'DO?IE'OldQI' Vlr.tual K.y._’o.ard



allBots Inc.

Social Networking Bots

GOOD News!!! We have something more for you! Yes, we ha@d CAPTCHA @n all of
our bots.

Winsock (Multi-threaded) Bots
ecome an Affiliate and @ Click here for 30+ MySpace Bots

Accounts Creator
(Y ou Just Need To Type In The CAPTCHAS To Create Accounts)

Social Networks _ _
MySpace Accounts Creator with Picture Uploader, Profile & Layout Manager m’

38005  $140.00
MySpace Accounts Creator with Picture Uploader, Profile & Layout Manager  PayPal |
(Winsock) MY 35005 $320.00
- _PayPal
YouTube Accounts Creator ! Buy Mow $130.95-  $95.00
_ PayPal |
Friendster Accounts Creator | BeyWeu $120.08  $95.00
. PayPal
Hi5 Accounts Creator RN 612008 $95.00
Mo Tilaeld A scooeeresdce oo oo .Paj"Pal |

'|!i|!‘h ylessage o LN DTN psters & Others
{All Bots Work In A Conventional Mamner, They Gather Fniend [Ds/Names And Send Fnend Bequests, Messages, Comments Automatically)
**Chaining Feature** Is Available On All Bots for All Networks Except Facebook
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Ein ~
‘2 MyiFrame.com — Tapwdi Ha npogamy Tpacuia - Microsoft Internet Explorer

File Edit ‘jew Favorites Tools  Help

eBack - \_/I \ﬂ @ _h /-__\J Search ki".\_(. Fawvorites ej

[X| VNC: throwaway-

xp-009

-

=~
_ T
X
/]

A=
q

Address @ hikkp: [, ivifr ame, comysupport i ?path=30-clientf20-tariffsf

MepBan 6mpxa iframe-Tpadmea

MyiFrame.com

HABMI ALIMA TAPU®BLI HA TIPOOAKRY TPADMKA

ApTopu3anma CTpaHa «MCTBIA =

3alblL1H napons?
FU 51,40 za 1000

PermcTpauma

(P 50,60 za 1000
Moane paka

BY 50,40 za 1000

NPHHAM AEH | ATTecTORaHHER us S 180 8 1
WEllMIJlII’-‘i m Ch 50,80 2a 1000

PeroMeHyEmM MCNONES0EATE S .20 28 1000

mazilla

' Firefox

Gu:u

Aptopuzauma | Jabwinm naponn?

«[ pAZHBIF =
58,46 za 1000
52,34 za 1000

51,56 33 1000

53,90 23 1000
53,12 23 1000

50,78 23 1000




a eBay accounts for sale - Microsoft Internet Explorer

File Edt Wiew Favorites Tools  Help

@Back il > B \iLI @ :‘] _,-".'--.: Search ‘{'\'fl-' Favarites .5:‘; - "F ‘::3,
Address @ﬂhttp:,l‘,l‘ebayseller.cc,l’ _ﬂ (30
\ -]
CHHCUK HUCTYHHLIX AKKOB

CepBHc 0 NpoaEe AKKAYHTOB aYKUBIOHA eBay.

Hobpbie r03ephl ayKLBIOHA ¢Bay NpeanararT BaleMy BHHMAHIIO ¢BOM AKKAYHTBL
IToeTOAHHBIM KIEIEHTAM H TeM, KTO DepeT DoNee 5 aKKOE, pasIMuHBIE DOHYCEI M CKIJKIL
Bce akkayHTBI ¢ JOCTYIIOM K MBLTY X0JJIEpa.

Bs1 canni BpIOMpacTe aKK (HECKOIBKO aKKOE) M3 ¢rmicka. opopure MHe. OnnauiiBacTe M I10TVYAETE.
Bee akku mpeEapUTENBHO MIPOEEPAROTEA TIEPE] TIPOJRKE, B ¢yuae, ¢ClIi YTo-To He padoTaet - 100% s3aneHa.

AKTHE/He AKTHE CMOTPHTE ¢aMH ITo Fo3ep U, Ilo aKTHEHOCTH He COPTHPYIO, TAK KAK 5T0 JUIA K&KNOT0 CY0bEKTHEHO.
Tarke B mpoaaxke obEaroT akku PayPal. Iens1 ppmourkie. IlocToarHo He mpojaro.

Ornnara mo WL

Iepea MOKYIIKOH ¢IeAVET 00A3ATENBHO 03HAKOMIThCA ¢ FAQ.
ITo paboTe ¢ TOBAPOM HE KOHCYIBTHPYIO.

PaboTa yepes rapaHT cepBHC MPUBETCTBYETCA.

Mo HeHBI:

seller/0aep ark mo 10 dumon = 5§
seller/daep ark 10-25 dumon = 10%
seller/0aep arm 25-50 pumon = 15§
seller/0aep axk Domee S0 Ppumon = 25§




se Width Fluid to wiew full details

You halance is empty, please deposit money to buy paypals

SEARCH PAYPALS

JERIFY (+F0.10) TYPE (+§0.15) COUMTRY (+E0.20) WAL (+F0.20) BALAMNCE (+F0.20)
Bl Yerify = Al Type = Al Country w

SEARCH

AVAILABLE PAYPALS

Show | 50 2 | entries Search:
PAYPAL EMAIL <  WERIFY TYPE CARD BAMK MAIL BALANCE FIRST MAME ADDRESS: COUNTRY  PRICE
“ralksmommyEyahoo.com e s Premier % o = F6.42 Joanna Fanama City LISA £2.a80
Seanst 23@ahoo.com e s Pramier %% o - F1.00 Redgina Cliftan Park LISA, 52.80
s ackiEgmail.com es Premier o — F121.07 Ahigail Jeffersan LISA F15.00
ey ambit.net RS Prernier ¥ o — F1102.37 Gwyhin Tallmadge LISA £45.00
= stevensong@dgmail.com RS Prerier ¥ o _— F209.03 Michal Galloweay LISA £20.00
Fhey_hrueschiyvahoo.com BS Prernier % v 4 — F18.41 Courtney GUrnes LISA £4.00



Advertisement

1 have boa wells and barclays bank logins....
have hacked hosts, mail lists, php mailer send to all inbox
i need 1 mastercard 1 give 1 linux hacked root

1 have verified paypal accounts with good balance...and i can cashout paypals



OrAcLe
OrAcLe
< ehmo >
OrAcLe
OrAcLe
< ehmo>>
< ehmo™>
OrAcLe
< ehmo >
< ehmo >
OrAcLe
< ehmo>>
OrAcLe
OrAcLe
< ehmo >
OrAcLe
< ehmo>
OrAcLe
< ehmo>>
OrAcLe

INEED INBOX MAILER . HOW MUCH I5 IT?
1 REQUIRE IT

yop
!'I'

IS IT TO ALL INBOX?

5%

hm

WILL YOU PLS ACCEPT $3
many people selling for 3

ask him

WHO?

dono

hm?

bRO_IREAILY WANNA BUY 4RM YOU
ok

Already uploaded 1 hope

yes

Ok._what’s ur egold acct ?

give me a second
Ok_.1 wait




OrAcLe
OrAcLe
OrAcLe
OrAcLe
OrAcLe
OrAcLe
OrAcLe
OrAcLe
OrAcLe
OrAcLe
OrAcLe
OrAcLe
OrAcLe
OrAcLe
OrAcLe
OrAcLe
OrAcLe
OrAcLe
OrAcLe

Ok_.1 wait

Please make sure that it 1s the account that you intend to spend to.
Amount: 5.00 US Dollars™ worth of Gold

From: [elided] (Anthrax De Oracle)

Is this info correct?

Ok_.1 send now

e-metal payment confirmation: Batch [elided]

Paid To: [elided] (Filialka)

Memo:

Actual payment weight = 0.007704 oz. (0.239626 grams)
Equivalent USD amount of this payment: $5.00
Applicable Conversion factors:

1 oz. troy =31.1034768 grams

Gold exchange rate = 649 00USD/oz

The e-metal payment was successful

Your batch number for confirmation 1s [elided]

Thank you for using e-gold.

SENT

I'm SELLING Usa AOL Fulls Info CC also - Uk/Eu Full info - with unique algo.. !
5 Payment Only E-GOLD




Marketplace Ads for Goods
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Marketplace Ads for Services
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[0] INTRODUCE - BASICS - 1-2+ - 50%

visa -

Security in the netwaork, configuring the systern to work,
Proxies, TOR, Proxy, Socks, WPN (+ double))

Wiorking Dedicated Server
Weant to krow how get B poLrsel? +315%

Credit/Debit card (CC) payments in internet
Where to get this and how rake money on this

AntiFraud, verified by isa, Master Card security Code,



[1] HELLO WORLD or SKYPE CARDING - 2-3h - 75%

*for those who passed the basic,

Skype Carding. The first practical experience, bringing a steady income, it is recormmended for those who passed basic course on security
in the netwaork,

Material for the work included:
Credit Card LISA (no YBYW MCSC)

Dedicated Server LSA
DoubletPR for security in network

Tnvest 10% day. Get 100-150%.
Advice: sell skype accounts not only on one board, try to sell this on RU-boards

Result: You learn SKYPE carding, get an account with a balance 4 50 (live long), you can immediately sell on the forum for 7-84, or you
can try to sel it to other (legal) sites for 20-40 §.



[2] How to get your own DROPS for STAFF and
TRANSFERS 4-6h - 250%

*for those who passed the basic

oy

Drop - person who takes the bank transfer to his bank account, then sends money you or stuff (product: a laptop, for example) to his
address, then sends to you,

Sooner ar later anybody think about this,
Your own drop project its very good business,

Material for the work included:

Drop project (used)

+Wart to make Yo aw? + 1508
Forums, jobs, posting boards
Double’Pr for security in network

Advice: its not too hard get drops and its good business for vou, when you control drops you can get 5030 staff (carder makes 2
niotebook on your drop, one for you and for carder) and 60% from bank transfer amount, take it!

Result: Making drop project, posting on forums with intersting leged and get your own QUALITY DROPS READY FOR WORKIMG OM YOI,
then you can give him to carder (S0/50) or to bank transfers (G0%),



[3] SCAM (Phishing) 4-6h - 200$

“ESRioN| |

*for those who passed the basic

MOMNEY TRAMNSFER
Phishing iz the criminally fraudulent process of atternpting to acquire money!

Literate phishing in internet
For example on dating site.

Material for the wiorl: included:

Foto and video (rodel; wornan) for scum,
+Want to fow fhow to get your oue? 508
Dating site, Social Netwoarks, Chats
DoubleyYPN for security in network

Lclvice: not many people know about that more than half of potential victinms punched "new wife" on GOOGLE, if you writing you love to
cook - sign up online cooks and share recipes))

Result: Getting acguainted with the victims, and quality PHISHING thermn for WESTERMN LUNICMN, rmain legends for phishing, learn all about
anti-scam and stop-phishing, and how o bypass fraud tests;)



[4] Poker PS, FTP, BF, BU 5-7= - 300%

*for those who passed the basic

Paker
Stars.com

Poker - interesting garme, you can make money in game akways, when you gaming on stolen money; ) (5)
Material for the work included:

Credit Card (ALCAELD

Dedicated Server

DoublewPR for security in netwaork

Scans and calls for additional payments

Advice: In poker, everyone should find his own way, where and how to take more §

Result: Make your own deposit in poker from stolen credit card (max 600 euro) and take money for this (yow can sell for 15% from
balance) on forum, or you can game on this money or cashout them, there are many pitfalls that i'll show you, and most importanthy you'l
know hiow the casing anti-fraud politics and most importantly gain the necessary knowledge to move next and get your own way in
poket,



[5] CC-Shop-Track (Shopping) 6-8h - 350%

*for those who passed the basic

Shopping on the Internet on stollen bank cards, so to store the goods sent to drop (without police: 1)
Material for the work included:

Credit Card / Enroll

Verified DROP (50,50

Dedicated Server

Double’yPH for security in network

Scans and calls for additional payments

Advice: many pitfalls! should be patient and be immediately ready to proring, scans the 10 and CC, and even photos HOLDER 'a (credit card
hiolder ) about the computer (a new practice in the ML),

Result: SEMD Y OIUR FIRST (Motebook, camera, ving) on drop and get money for it, and get detailed information about shoping on stolen
CC on LS4 ar DE, that, where to find drops, about shops and their search, anti-fraud policies and circumvent potential problems, as well as
mary sturnbling blocks in this business,



[6] Botnhet or how to get my own bank accounts. 12-18h
- 500%

*or those who passed the basic
*axpaerienced PC user

o
Usar narnas | |
— — |
1l
s

Paddwesd |'|

™ Bemember (MES cookies)

| Submit |

Trojan - virus, programm, that helps you to get your own bank accounts, paypal, credit cards, poker accounts, ebay, admin accounts of
shiops and so an,

& botnet is a serious thing, it's not Skype carding)) Bank accounts, credit cards, shops, MoneyBookers, Bet office, poker, Ebay, Enroll - all
this you get with Bank Trojan, Trojan are all sorts of public nice triple Zeus, T remermber in my mmemory was limbo and adrenaline and
SpyEye, from privat mbo and 76, must always start somewhere in order to get results and not necessarily to invest 15k in a new Zeus of
the author, can be found in public for free 1.2 or 1.3, forums often spread builder, that's only 90% of them are infected with other
yirses and your admin panel, along with Troy obscured As soon as you let go LOADS,

Material for the work included:

Zeus Trojan (bank trojan), WS 20ON'T a5 SLF DER
Injects Pack (=200 injects)

YWPS Hosting for trojan (1 ronth)

DoublePM for security in netwiork

Aclvice: invest in a triple can be infinitely better to hone a particular topic, of course the most money its auto-transfers:)

Result: Mak Trojan, will go a few thousand loads and get the combat botnet, which Y ou will have your own logs (bank accounts), wil
introduce the basics of cryptography, where are get loads, also learn to write injections, and be able to earn money on this,




Individual counseling from $ 20. No Antenatal clinics :-)

GOOD DAY, GOOD MOOD AND GOOD BUSINESS
[!]

CASH PARADISE UNIVERSITY ICQ:
JABBER:

Main | Study Programs | Rules | Contack us
Copwright @ 2010 CASH PARADISE UMIVERSITY.



000 Canadian Pharmacy =
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Home | (Bestsellers | Allproducts | FAQ | Contactus $€ £ * i :ourcar‘t':tﬂéo:;(okite:rs)
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Pharma Bonus

Canadian @ Pharmacy

#1 Intermet Online Drugstore

- -/‘

el [ rerscora” g vees Gtg)
= .

For Order more than $300:) :

12 VIAGRA PILLS ‘ ~ .

s _ | - o 120 il

&) - 100 mg 1 bottle x 60caps 100 mg

= |For other Orders: 10 x Cialis \ : +4 Free pills

= |4 VIAGRAPILLS , 20 mg Perie S mwth OF .

i ORDER NOW ORDER NOW ORDER NOW

© Male Enhancement

Searchbyname: ABCDEFGHIJKLMNOPQRSTUVWXYZS Search: | @

© Men's Health

© SALES - 20% OFF Today's Bestsellers

© Female Enhancement Viagra Cilalis Viagra

, , D 0w Ny oo ’ Professional
ur price ur price ;

& Weight Loss . $1.21 $2.18 Our price

© Gums New! $

© Body-Building More info @ Add to cart More info @ Add to cart ‘ More info @ Add to cart -

@ Hypnotherapy v
Done P



Anatomy of a modern Pharma
spam campaign

Bu]k email

?ommissi n
up to 40%
Generic t[r)
(Sildenafil citrate)

disposable
( h%stmg)‘

Other recipients

Non-US sup ;)ly

Email with link (India, Mexico etc.

Patent expired
. ol N Mere cents per pill
Email recipient Impotent Clicks on link Sale made = massive m‘;rkﬁp

Typical value $50-100?

Shipped to customer

Courtesy Stuart Brown
modernlifeisrubbish.co.uk



Are Bots & Spam the New Black Gold?

Spam finance elements:

Storm worm 'making millions a day'

Compromised machines sending out highly profitable spam, says IBM security
strategist

Clive Akass, Personal Computer World 11 Feb 2008

The people behind the Storm
worm are making millions of
pounds a day by using it to
generate revenue, according
to IBM's principal web
security strategist.

Joshua Corman, of IBM
Internet Security Systems,
said that in the past it had

been assumed that web p—— == ]
security attacks were | === How can we measure this?

esSential ego drver. Seemingly only knowable by
the spammers themselves.

Retail-cost-to-send vs. Profit-per-response
Key missing element: spams-needed-per-response, i.e., conversion rate
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i ORDER NOW ORDER NOW ORDER NOW

© Male Enhancement
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© SALES - 20% OFF Today's Bestsellers

© Female Enhancement Viagra Cilalis Viagra
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© Gums New! $
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Kirill Levchenko

klevehen@cs.ucsd.edu

I'am a project scientist with the Svstems and Networking group in the Computer
Science department at the University of California, San Diego. My current research



Bot master

HTTP proxies
If we control
these ...
Proxy bots
Overnet

Worker bots

... We can monitor
these



Bot master

HTTP proxies
If we control
these ...
Proxy bots
Overnet

Worker bots

... We can monitor &
influence these



Under our control

WWW server

real email
accounts

Bot Controller

v |

Proxying Bot

v |

Re-writing
Proxy

b

a9

t

our webmail
accounts




Spam conversion experiment

- Experimented with Storm March 21 — April 15,

2008
- Instrumented roughly 1.5% of Storm’s total
output
Pharmacy |E-card Campaigns
Campaign Postcard April Fool
Worker bots | 31,348 17,639 3,678
Emails 347,590,389 | 83,665,479 |38,651,124
Duration 19 days [ days 3 days

30



Site needs to be up hours to
days to reap real users
~rather than just crawlers

o
o

o
~

2]
X
O

&)
(-

o

c
O
-

O

©

S
LL

— Crawlers
— Users
— — — Converters

“10min 1h  6h 1d 1w 1m
Time to click

Response Rate for Self-prop Email

1min

Delivery Rate Prior to Blacklisting




Click Trajectory data collection

@ Content Clustering

$1(800) $98-7978 THEUSDRUGS
&
o ) CEr ;(
> EErs \
s P g

oare

P T —

@ Content Tagging

RXx
Promotion

ULTIMATE @
_REPLICA

Ultimate

Replica GlavMed
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Bestsellers

Search

PAIN RELIEF

Vicodin ES
Hydrocodone
Percocet

Lortab

Darvacet (Proxyon)
Codeine

View all products

ANTI-ANXIETY

Xanax

Valium (& ROCHE)
Ativan (3 Wyeth)
Klonopin (generic)
WValium (generic)
Anti-Anxiety Pack
Atarax

View all products

ADHD Treatment

Adderall
Brand Ritalin

View all products

WEIGHT LOSS

Fhentermine

All products

How to order Shipping policy Order Status Refer a friend Testimonials F.AQ.

search products by name

ABCDEFGHI KLMHN P RSTUWV WX £

Order approved

Your transaction has been approved.

Your order 1D: 138730

First name; Geoff

Last mame: \oelker

Card used with this order; 46%**2205
Total amount charged: $64.95

The following billing descriptor appear on your credit card statement:

Tracking number will be sent on your email once medications will be shipped.

MOTE: Contact us about your order anly through customers support system www.rksup24.com
Before contact us and ask about time for delivery please read our shipping policy.

ORDER STATUS, TRACKING NUMBER, FAQ ABOUT DELIVERY:

Website menu --= Order status

Cear Geoff Vioelker, if you have any questions regarding your arder, shipping, please contact us at:

Customers support system: www.rxsup24.com
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Bestsellers

Search

PAIN RELIEF

Vicodin ES
Hydrocodone
Percocet

Lortab

Darvacet (Proxyon)
Codeine

View all products

ANTI-ANXIETY

Xanax

Valium (& ROCHE)
Ativan (3 Wyeth)
Klonopin (generic)
WValium (generic)
Anti-Anxiety Pack
Atarax

View all products

ADHD Treatment

Adderall
Brand Ritalin

View all products

WEIGHT LOSS

Fhentermine

All products

How to order Shipping policy Order Status Refer a friend Testimonials F.AQ.

search products by name

ABCDEFGHI KLMHN P RSTUWV WX £

Order approved

Your transaction has been approved.

Your order 1D: 138730

First name; Geoff

Last mame: \oelker

Card used with this order; 46%**2205
Total amount charged: $64.95

The following billing descriptor appear on your credit card statement:

Tracking number will be sent on your email once medications will be shipped.

MOTE: Contact us about your order anly through customers support system www.rksup24.com
Before contact us and ask about time for delivery please read our shipping policy.

ORDER STATUS, TRACKING NUMBER, FAQ ABOUT DELIVERY:

Website menu --= Order status

Cear Geoff Vioelker, if you have any questions regarding your arder, shipping, please contact us at:

Customers support system: www.rxsup24.com




Bestsellers All products How to order Shipping policy Order Status Refer a friend Testimonials F.AQ.

Search products by name

Search
ABCDEFGHI KLMHN P RSETUWWX Z
PAIN RELIEF
Vicodin ES Order approved
Hydrocodone ]
Percocet Your transaction has been approved.
Lortab
Your order 1D: 1387 31
Darvocet (Proxyvon) First name: Kirill
Codeine Last name: Levchenko 10s of seconds later
View all products Card used with this order: 46*****2288
Total amount charged: $52.95
ANTI-ANXIETY
Xanax The following billing descriptor appear on your credit card statement:
Yalium (& ROCHE) ============================
Ativan (@ Wyeth) medissue.com +12175686119

K|[Ir|[|pir| I:gEnEFiE} - ——————-——————————————=——=—=
Yalium (generic)

Anli-Naviely Pack Tracking number will be sent on your email once medications will be shipped.

Atarax MOTE: Contact us about your arder only through customers support system www rksup24 com
View all products Before contact us and ask about time for delivery please read our shipping policy.

ADHD Treatment ORDER STATUS, TRACKING NUMBER, FAQ ABOUT DELIVERY:
Adderall

o Website menu --> Order status
Brand Ritalin

View all products Dear Kirill Levchenko, if yau have any questions regarding your order, shipping, please contact us at:

WEIGHT LOSS Customers support system: www.rxsup24.com

Phentermine




Bestsellers

Search

PAIN RELIEF

Vicodin ES
Hydrocodone
Percocet

Lortab

Darvacet (Proxyon)
Codeine

View all products

ANTI-ANXIETY

Xanax

Valium (& ROCHE)
Ativan (3 Wyeth)
Klonopin (generic)
WValium (generic)
Anti-Anxiety Pack
Atarax

View all products

ADHD Treatment

Adderall
Brand Ritalin

View all products

WEIGHT LOSS

Fhentermine

All products

How to order Shipping policy Order Status Refer a friend Testimonials F.AQ.

search products by name

ABCDEFGHI KLMHN P RSTUWV WX £

Order approved

Your transaction has been approved.

Your order ID
First name: Geof

Last name: Voelker
Card used with this order; 467***2205
Total amount charged: $64.95

The following billing descriptor appear on your credit card statement:

Tracking number will be sent on your email once medications will be shipped.

MOTE: Contact us about your order anly through customers support system www.rksup24.com
Before contact us and ask about time for delivery please read our shipping policy.

ORDER STATUS, TRACKING NUMBER, FAQ ABOUT DELIVERY:

Website menu --= Order status

Cear Geoff Vioelker, if you have any questions regarding your arder, shipping, please contact us at:

Customers support system: www.rxsup24.com




Bestsellers All products How to order Shipping policy Order Status Refer a friend Testimonials F.AQ.

Search products by name

Search
ABCDEFGHI KLMHN P RSETUWWX Z

PAIN RELIEF

Vicodin ES Order approved

Hydrocodone ]

Percocet Your transaction has been approved.

Lortab

oancet Frocmon rourcrder 36731

Codeine Last name: Levchenko 10s of seconds later

View all products Card used with this order: 46*****2288

Total amount charged: $52.95

ANTI-ANXIETY

Xanax The following billing descriptor appear on your credit card statement:

Yalium (& ROCHE) ============================

Ativan (@ Wyeth) medissue.com +12175686119

K|[Ir|[|pir| I:gEnEFiE} - ——————-——————————————=——=—=
Yalium (generic)

Anli-Naviely Pack Tracking number will be sent on your email once medications will be shipped.

Atarax MOTE: Contact us about your arder only through customers support system www rksup24 com
View all products Before contact us and ask about time for delivery please read our shipping policy.

ADHD Treatment ORDER STATUS, TRACKING NUMBER, FAQ ABOUT DELIVERY:
Adderall

o Website menu --> Order status
Brand Ritalin

View all products Dear Kirill Levchenko, if yau have any questions regarding your order, shipping, please contact us at:

WEIGHT LOSS Customers support system: www.rxsup24.com

Phentermine




Bestsellers All products

Search

PAIN RELIEF
Vicodin ES
Hydrocodone
Percocet
Lortab
Darvocet (Proxywan)
Codeine

View all products

ANTI-ANXIETY

Aanax

Valium (® ROCHE)
Ativan (& Wyeth)
Klonopin (generic)
Yalium (generic)
Anti-Anxiety Pack
Atarax

View all products

ADHD Treatment
Adderall
Brand Ritalin

View all products

WEIGHTLOSS
FPhentermine

How to order Shipping policy Order 5tatus Refer a friend Testimonials F.A.Q.

Search products by name

ABCDEFGHI KLHKMN P RSTUWV WX £

Order approved

Your transaction has been approved.

Your order I
First name: Seofl
Last name: Voelker

Card used with this order 46540249
Total amount charged: $64.95

1 month later

The following billing descriptor appear on your credit card statement:

Tracking number will be sent on your email once medications will be shipped.

HOTE: Contact us about your order only through customers support system www.resup24.com
Before contact us and ask about time for delivery please read our shipping policy.

ORDER STATUS, TRACKING NUMBER, FAG ABOUT DELIVERY:

Website meny --» Order status

Dear Geoff Voelker, if you have any questions regarding your arder, shipping, please contact us at:

Customers support system: www.rxsup24.com
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Spamalytics Min product price Basket-weighted average

Affiliate Program ~ orders/month single order rev/month  single order rev/month  single order rev/month

33drugs 9,862 $100 $980,000 $45.00 $440,000 $57.25 $560,000
4RX 8.001 $100 $800,000 $34.50 $280,000 $95.00 $760,000
EuroSoft 22,776 N/A N/A $26.50 $600.000 $84.50  $1,900,000
EvaPharmacy 26,962 $100  $2.700,000 $50.50  $1,300.000 $90.00  $2.400,000
GlavMed 17,933 $100  $1.800,000 $54.00 $970,000 $57.00  $1,000,000
Online Pharmacy 5,856 $100 $590,000 $37.00 $220,000 $58.00 $340,000
Pharmacy Express 7,933 $100 $790,000 $51.00 $410,000 $58.75 $460,000
Royal Software 13.483 N/A N/A $55.25 $750.000 $133.75  $1,800,000
Rx—Promotion 6.924 $100 $690,000 $45.00 $310,000 $57.25 $400,000
SoftSales 1.491 N/A N/A $20.00 $30,000 $134.50 $200,000

Table 4: Estimated monthly order volume, average purchase price, and monthly revenue (in dollars) per affiliate program using
three different per-order price approximations.



Spamalytics Min product price Basket-weighted average

Affiliate Program ~ orders/month single order rev/month  single order rev/month  single order rev/month

33drugs 9,862 $100 $980,000 $45.00 $440,000 $57.25 $560,000
4RX 8.001 $100 $800,000 $34.50 $280,000 $95.00 $760,000
EuroSoft 22,776 N/A N/A $26.50 $600.000 $84.50  $1,900,000
EvaPharmacy 26,962 $100  $2.700,000 $50.50  $1,300.000 $90.00  $2.400,000
GlavMed 17,933 $100  $1.800,000 $54.00 $970,000 $57.00  $1,000,000
Online Pharmacy 5,856 $100 $590,000 $37.00 $220,000 $58.00 $340,000
Pharmacy Express 7,933 $100 $790,000 $51.00 $410,000 $58.75 $460,000
Royal Software 13.483 N/A N/A $55.25 $750.000 $133.75  $1,800,000
Rx—Promotion 6.924 $100 $690,000 $45.00 $310,000 $57.25 $400,000
SoftSales 1.491 N/A N/A $20.00 $30,000 $134.50 $200,000

Table 4: Estimated monthly order volume, average purchase price, and monthly revenue (in dollars) per affiliate program using
three different per-order price approximations.

Program Period Affiliates  Customers  Billed orders Revenue
GlavMed Jan 2007 — Apr 2010 1.759 584,199 699,428 $73m
Spamlt Jun 2007 — Apr 2010 484 535,365 704,164 $85M

RX-Promotion  Oct 2009 — Dec 2010 422 69.446 73,750 $11Mm




Weekly new customers (hundred thousands)

— GlavMed
ya ===+ Spamilt
===+ RX-=Promotion

2007 2008 2009 2010 2011

Figure 1: Cumulative number of new customers.
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Figure 4: Weekly order revenue shown by drug type.



Country Orders Yo

United States 1,044,173 74.8%
Great Britain 88,823 6.4%

Canada 53,113 3.8%
Germany 39353  2.8%
Australia 31918 2.3%
France 29 581 2.1%
[taly 15,406 1.1%
Switzerland 10,478 0.8%
Spain 9,578  0.7%
Sweden 7,717 0.6%
Other 65,277 4.6%

Table 3: Top ten countries in the GlavMed and Spamlt pro-
arams.



SATISFY YOUR NEEDS!!

A pil from a spam phamacy costs less tham from a legit drugstore—
| bt there's no telling il the meds are fake

SEROQUEL

Raial LIPITOR
Schizophrenia i Cholesterol
, $105.8353 $1671.$5.33
f par 25 mg par 20 mg
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BUY
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