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Figure 3: SSL warning for Google Chrome. The first paragraph
changes depending on the specific SSL error.

This Connection is Untrusted

You have asked Firefox to connect securely to www.reddit.com, but we can't confirm that
your connection = secure.

Normally. whan you try to connect securely. sites will present brusted identification to prove
that you are going to the right place. However, this site's identity can't be verified.

What Should | Do?

If you usuzlly cannect to this site without problems, this error could mean that someone is
trying to impersonate the site, and you shouldn't continue.

Gat ma out of hara! |
Technlcal Detalls

I Understand the Risks

Figure 4: SSL warning for Mozilla Firefox



Operating Malware Phishing
System | Firefox | Chrome | Firefox | Chrome
Windows 7.1% 23.5% 8.9% 17.9%
MacOS 11.2% 16.6% | 12.5% 17.0%
Linux 18.2% 139% | 34.8% 31.0%

Table 1: User operating system vs. clickthrough rates for mal-
ware and phishing warnings. The data comes from stable (i.e.,
release) versions.

Operating SSL Warnings
System | Firefox | Chrome
Windows 32.5% 71.1%
MacOS 39.3% 68.8%
Linux 58.7% 64.2%
Android NC 64.6%




Certificate Error Percentage | Clickthrough
of Total Rate
Untrusted Issuer 56.0% 81.8%
Name Mismatch 25.0% 62.8%
Expired 17.6% 57.4%
Other Error 1.4% -
All Error Types 100.0% 70.2%

Table 5: Prevalence and clickthrough rates of error types for the
Google Chrome SSL warning. Google Chrome only displays
the most critical warning; we list the error types in order, with

untrusted issuer errors as the most critical. Data is for the stable

channel across all operating systems.




To: vern@ee.lbl.gov

Subject: RE: Russian spear phishing attack against .mil and .gov employees
From: jeffreyc@cia.gov

Date: Wed, 10 Feb 2010 19:51:47 +0100

Russian spear phishing attack against .mil and .gov employees

A "relatively large"” number of U.S. government and military employees are being taken in by a spear
phishing attack which delivers a variant of the Zeus trojan. The email address is spoofed to appear to
be from the NSA or InteLink concerning a report by the National Intelligence Council named the "2020
Project”. It's purpose is to collect passwords and obtain remote access to the infected hosts.
Security Update for Windows 2000/XP/Vista/7 (KB823988)

About this download: A security issue has been identified that could allow an attacker to remotely
compromise a computer running Microsoft Windows and gain complete control over it. You can help
protect your computer by installing this update from Microsoft. After you install this item, you may
have to restart your computer.

Download:

http://mv.net.md/update/update.zip

or

http://www.sendspace.com/file/xwc1pi

Jeffrey Carr is the CEO of GreyLogic, the Founder and Principal Investigator of Project Grey Goose,
and the author of "Inside Cyber Warfare".
jeffreyc@greylogic.us
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Joseph Bonneau

University of Cambridge

Cambridge, UK
jeb82@cl.cam.ac.uk

The Quest to Replace Passwords:
A Framework for Comparative Evaluation of Web Authentication Schemes®

Cormac Herley
Microsoft Research
Redmond, WA, USA

cormac @microsoft.com

http://www.cl.cam.ac.uk/techreports/UCAM-CL-TR-817.pdf
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Category Scheme B ZlESzadl i daSaRdcasedsazas
(Incumbent) Web passwords I |[13] ® 06000 OGOGOGSSIS O o000
Firefox VA[20®0C0Oeee® eee ee0o0 Seceoe
Password managers|, - n [42]0@ 000080008 ® (0000 OGe 00
URRSA IV-B| [5] | ® e o ec e o o e X0
Proxy Impostor 2300 e @ eje- o0 e®oO o ee °
OpenID V(|2 [0®e00eeeee eee0000 & o o
Microsoft Passport 43| 0®@®@ 000 ®0O0 ®e® O0CO0O0 & o o
Federated Facebook Connect 44)jO@O@0COOGOSOOGOOSOE OO0 0000 o o
BrowserID [45]0@@000@O@0® OOGOOOO ® o @
OTP over email 46]jC®@® © ©O006O6 © 60000 G060 o
. PCCP IV-D| [7] ® 00CO0e® o o o 00 LA XN N N J
Graphical PassGo (47] ® ecOe e ecel o XXX
GrlDsure (original) | IV-E|[30] ® eCcOe o o [) XXX
- Weinshall (48] . e o eo00 eeeccee
Cognitive Hopper Blum [49] ° o® o o000 LA NN N N J
Word Association [50] ® ©00Cee o o (XX X
OTPW IV-F|[33] L] e o o000 o0 000OOGSNSS
Paper tokens S/KEY [32])|® ® OO & 000 906060060 o000
PIN+TAN [51] ® OO0 O 0009 9060006060000
Visual crypto PassWindow [52])|® O 00 00000060 o000
RSA SecurlD V-G|[34] @00 o0 (0o sesee oo
Yubikey (53] eco0 |e o0 (0000 csse oo
Hardware tokens |Ironkey [54j0@® ©OOCOCO (@ o000 &8O O eeo0oee
CAP reader (55] ec o0 o0 (000 oesvccee
Pico g/@e® @ 0o eeeeveesescece
Phoolproof TV-H|[36] O e00 (00O eeeeecesecee
Cronto [56] o eo0oO0 O 00 (0000000000
Phone-based MP-Auth 6] © e0 oloo e o TEXXE)
OTP over SMS 900 e O00|0 00000 O0SNONND o0
Google 2-Step (57] © eooolo ee (DoO®e eeeccee
Fingerprint IV-I|[38]/®®® O @O o o | o LX)
Biometric Iris [39]®e®e®@0O@®O [+] o | o 0
Voice [40)]|® ® ® O ®O 00 OO0 | O L N ]
Personal knowlcdgc [58)] o L ] [N NN Il X ] [ X N ] [ X N J
Recovery Preference-based (59 ® eocecee o o XX NN ]
Social re-auth. [60] ® O & 00 00 O 9090000 0e o0
®— offers the benefit; O= almost offers the benefit; no circle = does not offer the benefit.

= better than passwords;

= worse than passwords; no background pattern = no change.




.Verify Your Registration

* Enter the code shown: | More info 5

Thes helps prevent automated regstrations

Just to prove you are a human, please answer the
following math challenge.

Q: Calculate:

(o) i T
5[4«11)(1 -.r—;)]

A |

mandztory

z=I

Note: If you do not know the answer to this question,
reload the page and you'll get another question.



Asirra

ASirrd is a human interactive proof that asks users to identify photos of cats and dogs. It's powered by over
two million photos from our unique partnership with Petfinder.com. Protect your web site with Asirra — free!

Please click on the images that show cats:

( Score Test )
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NaXe e "crack captcha" - Google Search
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Got)gle “crack CaptCha" Advanced Search

Web (¥ Show options... Results 1 - 10 of about 17,700 for "crack captcha". (0.17 seconds)

Captcha solving
www.decaptcher.com  Cheap captcha solving Cheap programs for advertisement

Sponsored Link

Using the advertisement in blogs, social networks, etc significantly increases the
efficiency of the business. Many services use pictures called CAPTCHASs in order to
prevent automated use of these services.

Solve CAPTCHAS with the help of this portal, increase your business efficiency now!

Follow these steps:
Register .
Login and follow the link inside to load funds to your account.
Your request will be processed ASAP.

You pay for correctly recognized CAPTCHA= only
The price is $2 for 1000 CAPTCHAsS, We accept payments from $10.

If you use a third-party software the price could be different, contact the
software vendor for more information.
Hi! I want to bypass captcha from my bots. Bots have different IPs. Is it
possible to use your service from many IPs?
We have no restrictions about IP: with DeCaptcher you can bypass CAPTCHA from
as many IPs as you need.

Hi. I need to crack captcha. Do you provide a captcha decoders?

DeCaptcher CAPTCHA solving is processed by humans. 5o the accuracy is much
better than an automated captcha solver ones

Search settin



Language Example AG BC BY CB DC 1IT All
English one two three 511 376 476 40.6 39.0 620 392
Chinese (Simp.) — —/ == 484 31.0 0.00 689 269 358 352
Chinese (Trad.) —— — == 529 244 000 638 302 330 341
Spanish uno dos tres 181 138 000 290 7.78 56.8 13.9
Italian uno due tre 365 845 000 465 544 571 132
Tagalog isa dalawa tatc  0.00 579 0.0 000 7.84 572 11.8
Portuguese um dois trés 3.15 10.1 000 148 398 489 11.3
Russian OAMH ABa TPU 241 0.00 0.00 114 055 165 8.76
Tamil gap @en® wap 226 211 326 074 12.1 536 747
Dutch een twee drie 4.09 136 0.00 000 122 31.1 6.30
Hindi Ueh @ fF 105 538 247 152 630 949 5.94
German eins zwel drei 362 0.72 000 146 058 29.1 591
Malay satu dua tiga 000 142 000 000 055 294 523
Vietnamese mot hai ba 046 207 000 000 174 181 3.72
Korean 2 O] &F 000 000 000 000 000 202 337
Greek éva OUO Tpiad 045 0.00 0.00 000 000 155 2.65
Arabic aly ol &35 000 000 000 000 000 153 256
Bengali 9P 72 59 045 000 989 000 000 000 1.72
Kannada wod> aod @wds 091 0.00 0.00 000 055 614 126
Klingon r < €« 000 000 000 000 000 1.12 0.19
Farsi S 3 4w 045 0.00 000 000 000 0.00 008

Table 2: Percentage of responses from the services with correct answers for the language CAPTCHAS.



