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User	  Popula,ons	  
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Characteris,cs	  overlap	  of	  legi,mate	  users	  and	  bruteforcers	  
	  

Have	  past	  history	  of	  
successful	  logins	  

Forgo<en	  usernames/	  
passwords	  

Distributed	  across	  networks;	  	  
the	  network	  being	  monitored	  
sees	  only	  a	  few	  hits	  

Have	  a	  high	  rate	  of	  logins	  
compared	  to	  distributed	  



Dataset	  

•  SSH	  syslog	  login	  records	  collected	  at	  Lawrence	  Berkeley	  
Na,onal	  Laboratory	  (LBNL)	  
–  LBNL	  has	  two	  /16	  address	  blocks	  

•  Complemented	  by	  SSH	  flow	  data	  
	  

Time	  Span	   Jan	  2005	  –	  Dec	  2012	  
SSH	  servers	   2,243	  
Valid	  users	   4,364	  
Mean	  daily	  password	  login	  a<empts	   	  	  	  486	  (σ	  ≈	  183)	  
Mean	  daily	  users	   	  	  	  116	  (σ	  ≈	  32)	  
Total	  a<empts	  using	  passwords	   5.3M	  (1/4	  successes)	  

Excludes:	  Key-‐based	  logins	  and	  readily	  detectable	  high-‐rate	  brute-‐forcers.	  
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Site-‐wide	  parameter:	  Global	  Failure	  Indicator	  (GFI)	  
–  Site-‐wide	  #	  of	  failed	  logins	  per	  batch	  of	  x	  logins	  	  
	  

	  
	  

	  

Aggregate	  Site	  Analyzer	  


