Data Range: Fri Feb 11 08:16:52 EST 2005 to Sat Dec 7 14:52:10 EST 2013
Total Tests: 19181

Unique IPs tested: 15132

Unique Routed Prefixes tested from: 8258

Unique ASes tested from: 2582
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construct edge z

if d # 0 then
2:=260 last

if Hash(EvenBits(z)) = OddBits(z) then
insert edge (2, EvenBits(z).,d) into G
last := EvenBits(2);
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Table 1: Qualitative comparison of existing schemes for combating anonymous attacks and the probabilistic marking approach we

propose.

Management | Network | Router | Distributed | Post-mortem | Preventative/
overhead overhead | overhead | capability capability reactive

Ingress filtering Moderate Low Moderate N/A N/A Preventative

Link testing

Input debugging High Low High Good Poor Reactive
Controlled flooding Low High Low Poor Poor Reactive
Logging High Low High Excellent Excellent Reactive
ICMP Traceback Low Low Low Good Excellent Reactive
Marking Low Low Low Good Excellent Reactive
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Figure 3. Example of our initial marking scheme. The packet travels from the attacker A to the victim
V across the routers R1 to R5. Each router uses the TTL value of the packet to index into the IP
identification field to insert its marking. In this example we show a 1-bit marking in a 4-bit field for

simplicity.
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