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Skype: 3 mark_affiliate s

Vanessa & 44 How do you pay?
Skype: (7 vanessa-affilate e
We pay every week on Thursday with a 2 weeks” holdback. $50 mirimum on stormpay and wires,

Ia® ) if you require larger amounts sent at one time you can set the minimum yourself.
Skype: () sandrmg Payment by request is now avallable. Effective from 07.17.2006
44 Our loyal affllates now have the chance to minimize the hold period and to get the money when
MR’;" ooe s they need it. Even though it wil be handied individually in every case the guideines are simple.
« G
mary _ryan_affiiate  summn You should have the steady sales record for the last 3 months (that is your daly average should be
at least 3 sales for the above mentioned peried) and your traffic source can be easly tracked. This
uu@,fm will not apply to the commission earmed during special promotions and we won't be able to pay to

Skype: () iza_affliate PayPal earfier than scheduled. You are weicome to use Bank Wire, Epass, Egold, Webmoney and



What are your payment plans?

Our affiliate program offers 3 levels of RevShare,

You can choose to receive 30, 40 or S0% from sale. Prices of products increase with each new
level of Revshare. You can set ANY price provided that it is higher than the base price (price of
product at 30%).

For example, viagra 100mg x 10 pills, has the following prices:

$29.95 (30%)

$35.95 (40%)

$49.95 (S50%)

- You cannot set the price lower than $20.95

- Any price between $29.95 and $35.95 wil give you Revshare of 30%
- Any price between $35.95 and $49.95 wil give you Reyshare of 40%
- Any price higher than $49.95 wil give you Revshare of S0%

To change the price enter the new figure in "Yow Price™ window and click on the arrow next to it.
The forcast of price per pill and your commission will be shown. Click on the Save button at the
buttom of t;'\e screen to enable the new prices. (If you don'’t click on the arrow the “Save” button
won't work

You can ako change all prices by setting a needed percentage in "Value", (in the upper part of
interface), or by coping the prices from another Tracking id.

Please note that some products may have only one or two levels of Revshare.
How do you know that this is “my” customer?
First, your affliate id is clearly visble in the site’s wl. Owr program leaves a cookie at 3 customer’s

computer to identify him at the retumn, And finally the customer creates an account at our site, He
is sure to remember his original login name as we offer great bonuses for the returming customers.
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Canadian Pharmacy —
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Home Bestsellers

Canadian @ Pharmacy

#1 Intemet Online Drugstore

For Order more than $300: 8 ]

12 VIAGRA PILLS

i ; @ Vour cart: $0.00 (0 items)
Allproducts | FAQ : Contactus $€ £ * w7 [ gt

Pharma Bonus

e o

< 10x Viagra Corit e 120 pills

g 100 mg 1 bottle x 60caps 100 mg

= |For other Orders: 10 x Cialis . ; +4 Free pills

= |4 VIAGRA PILLS 20 mg Penis Growth O p

+ Bastssliers ORDER NOW ORDER NOW ORDER NOW

©» Male Enhancement

Searchbyname: 4 B CDEEGHIJKLMNOPORSIUYWXYZS Search: | (e )

© Men's Health

© SALES - 20% OFF Today's Bestsellers

© Female Enhancement Viagra Cialis ; Viagra

, R D owo : ouron ’ Professional
ur price ur price :

@ Welght Loss . $1.21 $2.18 Qur price

© Gums New! ¥

© Body-Building More info @ Add to cart More info @ Add to cart ‘ More info @ Add to cart

& Hypnotherapy L—i
Done P






Kirill Levchenko

klevchen@cs.ucsd.edu

Tam a project scientist with the Systems and Networking group in the Computer
Science department at the University of California, San Diego. My current research
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Spam conversion experiment

Instrumented ~1.5% of Storm’s total output (2008)

Pharmacy |E-card Campaigns

Campaign Postcard April Fool
Worker bots | 31,348 17,639 3,678
Emails 347,590,389 | 83,665,479 |38,651,124
Duration 19 days 7/ days 3 days




Site needs to be up hours to
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Program Period Affiliates Customers  Billed orders  Revenue

GlavMed Jan 2007 — Apr 2010 1,759 584,199 699,428 S73m
Spamlt Jun 2007 — Apr 2010 484 535.365 704,164 S85m
RX-Promotion  Oct 2009 — Dec 2010 415 59,769 - 69,446 71.294 S12m
& —— GlavMed
7- ==+ Spamlt

===+ RX~=Promotion

Weekly new customers (hundred thousands)

2007 2008 2009 2010 2011

Figure 1: Cumulative number of new customers.
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(a) GlavMed (b) Spamlt (¢) RX-Promotion
Figure 3: Weekly order revenue shown by customer class.
0 Other @ |Infection 0 Other @ Male enhancement O Other @ Mental Health

5-

Weekly revenue (hundred thousands)

0-
2007

O Erectile dysfunction & Mental Health
O Pain/Inflamation O Obesity

O Erectile dysfunction & Obesity
O Pain/Inflamation O Mental Health

Weekly revenue (hundred thousands)
Weekly revenue (hundred thousands)

007 2008 2009 7 2010
(a) GlavMed (b) Spamlt

2008 2009 2010

Figure 4: Weekly order revenue shown by drug type.

O Erectile dysfunction & Sleep
O Pain/Inflamation O Obesity
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2010
(¢) RX-Promotion

2011

2011



Country Orders Yo

United States 1,044,173 74.8%
Great Britain 88.823 6.4%

Canada 53,113 3.8%
Germany 39,353 2.8%
Australia 31918 2.3%
France 29,581 2.1%
Italy 15,406 1.1%
Switzerland 10,478 0.8%
Spain 9578  0.7%
Sweden 7,717 0.6%
Other 65,277 4.6%

Table 3: Top ten countries in the GlavMed and Spamlt pro-
grams.



4

My Documents

3 ProAgent ¥2.0 Public Edition

Send Menu Options

v|iSend Passwords || Give a fake eror message

Send CD-Keys || Melt server on install

Send KeyLog Disable AntiVirus Programs

Send System Information Clear Windows XP Restore Points
Send Address Book [ | Protection for removing Local Server
Send URL History

Send Processes Log

Server lcon Bind with File
You can choose any icon for server "] Bind with File You can bind server with any files

you want
@ [ 2 Choose |can J [ & Select File To Bind ]

Remove Server

Motification 1 [

Your e-mail address which you will to receive information from Decryptor
Pradigent. \

About [ %' Buy Undetectable | [ Help
E-Mail. bomberman@yahoo.com Test J J

ProAgent - Professional Agent Copyright ® 2005 SIS-Team

Create Server

.

Recycle Bin

i/ start| [ 63 proagent F()H 9:56 AM



Spy Instructors Software

‘NEW GENERATION SOFTWARE SOLUTIONS -

’#] HOMEPAGE ’#) PRODUCTS |’#?] DOWNLOADS #| FORUMS ’Z] ABOUT US B ==

ProAgent v2.1 SIS - Products

C Customer Support Department

R iiante] TR T
St (T b b
ot s s - (e wrm # Paan e
Py P ey |
Lt
Nt P Loy
ooy € i e ) Commerclal Programs
- v -
Vi 1 S oy o — St i P S b s -y -
ges &= Freeware Programs
eSS — New Generation Software
T-e e e = -
— Ty Custom Speclal Programs
Phgmnt Pt Agust (e T80 58 Saen Ui b by 495 | aem pec oG Solutlons...
ProAgent Spy Software Is one of the most powerful monitoring New Products
and survelllance applications avallable today.
SIS-IExploiter v2.0 ProAgent v2.1

It Is an ultimate solution for monitoring spouses, children,
employees, or anyone else!

ProAgent records all typed keystrokes, all actlve window texts,
all visited web sites, usernames, passwords and more and sends
e-mall reports to your e-mall address that you specified when
creating the server, completely hidden!

ProAgent can work In all kind of networks, It doesn't matter If
the PC Is behind a firewall or behind a router or In a LAN,
ProAgent works In all of these conditions without any problems.

Click here to purchase ProAgent v2.1 Speclal Editlon...

Clirk hara tn dnwnlnad PraAnant w2 1 Puhlis Fdltinn AntiDote v1.2 SIS‘DO?IE'O.dQI' Vlr.tu.' K.y?o.ard



allBots Inc.

Social Networking Bots

GOOD News!!! We have something more for you! Yes, we ha@d CAPTCHA @n all of
our bots.

Winsock (Multi-threaded) Bots
ecome an Affiliate and Start Earning Now > Click here for 30+ MySpace Bots

Accounts Creator
{¥ou Just Need To Type In The CAPTCHASs To Create Accounts)

Social Networks

- 1 1 ! |
MySpace Accounts Creator with Picture Uploader, Profile & Layout Manager sy Mow $18095  $140.00

MySpace Accounts Creator with Picture Uploader, Profile & Layout Manager .PafPal

(Winsock) ! 436005 $320.00
YouTube Accounts Creator s m’ $12005  $95.00
Friendster Accounts Creator s w m $05.00
Hi5 Accounts Creator TJE $12006  $95.00
Moaalilneld A soosrmde e oo r Fﬂjﬁf J

{All Bots Work In A Eumrmtmml Mamler 'IthfGaﬂleanend]]Js!Namesﬁnd Send Fniend Requests, Mmgﬁ, Comments Antomatically)
**Chaining Feature** Is Available On All Bots for All Networks Except Facebook



®no MarasuH AxkkayHToB #1 8 PyHere: MNpoaaxa AkkayHToBs v PeaupexTos ¢ MrHoseHHow [locTaskom

JB Maraswawaywos exepwer. [\

() & hps://buyaccs.com 7 v ¢ B~ Google Q) (A (8-

Haw MarasuH akKkayHTOB paj NpeanoXuTb akKayHTbl pa3/iIMyHbiX MOYTOBbIX cnymﬁ 1 6ecnnarHbix

Bu g H c c s .:om XOCTHMHroB ansa nobbix 3aaay. Bel nonyyete akkayHTel CPA3Y nocne onnarbl 3akasa yepes Webmoney.

CEPBUC PETMCTPALIMMA AKKAYHTOB Takxxe AOCTynHa ycnyra 3anvea peaupektos Ha Pochta.ru, Cwahi.net n Ocatch.com yTo sBnseTcs
YHUKanNbHOM yCNyrou - Bbl MoNy4yaeTe roToBble peAnpeKTbl B TEYEHUE Yaca nocne 3akasa.

Mpu nokynke akkayHToB MeHee 1000 wTyK AeMCTBYET cneunanbHblii Tapud.

www.FreedomScripts.org - paspaboTtka codTa Ha 3akas

Mera CodT ans nopeees - Zerber
Onobpsitop aApyseu - Mo Mup

Twidium - 6e3onacHbiii U NpodecCUOHanbHbIM MHCTPYMEHT ANA DACKPYTKU TBUTTEPA

HakK] UTb ponnosepos B TBUTTE

3apaboTtan Ha npoaaxe aKkKayHTOB

Kynutb akkayHTbl OAHOKNACCHUKOB
KynuTb akkayHTbl BKOHTaKTe

§# Cenuac B npopaxe ? Hosoctu
Cnyx6a Kon-Bo akkos LleHa 3a 1K akkayHTOB 06 Anp 2013
BpeMeHHO He NpoAaeM akKayHTbl
Mail.ru 117025 o 10K: $5 | o 10K 40 20K: $4.5 | ot 20K: $4 Twitter.com
Mail.ru Mix 327199 0 10K: $5 | ot 10K a0 20K: $4.5 | oT 20K: $4 15 Map 2013

OTnuyHas UeHa Ha aKKayHTbl
Facebook.com! Bcero $80 32 1000 wr.
Mail.ru Second Hand 0 [o 10K: $4 | ot 10K ao 20K: $3.5 | ot 20K: $3 Deweene He 6bisaeT!

Mail.ru Mix S/H 15811 Ao 10K: $4 | ot 10K go 20K: $3.5 | ot 20K: $3 07 ®es 2013
CeHCauuoHHas ueHa Ha aKKayHTbl

Yahoo.com. Tenepb OT/IMYHbIE aKKayHTbl CO

Yandex.ru 4758 [o 10K: $20 | ot 10K go 20K: $19 | ot 20K: $18 BCEMM PErvCTPALIMOHHBIMN SAHHBIMM NO -
ueHe ot $7 32 1000 wr! 2
Narod.ru 5315 no 10K: $50 | ot 10K ao 20K: $50 | ot 20K: $50 M
NG Men 2013 y



a eBay accounts for sale - Microsoft Internet Explorer

File Edit iew Fawaorites Tools  Help

@Back “gd \ﬂ \Ebl _IXJ P ! Search “:‘:\'.;' Favarites {‘j| - “1&

Address @jhttp:,l‘,l‘ehayseller.cc,l‘ _'J &Y Go

\ ]
d] CHnHCcoK JOCTYNHBIX aKKOB

CepBHc N0 NpoJasKe AKKAYHTOB aYKUBIOHA eBay.

Hobpeie 03ephl avKIpBIOHa ¢Bay mpe/mararT BarieMy BEHHMAHIFO CEOM aKKAYHTBL
ITocTOAHHBIM KIHMEHTAM H T¢M, KTO DepeT DoMnee 5 akkoB, pasDrHbIc 00HYChI H CKILIKIL
Bee akkayHIBI ¢ AOCTYIIOM K MBLTY XOJEpa.

Be1 canii BbIOMpacTe aKK (HECKOIBKO AKKOE) 13 crnicka. I'opoprire MHe. OImaumiBacTe H [OIYIACTE.
Bee akk mpe BapHTEIBHO TIPOECPAIOTEA IIEPE] IIPOJAAKEH, B ¢/Iydae, ¢/ YTo-To He padoraet - 100% samena.

AKTHE/He aKTHE CMOTPHTE CAani ITO HO3CP A, Ilo akTHEHOCTH He COPTHPYIO, TAK Kak 3T0 AL K0T 0 CFEB@RTPIEHO.

Tarke B npoaaxke dpearoT akku PayPal. Iens! ppmroursie. IlocToarmo He npoaaro.

Ormara o WM.

ITepen mokyTKoii cneayeT obazaTembHO 03HAKoMITEeA ¢ FAQ.
ITo paboTe ¢ TOBapOM He KOHCYIBTHPYIO.

PaboTa uepes rapaHT cepEHC [IPHECTCTEVETCA

Mon menn::

seller/Gaep axk mo 10 pugon = 5§
seller/Gaep axic 10-25 pugon = 105
seller/0aep akxe 25-50 ¢umon = 15%
seller/oaep axk doxee S0 pugos = 25§




Welcome to PP24 | Please use YWidth Fluid to view full details

You balance is empty, please deposit money to buy paypals

SEARCH PAYPALS

JERIFY {(+§0.10) TYPE (+$0.15) COUNTRY {+$0.20) MAIL (+$0.20) BALANCE {(+$0.20)

All Verify ¥ All Type ¥ All Country ¥

SEARCH

AVAILABLE PAYPALS

Show | 50 4% | entries Search:

PAYPAL EMAIL - VERIFY TYPE CARD BANK MAIL BALANCE FIRST NAME ADDRESS+ COUNTRY PRICE
Falksmommy@yahoo.com Yes Premier = $6.42 Joanna Panama City USA $2.50
- $1.00 Regina Clifton Park
- $121.07 Abigail Jefferson

$1,102.37 Gwynn Tallmadge USA $45.00
$209.03 Michal Galloway USA $20.00

Yes Premier

**oans1 23(

$2.50

$15.00

**ibsack@gmail.com Yes Premier

[

*e@oambit.net Yes Premier

s

stevenson@amail.com Yes Premier

[

A YA Y YA YA YA
CSISISISS

[

***ney_hruesch@yahoo.com Yes  Premier 1841 Courtney Gurnee USA $4.00
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5 October 2010

Bin 29 BepecHs o 2 xoBTHA u.p. Cnyxb6a 6e3sneku YkpaiHu 3aBepwwuna CBi eTan MixHapoaHoi cneuonepauii, sika
nposoaunace y B3aeMoAil 3 npasooxopoHHumu opraHamu CLUA, Benukoi Bpurtanii i Koponisctea Higepnawau. Y pesynetarti
3naroAXeHol B3aEMOAIT NPUNUHEHO HE3aKOHHY AIANbHICTL YKPaTHCLKOro ocepeaky MiKHapOAHOro 3/10MMHHOIO YrpynoBaHHs, ske
3AilMCHIOBaN0 MacwTabHi KOMN'IOTEPHI 3N104MHKM, CNPAMOBaHI Ha BMKPaAEHHS i3 3aKOPAOHHMX OaHKIBCbKMX YCTaHOB rPOLIOBUX
KowTiB y 0CO6NMBO BENUKUX PO3Mipax 3 HACTYyNHO iX neranisauieo.

[o AisNbHOCTI 3a3Ha4yeHoro yrpynoBaHHa npuyeTtHi 6nm3bko 20 ocib - MewkaHuiB pisHux perioHie Ykpaiuum, n'aTepo 3 skux
6yno 3aTpumaHo cnispobitHukamn CB Ykpaiuu.

3n04MHHA CXeMa BUrAsAana TakMM YMHOM: 3104MHUI 3AIACHIOBANM ypaXeHHs WKIANMBUM NporpaMHMM 3abesnedyeHHsM
KOMN'IOTEpiB XepTB, 3 AKUX 3AINCHIOETLCA YNPaBNiHHA PO3paxXyHKOBMMMW paxyHKamu, i BUKpajanu nepcoHanbHi KoAuM AOCTyny.
BukopuctoByloun oTpumaHy iHdopMauio, 3N04MHUI HE3aKOHHO NepepaxoByBanu BMKPaAeHi rpowi Ha paxyHKW YKpaiHCbKUX
b6aHkiBCbKMX ycTaHoB abo nepesoavnn y roTiBKy Ha TepuTopii YKpaiHu 3 BUKOPUCTaHHAM MDKHApOAHMX €NeKTPOHHUX NNaTiHUX
cucTem.

3a nonepeaHiMu oUiHKaMK, 3aBAaHi y Takuii cnocib 36utku caraloTe noHaa 40 mnu. gonapis CLUA.

OTpMMaHi KOWTKM CNPSAMOBYBAanMCb Ha PO3BMTOK NpoTunpasHoi AisnbHocTi O3, a Takox Ha npuabaHHs pyxoMmoro Ta
HEpYXOMOro MaiHa, asTOTPaHCNopTy, KOWTOBHUX TOBapiB NOBCAKAEHHOr0 NONUTY TOLO.

Mig wac nposeaexHa cneuonepauii y dirypaHTie BUNy4yeHo NoTyxHe KoMn'loTepHe obnagHaHHa, siKe CNyrysano 3HapsaasM
3N04MHY, 3aranbHoK BapTicTo 6nn3bko 100 Tuc. aonapie CLUA, rpowosi KOWTKW, KOWTOBHI peyi Ta A0pOorouiHHOCTI.

Bunyyene obnagHaHHa CKepoBaHO Ha eKCnepTu3y, NiCNs 3aBepleHHs Kol Byae NopyLlweHo KpUMiHanbHy cnpasy.

NMpec-yenrp Cb Ykpaiun
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M Security Service of Ukraine completed the next stage of international special operations to combat cybercrime

|

About Security Service 5 October 2010
of Ukraine = From September 29 to October 2, Security Service of Ukraine completed its phase of international sting operation that was
Laws & Regulations 3 carried out in cooperation with law enforcement agencies in the U.S., the UK and the Netherlands. As a result of coordinated
et ‘ interaction stopped the illegal activities of the Ukrainian branch of the international criminal gang that carried out the large-scale

- | computer crime aimed at kidnapping of foreign banks funds on a large scale with subsequent legalization.

22':;::;?::' | ; The activities of this group are involved about 20 people - inhabitants of different regions of Ukraine, five of whom were

detained employees of Security Service of Ukraine.
Press Center

Criminal scheme looked like this: criminals committed defeat malware victim's computer, of which manages a checking
account and steal personal access codes. Using this information, the criminals kidnapped illegally transferred money to accounts
of Ukrainian banks in cash or transferred in Ukraine using international payment systems.

Photo Gallery ) d S | It is estimated that caused damage thus reaching more than 40 million.

Contacts 3 The funds were directed to the development of illegal activities OCG, as well as the acquisition of movable and immovable
i property, vehicles, valuable consumer goods and more.

During the special operation in the defendants removed the powerful hardware, which served as an instrument of crime,
worth about 100 thousand dollars, cash, valuables and jewelery.

Remote equipment taken to the examination, after which will be prosecuted.

News

Mass-Media

1)

The SSU

Press SAT Ukraine
Reform Concept

NATO: Advantages
for Ukraine
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23 June 2011

Cnyx6010 6e3nekun YkpaiHu y koopavHauii 3 npasooxopouHumMu opranamu CLUA, Benukoi Bputanii, Hinepnanais,
®panuii, Himewunnn, Kinpy Tta JNatsii (ycboro - 10 kpaiH) NpUNUHEHO NPOTUNPaBHY AiSNbHICTE MiKHapoAHOro
3N0YUHHOIO YrpynoBaHHA Xakepis, OPraHi3oBaHoOro Ta KOOPAUHOBAHOro rpoMagsaHamMu YKpaiHu nig NnpuKpuTTAM NeranbHo
AiOYOT  KOMEpPUIAHOI CTPYKTYpM, $AKi LWNAXOM BUKOPWUCTaHHS cneujanizoBaHoro komn'totepHoro sipycy «Conficer»
OTPMMYBanNU AOCTYN A0 PaxyHKiB B iHO3eMHMX GaHKIBCbKMX yCTaHOBax Pi3HMX KpaiH CBiTY, HE3aKOHHO 3HiManu 3 Hux
KOLWTKW Ta Nepesoannu ix y roTisky 3 BUKOPUCTaHHAM BaHKIBCbKMX paxyHKIB Ta MiKHapoAHMX NNATDKHUX CUCTEM.

OTpuMaHi y Takuit cnocié KOWTWM neranisoBysBanuchb WNAXOM NpuABaHHA PyXOMOro Ta HEepyxoMoro MainHa. 3a
nonepeaHiMK OUiHKaMW, BHACNIAOK NPOTUNPABHOI AIANbHOCTI KNi€EHTaM 6aHKIBCbKMX yCTaHOB 3aBAAHO LWKOAW Ha CyMmy
noHaa 72 minbionun gonapis CLUA.

«3N0BMUCHMKK 3anyckanu Bipyc, WO BpaxXae KOMN'IOTEPHY TEXHiKY, | NPONOHYBanu aHTUBIPYCHY nporpamy, B AKii
MICTUBCS LWe OAMH BIpYyC, AKWIA, Y CBOK Yepry, A03BONAB OTPUMYyBaTU AaHi Npo nnaTtixHi 6aHkiscbki kapTku nogein. Le
nepwa Ttakoro MacwTaby onepauis y cdepi 60poTbbu 3 KiGEp3NOUMHHICTIO", - HAroNoOCMB HavanbHWK YnpasniHHA
KOHTppoO3BigyBansHoro 3abesneveHHs iHdopmauiiHoi 6esnexku aepxasn Cb Ykpainun Bitaniin Xnesuubkuia.

21 4yepBHA U.p. OAHOYACHO Y KiNbkKoX KpaiHax cBiTy 6yno nposeseHo nonap 30 obwykis (B Ykpaiwi - 19).
IHO3eMHUMK napTHepCcbkuMn cnyxbamu BunyyeHo 6nm3bko 30 cepsepis, NPaBOOXOPOHHMMKM opraHamu JlaTsii 3aTpumaHo
2 ocobu. HaknapeHo apewT Ha noHaa 40 paxyHkiB y 6aHkiBCbkux yctaHosax JlaTsii Ta Kinpy.

MNia uvac obwykis, nposeageHux cniBpobiTHukamn CB YkpaiHM B XUTNOBUX NPUMILLEHHRAX, WO Hanexarb
BCTAHOBMEHWM UNEHaM 3N04MHHOrO YrpynoBaHHR Ta B OpeHAoBaHUX HUMU odicax, BUNy4eHo noHag 74 oauHuui
KOMN'loTepHoi TexHiku, 6nusbko 300 oAMHMUL eneKTPOHHMX HOCIiB iHdopMauii, AokyMeHTanbHi MaTtepianu Ta rpowosi
KOLITH.

Cnigummmn CB Ykpainn y Kuesi, Xapkosi Ta JlyraHcbKy AONMTaHo 16 BCTaHOBAEHMX YYACHWKIB MiDXKHapoAHOro
3N104MHHOrO YrpynoBaHHsA, y T.4. MOro opraHisaTopis Ta KOOpAWHATOPIB.

3a nonepeaHbOK OLIHKOK BWUNY4YeHO! KOMN'IOTEPHOI TexHikuM Ha npeamer 36epiraHHa B Hill iHdopmMauii, wo
niaTBEPAXYE NPOTUNPABHY AiRNBHICTL BCTAHOBNEHUX OCIG, BCTAHOBNEHO, WO nporpamHe 3abesneyeHHs, fKe CTBopeHe
(abo moaudikoBaHe) Ta BMKOPUCTaHE OKPEMUMWM YNEHAMW 3M0YMHHOrO YrpynoBaHHA, BIAHOCUTLCA A0 LWKIAAMBOro
nporpaMHoro 3abesneyeHHs.

Y cnigumx aisx, Wo nposBagunuce Ha TepuTtopii Ykpaiuu, B3ann ydactb cneuianictu ®BP CLUA. 3a iHdopmauieto
odiuinHnx npeacrasHukis ®BP, opranizauis Ta pesynstatv cninbHOi onepauii oTpuManu BUCOKY ouinky Ypsay CLUA.

Crapwwuit cneuiansHunin aredt ®6P CLUA Hopmau Canpgepc posnosis, wo ®BP poscnigysano uiw cnpasy NpoTarom

TpboOx pokis. O6MiHYMCh iHdopmauielo 3 CBY, cTano 3po3yMino, wo cneycnyx6u 060x kpaiH po3cnigyroTh 3N04UHHI Al TMX camux ocib.
"Be3 niatpumkn CBY He Baanocs 6 3aiMCHUTM WO cneyonepadir”, - ckasas BiH.

3a cnoBamu B. 0. KepiBHuka npeactasHuuTea OBP CLUA B Ykpaiui Bpenaa Cmita, kibep3nounHHICTIO Moxe ByTW OXONNeHuin yBech CBIT, | He MOXHa roBOpuTH, WO YKpaiHa €
OAHIEI 3 KpalH, B AKiA XakepcTBO HaWbinbW nowupeHe.
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M Security Service in cooperation with foreign intelligence services by partner international criminal group exposed by hackers

23 June 2011

About Security Service

of Ukraine Cnyxb6oto 6e3snexku Ykpainu y koopauHauii 3 npasooxopoHHumu opranamm CLUA, Benukoi Bputauii , Higepnawais ,

®paHuii , Himeuuunu , Kinpy Ta Nlatsii ( ycboro — 10 kpaid ) NpUNUHEHO NPOTUNPABHY AiSNbHICTL MXXHAPOAHOro 3N104UMHHOIO
YrpynoBaHHs XakepiB , OPraHizoBaHoro Ta KOOPAWHOBAHOro rpoMagsHamMu YKpaiHu nig NPUKPUTTAM neranbHo Ailoyol
KOMEpUiNHOI CTPYKTYpMU , SIKi WNSXOM BUKOPUCTAHHA cneuianizoBaHoro komn ' wTepHoro sipycy « Conficer » oTpumysanu
AOCTYN A0 paxyHKiB B iHO3eMHMX 6aHKiBCbKMX ycTaHoBax pisHux kpaiH world  unlawfully removed from their funds and
transferred them into cash using bank accounts and international payment systems.

Obtained in this way means being legalized through the acquisition of movable and immovable property. It is
estimated that as a result of illegal activities to customers of banks suffered damage worth over 72 million dollars.

"The attackers ran a virus that attacks computers, and offered anti-virus program, which contained another virus
which, in turn, allowed to obtain data on bank card payment people. This is the first of this scale operation in combating
cybercrime "- said Head of counterintelligence information security State Security Service of Ukraine Vitaliy Hlevytskyy.

June 21 this year simultaneously in several countries conducted more than 30 searches (in Ukraine - 19). Foreign
partner services seized about 30 servers Latvian law enforcement agencies arrested two persons. Seized more than 40
accounts in banks in Latvia and Cyprus.

During the searches conducted by the Security Service of Ukraine in premises belonging to the established members
of the criminal group and rented offices, seized more than 74 units of computer equipment, 300 pieces of electronic media,
documentary materials and cash.

Investigators Security Service of Ukraine in Kyiv, Kharkiv and Luhansk interviewed 16 participants established an
international criminal group, including the organizers and coordinators.
According to preliminary estimates seized computer equipment for the purpose of storage of information in it that

proves unlawful activities established by individuals, found that the software that created (or modified) and used by
individual members of the criminal group refers to malicious software.

In the investigation, carried out on the territory of Ukraine, attended by experts of the FBI. According to FBI officials,
organization and results Joint operations were commended the U.S. Government.
Senior FBI Special Agent Norman Sanders told the U.S. that the FBI investigated the case for three years.

Exchanging information with the Security Service, it became clear that the security services of both countries to investigate
the criminal acts of the same person.

Laws & Regulations
Activities of SSU

International
Cooperation

Press Center
News
Mass-Media
Photo Gallery

Contacts

The SSU
Reform Concept

NATg;G:::i:t:es S "Without the support of the Security Service failed to make this special operation," - he said.
According to. about. head of the FBI offices in Ukraine Brenda Smith, cybercrime can be covered by the whole world, and we can not say that Ukraine is a country in which the
most common hacking.

He noted that similar offenses committed around the world.
Main Investigation Department of Security Service of Ukraine addressed the issue of criminal prosecution.
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Advanced malware intelligence via PPI infiltration

Milking = mimic downloader, repeatedly ask PPI service for next program to install

@ Dropper Milking @ Execution & Traffic Recording Taffic @) Behavioral Classification

Binaries Summaries
. ' - @
EC2 Milkers Binaries Store
‘\\‘ ‘ l _1

et _| ®DNS Bro Traffic Store Signature Signature
| 9 ;f_..oHTTP - Generation = Updates
I l “ @SMTP : ;

e LY Clustering Tagging

Family, Signatures
Timestamp, URL, MD5, Tor Exit Node MD5
PPI
L= Servers Malware Store Signature Store

Running for five months, downloaded (“milked”) > 1M
binaries (9K distinct) from 4 different affiliate programs




Malware Family

SmartAdsSolutions -
Asprox -

Palevo -

Palevo2 -

Sasfis -

CLUSTER A -
Gleishug -

Nuseek -
Blackenergy1 -
Canahom-MachBot -
Russkill -

Votwup -
Antimalware—doctor -
Avchecker -
Securityessentials -
Securitysuite -
Securitysuite—avm -
Spyeye -

Zbot -

Zloader -

Bredolab -

Dailyppi -
Goldinstall—-dI -
Goldinstall-list -
Hiloti -

Loaderadv -
Loaderadv-ack -
Tdss -

Zlob -

Opachki -

Grum -

Pushdo -

Rustock -

Malware Extracted via “"Milking”

L) @ © ® ( ® () ®
’ B s € (e (1) O(S=E{8(3
(0]
—H: + + + + - - H + B
- The majority
H—t =+ — ’ H——+ +
of the world" s
=X
« top malware | — * = .
e XK Pos . H— DX O
e °) appeared in S5 as ———
<§f-><g> =50 . by . »y ® »
o — il the "milk -
W WV W7 WY oo ‘
Vv W
AV, v\ e
W
K il * -tk o
PR

08/01 08/03 08/05 08/07 08/09

08/11 08/13 08/15 08/17 08/19 08/21 08/23 08/25 08/27 08/29 08/31 09/0z

Date

Class

= adware
< botnet

“ clickfraud
=+ ddos

| »« fakeav

< infosteal
 ppi

+ searchfraud
¥ spam
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®no MarasuH AxkkayHToB #1 8 PyHere: MNpoaaxa AkkayHToBs v PeaupexTos ¢ MrHoseHHow [locTaskom

JB Maraswawaywos exepwer. [\

() & hps://buyaccs.com 7 v ¢ B~ Google Q) (A (8-

Haw MarasuH akKkayHTOB paj NpeanoXuTb akKayHTbl pa3/iIMyHbiX MOYTOBbIX cnymﬁ 1 6ecnnarHbix

Bu g H c c s .:om XOCTHMHroB ansa nobbix 3aaay. Bel nonyyete akkayHTel CPA3Y nocne onnarbl 3akasa yepes Webmoney.

CEPBUC PETMCTPALIMMA AKKAYHTOB Takxxe AOCTynHa ycnyra 3anvea peaupektos Ha Pochta.ru, Cwahi.net n Ocatch.com yTo sBnseTcs
YHUKanNbHOM yCNyrou - Bbl MoNy4yaeTe roToBble peAnpeKTbl B TEYEHUE Yaca nocne 3akasa.

Mpu nokynke akkayHToB MeHee 1000 wTyK AeMCTBYET cneunanbHblii Tapud.

www.FreedomScripts.org - paspaboTtka codTa Ha 3akas

Mera CodT ans nopeees - Zerber
Onobpsitop aApyseu - Mo Mup

Twidium - 6e3onacHbiii U NpodecCUOHanbHbIM MHCTPYMEHT ANA DACKPYTKU TBUTTEPA

HakK] UTb ponnosepos B TBUTTE

3apaboTtan Ha npoaaxe aKkKayHTOB

Kynutb akkayHTbl OAHOKNACCHUKOB
KynuTb akkayHTbl BKOHTaKTe

§# Cenuac B npopaxe ? Hosoctu
Cnyx6a Kon-Bo akkos LleHa 3a 1K akkayHTOB 06 Anp 2013
BpeMeHHO He NpoAaeM akKayHTbl
Mail.ru 117025 o 10K: $5 | o 10K 40 20K: $4.5 | ot 20K: $4 Twitter.com
Mail.ru Mix 327199 0 10K: $5 | ot 10K a0 20K: $4.5 | oT 20K: $4 15 Map 2013

OTnuyHas UeHa Ha aKKayHTbl
Facebook.com! Bcero $80 32 1000 wr.
Mail.ru Second Hand 0 [o 10K: $4 | ot 10K ao 20K: $3.5 | ot 20K: $3 Deweene He 6bisaeT!

Mail.ru Mix S/H 15811 Ao 10K: $4 | ot 10K go 20K: $3.5 | ot 20K: $3 07 ®es 2013
CeHCauuoHHas ueHa Ha aKKayHTbl

Yahoo.com. Tenepb OT/IMYHbIE aKKayHTbl CO

Yandex.ru 4758 [o 10K: $20 | ot 10K go 20K: $19 | ot 20K: $18 BCEMM PErvCTPALIMOHHBIMN SAHHBIMM NO -
ueHe ot $7 32 1000 wr! 2
Narod.ru 5315 no 10K: $50 | ot 10K ao 20K: $50 | ot 20K: $50 M
NG Men 2013 y
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Marasun AkkayHToB #1 8 PyHeTe: Mpoaaxa AkkayHTos v PeaupexTtos ¢ MrHoseHHo# [loctaskown

J g | Merchant | Period| #| Accts| Price|

= alexissmalleyT 06/12-03/13| 14| 13,000 $4
naveedakhtar' 01/13-03/13| 4| 2,044 $5
truepalsT 02/13-03/13| 3 820 $8
ViCtOI‘ySCI'ViCCST 06/12-03/13| 15| 15,819 $6
webmentors2009 10/12-03/13| 9| 9,006| $3—4
buuman®™ 10/12-10/12| 1 75 $7
danyelgalluH 10/12-10/12| 1 74 $7
denial93™ 10/12-10/12| 1 255 $20
formefor™ 09/12-11/12| 3 408 |$2-10
ghetumarianLI 09/12-10/12| 3 320| $4-5
jackhack08II 09/12-09/12| 2 755 $1
kathlynLI 10/12-10/12| 1 74 $7
smokinbluelady™ 08/12-08/12| 1 275 $2
twitfollowers™ 10/12-10/12| 1 80 $6
twitter007™ 10/12-10/12| 1 750 $7
kamalkishover® 06/12-03/13| 14| 12,094| $4-7
shivnagsudhakar® 06/1206/12| 1 1,002 $4
accs.biz? 05/12-03/13| 15| 17,984 | $2-3
buyaccountsnow.com:t 06/12-11/12{ 8| 7,999| $5-8
buyacc:s.com:t 06/12-03/13| 14| 13,794| $1-3
buytwitteracc:ounts.bizi 09/12-10/12| 3| 2,875 $5
buytwitteraccounts.infoI 10/12-03/13| 9| 9,200| $3-—4
dataentryassistant.com? |10/12-03/13| 9| 5,498 $10
getbulkaccounts.comi 09/1209/12| 1 1,000 $2
quickaccounts.bigcartel* [11/12-11/12] 2| 1,501 $3
spamvilla.comi 06/12-10/12| 3| 2,992 $4
xlinternetmarketing.comI 10/12-10/12| 1 1,000 $7

Total

105/12-03/13[140{120,019 |$1-20|

c ] (E- Google

NPeAnoXuUTb aKKayHTbl Pa3fIMyHbIX MOYTOBbIX CNy»X6 1 6ecnnarHbix
1. Bbl nonyyete akkayHTol CPA3Y nocne onnarbl 3akasa yepes Webmoney.

Ba peaupektoB Ha Pochta.ru, Cwahi.net 1 Ocatch.com yTo sBnsercs
nyyaeTe roToBble peaupeKTbl B TEYEHME Yaca nocne 3akasa.
2e 1000 wTyK AercTBYeET cneunanbHblii Tapud.

13paboTka codTa Ha 3akas

rber
)

€CCUOHaNbHbIA MHCTPYMEHT ANS pack

ITTep

(KaQyHTOB

.5 | oT 20K: $4
.5 | ot 20K: $4
.5 | oT 20K: $3
.5 | oT 20K: $3
19 | oT 20K: $18

50 | ot 20K: $50

KW TBUTTEPA

2 Hosoctn

06 Anp 2013
BpeMeHHO He npoaaeM akKayHTbl
Twitter.com

15 Map 2013

OTnMYHas UeHa Ha akKayHTbl
Facebook.com! Bcero $80 32 1000 wr.
Jewesne He 6biBaeT!

07 ®es 2013

CeHCauMoHHas UeHa Ha aKKayHTbI
Yahoo.com. Tenepb OT/IM4YHbIE aKKayHTbl CO
BCEMW permcrpalMoHHbIMU AaHHbIMM MO
ueHe ot $7 32 1000 wr!

N6 den 2013

Q) [#) ()]



®0o

JE
G

MarasuH AkkayHToB #1 8 PyHeTe: Npoaaxa AkkayHTos v PeaupexTos ¢ MrHoseHHo [locTtaskoun

| Merchant | Period| #| Accts| Price|
¢ (B~ Google Q) (#) (B8]
alexissmalleyT 06/12-03/13| 14| 13,000 $4
na‘veedakhtarJr 01/13-03/13 4 2,044 $5| npeanoxuTb akkayHTbl pasnnuHbIX MOYTOBBIX CNy6 1 GecnnarTHbix
{. Bbl NONy4yeTe aKKayHTbl nocne onnarbl 3aKasa 4yepe3 webmoney.
truepals’ 02/13-03/131 3l sonl  s&l “® CPASY weo
. . -i- .
Vlctt)ory Sem‘;%sog ; (1)(6); gjgj }’ Name Screenname Email
t 3 - -
Wemeron Trstram Aiken Trstramsse912 KareyKay34251@hotmail.com
buuman™ 10/12-10/12 37 : e :
d““ " 10/12‘10/1,\ Millicent Comolli Millicentrpq645 | DanHald46927@hotmail.com
anye — = T
deniy a19g3uu 10/12-10 /1; Wendy Hunt WendyHunt5 imawzgaf7083@hotmail.com
formefor™ 09/12—11/12 Kristina Levy KristinaLevy6 exraytj8143@hotmail.com
ghetumarian™ 09/12—10/12! Kiera Barbo _ Kierayyydb LinJogeS44@hotmail.corn
al o .
jackhack08 09/12-09/12! Jeannine Allegrini | Jeanninewoqzg | OpheliaStar461@hotmail.com
kathlyn" 10/12-10/12] ola dingess olawhdingess TimeffTicnisha@hotmail.com
smokinbluelady™ 08/12-08/12| brinda neff brindagtgneff ScujheShananan@hotmail.com
twitfollowers™ 10/12-10/12, ~ e S
twitter007™ 10/12-10/12 75| $7
kamalkishover® 06/12-03/13| 14] 12,094] $4—7| ““"""" Bpemeno 1o PORAEN AKKAYHTS
shivnagsudhakar® 06/12-06/12| 1| 1,002 $4| .5 or 20k: $4 Twitter.com
accs.biz* 05/12-03/13| 15| 17,984 | $2-3| 5 or20k: $4 éfn’:::a:zga wa aKKayHTH
buyaccountsnow.comi 06/12-11/12| 8| 7,999| $5-8 Facebook.com! Bcero $80 3a 1000 wr.
buyaccs.com? 06/12-03/13| 14| 13,794 | $1-3| °!°om20K 3 Aewesne He Guisaer!
buytwitteraccounts.bizi 09/12-10/12| 3| 2,875 $5| .5 ot 20k: $3 g;?:z:::; s e akkaveT
buytwitteraccounts.infof |10/12-03/13| 9| 9,200| $3-4 _ Yahoo.com. Teneps oTAMRLIE aKKaYHTHI €O
dataentryassistant.com? [10/12-03/13| 9| 5,498| $10 LB seemn ":’"“"a“m"""'"" e ,
’ eHe oT $7 32 1000 wr! 2
getbulkaccounts.comi 09/1209/12| 1 1,000 $2| 50 | ot 20K: $50 :6 oem 2014
quickaccounts.bigcartel* [11/12-11/12] 2| 1,501 $3 A
spamvilla.com:t 06/12-10/12| 3| 2,992 $4
xlinternetmarketing.com;t 10/12-10/12| 1 1,000 $7

| Total

105/12-03/13[140{120,019 |$1-20|
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MarasuH AxkkayHToB #1 8 PyHere: MNpoaaxa AkkayHToBs v PeaupexTos ¢ MrHoseHHow [locTaskom

| Merchant Period| #| Accts| Price| (@ alme]
alexissmalley’ 06/12-03/13| 14| 13,000 $4
naveedakhtaIT 01/13-03/13 4 2,044 $5| npeanoxuTb akkayHTbl pasnnuHbIX MOYTOBBIX CNy6 1 GecnnarTHbix
truep alsT 02/13-03/13 2 290 QR 1. Bl nonyyete akkayHTol CPA3Y nocne onnarbl 3akasa yepes Webmoney.
oot 1ot oy e Screenname __[ Emall
t S - =

we menuors Trstram Aiken Trstramsse912 P_(areyKay34251@hotma|I.oom
zuum?nau " }8; 3_18; }Z Milicent Comolii | Millicentrpq645 | DanHald46927@hotmail.com

anye - = -
den?a19g3uu 10/12-10 /1; Wendy Hunt WendyHunt5 imawzgaf7083@hotmail.com
formefor™ 09/12—11/12 Kristina Levy KristinaLevy6 exraytj8143@hotmail.com
ghetumarian® 09/12—10/12! Kiera Barbo Kierayvydb LindJose344@hotmail.com
jackhack08"" 09/12-09/12| Jeannine Allegrini | Jeanninewogzg | OpheliaStar461@hotmail.com
kathlyn" 10/12-10/17" ola dingess olawhdingess TimeffTicnisha@hotmail.com
smokinbluelady™ 08/12-08/13 brinda neff brindagtgneff ScujheShananan@hotmail.com |
twitfollowers™ 10/12-10/127 - NS o ER———
twitter007™ 10/12-10/12 750 $7
kamalkishover® 06/12-03/13| 14] 12,094] $4—7| ““"""" Boemenio SpoRaeH AKKayHTS:
shivnagsudhakar® 06/12-06/12| 1| 1,002 $4 i
accs.biz* 05/12-03/13| 15| 17,984| $2-3
buyaccountsnow.comi 06/12-11/12| 8| 7,999| $5-8
buyaccs.comIt 06/12-03/13| 14| 13,794| $1-3
buytwitteraccounts.bizlE 09/12-10/12| 3| 2,875 $5
buytwitteraccounts.info* |10/12-03/13| 9| 9,200| $3-4
dataentryassistant.com® |10/12-03/13| 9| 5,498| $10 ::::::’:;"3‘;";;::1::‘"“" ARESISSHN N9 <
getbulkaccounts.comi 09/12-09/12| 1| 1,000 $2| 50 | ot 20K: $50 e Oen 201a 1
quickaccounts.bigcartel* [11/12-11/12] 2| 1,501 $3 S '
spamvilla.com3t 06/12-10/12| 3| 2,992 $4
xlinternetmarketing.com;t 10/12-10/12| 1| 1,000 $7
Total 05/12-03/13[140[120,019[$1-20
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(&) MarasuH AxkkayHToB #1 8 PyHete: Mpoaaxa AkkayHTos u Peaupextos ¢ MruoseHHou [loctaskon
- : _
Merchant Period| #| Accts| Price| :
wvce .' Google n
alexissmalley’ 06/12-03/13| 14| 13,000 $4
naveedakhtarT 01/13-03/13 4 2,044 $5| npeanoxuTb akkayHTbl pasnnuHbIX MOYTOBBIX CNy6 1 GecnnarTHbix
truep alsT 02/13-03/13 2 290 QR 1. Bl nonyyete akkayHTol CPA3Y nocne onnarbl 3akasa yepes Webmoney.
victoryservices' 06/12-03/13T Name Screenname Email
bmentors2009 " 10/12-03/13 . .
we menuors Trstram Aiken Trstramsse912 | KareyKay34251@hotmail.com
guumﬁimau " }8; g—igj if Miliicent Comolli | Millicentrpq645 | DanHald46927@hotmail.com
anye — = T
den? a19g3uu 10/12-10 /1; Wendy Hunt WendyHunt5 imawzgaf7083@hotmail.com
formefor™ 09/12—11/12 Kristina Levy KristinaLevy6 exraytj8143@hotmail.com
ghetumarian® 09/12—10/12! Kiera Barbo Kierayvydb LinJose344@hotmail.com
jackhack08™! 09/12—09/12| Jeannine Allegrini | Jeanninewoqzg | OpheliaStar461@hotmail.com
kathlyn" 10/12-10/12] ola dingess olawhdingess TimeffTicnisha@hotmail.com
smokinbluelady ™ 08/12-08/12| brinda neff brindagtgneff ScujheShananan@hotmail.com
twitfollowers™ 10/12-10/12 . N — rrunuin
twitter007™ 10/12-10/12 75 $7
kamalkishover® 06/12-03/13| 14] 12,094] $4—7| ““"""" Bpemeno 1o PORAEN AKKAYHTS
shivnagsudhakar® 06/12-06/12| 1| 1,002 $4| .5 or 20k: $4 Twitter.com
it _ 15 Map 2013
accs.biz , 05/12-03/13| 15| 17,984 | $2-3| 5 or20k: $4 ey ::a;. Lena Ha aKKayHT!
buyaccountsnow.com 06/12-11/12| 8| 7,999| $5-8 Facebook.com! Bcero $80 3a 1000 wr.
T .5 | oT 20K: $3 [Dewesne He 6biBaer!

05/12-03/13

140

120,019

$1-20

07 ®es 2013

CeHCauuoHHas ueHa Ha aKKayHTbl
Yahoo.com. Tenepb OT/IMYHbIE aKKayHTbl CO
BCEMUW PEerMcTpauyMoOHHbIMU AAHHbBIMHM MO
ueHe ot $7 32 1000 wr!

N6 den 2013

NI



e0o Buyaccs.com: Bulk Accounts with Instant Delivery After Payment. We Accept Paypal

JB swacescomButkaccounswit.. [\

@ https://buyaccs.com/en/ ' c Google n B-

If you need quality bulk accounts, you've come to the right place. You can get your accounts
Bu g H c c s .:om immediately after your payment - there is no need to wait.

BUY BULK ACCOUNTS AT BEST PRICES All the accounts are provided in any format you like. Just use our free account converter to get them
in the way you need.

Special rates are applied if you purchase less than 1000 accounts.

We accept Liberty Reserve and Paypal.

Please, review our terms and conditions before purchasing any accounts.

06 Apr 2013
Twitter accounts are not available. We will

s+ For sale start selling them shortly.

Provider Quantity Rate for 1000 06 Apr 2013
Twitter accounts are not available. We will
Hotmail.com 449292 1K-10K: $5 | 10K-20K: $4.5 | 20K+: $4 start selling them shortly.
: - . . . 07 Feb 2013
Hotmail.com Verified 423418 1K-10K: $6 | 10K-20K: $5.5 | 20K+: $5 Added Instagram accounts at a great rate:
$50 per 1000.
Outlook.com Plus 9661 1K-10K: $4 | 10K-20K: $3.5 | 20K+: $3
04 Dec 2012
Gmail.com USA PVA 4340 1K-10K: $100 | 10K-20K: $95 | 20K+: $90 Just added Fully Profiled Twitter Accounts
at a great rate - $30 per 1000. Accounts
. : . . come with avatar, bio and random
Yahoo.com 14058 1K-10K: $8 | 10K-20K: $7.5 | 20K+: $7 background.
Yahoo.com USA 8688 1K-10K: $15 | 10K-20K: $15 | 20K+: $15 19 Nov 2012
Great prices for wholesale Twitter.com and a
Nokiamail.com 0 1K-10K: $10 | 10K-20K: $10 | 20K+: $9 Hotmail.com orders! ;
4



Merchant Reactions

€€ All of the stock got suspended ... Not
just mine .. It happened with all of the
sellers .. Don't know what twitter has

done ... 44

Immediately after:

90% of purchased accounts suspended on arrival
2 weeks after:

0% of purchased accounts suspended on arrival
Strangely, no price changes!



Ehe New YJork Times

The Opinion Pages

EDITORIAL

Spammers and Their Bankers

In early 2004 Bill Gates claimed that “two years from now, spam will
be solved.” Today it amounts to 70 percent of all e-mail. Yet there
may be a chance to cut it back.

In March, spam volumes tumbled as United States marshals seized
computers at Internet hosting facilities that controlled Rustock, a

The good news is there may be other ways to disrupt spammers. The Times’s John Markoff
reported that computer scientists at two University of California campuses have found
another vulnerability: spammers’ banks.

To track the flow of information, the researchers made hundreds of purchases. Buying
Viagra from the Pharmacy Express group in Russia involved computers in Brazil, China
and Turkey. The Viagra came from India. But 95 percent of the purchases were handled
by three banks — in Azerbaijan, Latvia and St. Kitts and Nevis. This suggests that if banks
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O medinc.biz

| & C & © medincbiz

YBaxaembie Bebmacrepa,
B cBA3u ¢ cOOBITHAMY NPON30WERINMI B TEYEHWe NOCTeqHNX ABYX MeCALEB, Korga nog yaap nonanu sce 6aHKoOBCKue U
NpoYeCcCUHIroBble CYETa KOMITaHNU, Mbl BbIHYXAEHbl COOBWNTD, YTO, NOCKONbKY A0 CEerofHAWHEro AHA He YAanoch HanTy JOCTaTOYHO
HafJeXXHOIro pelleHus ANA NPogonXeHus paboTsbl, a JOATY Nepes NoCTaBLUuKaMKU ¥ NapTHePamy NPOJCNXKAIOT PACTH, Mbl BbIHYXAEHbI
MONHOCTBIO OCTaHOBUTL PYHKYMOHMPOBaHWE NapTHepcKow nporpammbl Medinc.
Mbi 6binu pagel paboTaTs C BamMy, pY3bA, W HAM Xalb, YTO COTPYAHUYECTBO B pamMKax fJaHHOr 0 NpoekTa bonee HeBO3MOXHO.
B cnyuae, ecnu Ham yAacTca HauTH HaeXHOoe, Mo HalleMy MHeHUIo, NPOLeCcCUHIoOBoe pelleHne N Bo306HoBUTb paboTy, Bce BebmacTepa
MosyyaT yBeoMAeHNA Ha MNOYTOBbIE aAPeca, yKa3aHHbIe NPy perucTpaymm.

Dear webmasters,

Due to the recent developments which led to all our bank and processing accounts being jeopardized, we have to
inform you, that functioning of the Medinc partnership program will be discontinued, as no reliable solution has been
found to keep it working, and the debts to suppliers and partners keep increasing.

We were happy to work with all of you, and we are very sorry that we can’t cooperate with you anymore within this
project.

If we manage to find a reliable processing solution to resume working, all webmasters will receive an email notification
sent to the address submitted during registration.




T) GlavMed Forum

Vi um - odbuumMansHelit M NapTHepcKoii nporpammel [nasMes > ®opym > O Cnasmene Nlorun | lorun [¥] 3anommurs?
L . " "
L.y BAXXHO: nepexop B pexum "MAY3A"! Napons
Perucrpauun FAQ Kanenpnapb Coobuwennn 3a cerogua Monck w

Post Reply (e 1 - -

p—
#1

E . " "y
funny_duck | BAXHO: nepexoa B pexm "NAY3A™!
Peructpauns: 23-05-2007 Yeaxaemsle MapTHeps,

CoobueHuii: 273
Kak Bbl MOr/IM 2aMeTUTb, NocneaHue napy AHeﬁ Y Hac I'IPOBI'IeMbI C NpoOLUECCUHIoM. PelweHne eonpoca "HDRBVICHD" B BO34yXe, U NOKa He ACHbl OKOHYAaTEe IbHble CPOKW ero paspeleHns.

Mbl MPUHLMIMANBHO He XOTUM cobupaTb "BeNTUHMM" U No cyTu paboTaTb B 6aTu. Mbl Tak e He rOTOBbl PUCKOBATb BAWMMW AEHbraMi C MaNOZHAKOMBIMU U HE OUeHb CEepbesHbIMWU MOCPeaHUKaMU. MO3TOMY C HACToSALWero
MoMeHTa Becb [naBMen nepexoaut B pexxum "MAY3A". Hikakue Hoeble 2aKazbl 06pabaTbieaTbcs He ByAyT A0 MOMEHTa pelleHnst BOoMpoca C NPoLeCCHHroM. Bce yxke 3anpouelleHHble 3aKasel GyayT BbiNofHEHb!, Kak n
cneayer.

YGEAHTGIII)HBR nmana BpeMeHHO nepesecTH CcBO# TEBQHK Ha aApyrue wonbt/ NpOeKTbl.

Oonbwe ACHOCTU 1

6/29/2012

Envka, Ho B nobom

Dear Partners,

LATbCA KO MHe

As you may have noticed, in the last couple of days we've had|problemg
° ﬁ We don't have a solution yet, and there is no concrete @D

time when it will be resolved.

From this point forward, GlavMed is switching to a "PAUSED" mode.|[No |
_ntil the processing issue is resolved.

We urge you to temporarily switch your traffic to other shops/projects.




[19.03.2012, 11:56

TrafficDrive E

Konécwblit naH . . .
Ceiiyac NPaKTMYeCKH Y BCEX NAPTHEPOK Kyya AEKNaiHOB, KaHLENOB W NEHANHTOB, OT CAMUX NAPTHEPOK HE CUALHO 33BUCHT WUMXO, NPOCMATPHBAETCA 001LAR NeyantHas KapTuka, efyyan Buza nanut Hananmom ((

n npoBneMHbIM CTPaHaM e nuceL, Ha nape NapTHepoK Xop ecnn 50% npoxoguT.
Perucrpauns: 10.05.2010 Mo npobneMHbIM CTPaHaM Balle NUCeL, Ha Nape NapTHePOK XOpollo ecu 5 poxoay

Coobuenuit: 493
babno: $57210

Q

“Right now most affiliate programs have a mass of declines, cancels and
pendings, and it doesn't depend much on the program imho, there is a general
sad picture, fucking Visa is burning us with napalm (for problematic countries,
it's totally fucked, on a couple of programs you're lucky if you get 50%
through).”



