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% dig +dnssec berkeley.edu



% dig +dnssec berkeley.edu

3 === DiG 9.6-ESY-R4-P3 <<= +dnssec berkeley.edu

33 global options: +cmd

33 Got answer:

33 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 18836

33 flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 7, ADDITIONAL: 21

OPT PSEUDOSECTION:
EDNS version: @, flags: do; udp: 4896
33 QUESTION SECTION:

sherkeley.edu. IN A

33 ANSWER SECTION:

berkeley.edu. 60 IN A 169.229.216.200

berke ley.edu. 68 IN RRSIG & 18 2 308 20121129202230 20121625202230 25219 berkeley.edu. gmM9EappMSDAofCz@+PHMENYDZ/2gXvMba5QLD/LsqyvDWfOnUzS07/4 3IFg0QdZTEn2IwM9XK laEpZ8sSqPSohM+fau

wynTEMB7z00vsY9z6i6s xvzhzyg2fybXtub9Rvd BgFgzPPUu76mF IAqUUuabt81syJb0cCiFBzR Ldo=

33 AUTHORITY SECTION:

berkeley.edu. 78276 IN NS shs-pb.isc.org.

berkeley.edu. 7827 IN NS adnsl.berkeley.edu.

berkeley.edu. 78276 IN NS phloem.uoregon.edu.

berkeley.edu. 7827 IN NS adns2.berkeley.edu.

berkeley.edu. 7827 IN NS aodnsl.berkeley.edu.

berke ley.edu. 78276 IN NS ns.vé.berkeley.edu.

berkeley.edu. 78386 IN RRSIG NS 18 2 172800 20121129002244 20121025002244 28219 berkeley.edu. laSMiouaS87Ekblad LHGNO3gXmGnSI96gECYyWnsYfZ4esmjQxiog30nF gGUsI?63T7gceb?IVI2aletCWdC2jckH

B4akxj lWhrM17jHe loSbewHt kHr/h055qYz4b0uF LYrgoNKYMMORXsebq+mf 2AD6ANIZZmnP2F9ciREy u/d=

33 ADDITIONAL SECTION:

shs-pb.isc.org. 842 IN A 192.5.4.1

shs-pb.isc.org. 78279 IN AAAA 2081 :500:2e::1

aodnsl.berkeley.edu. 3029 IN A 192.35.225.133

aodnsl.berkeley.edu. §9287 IN AbAA 2687:f010:3f5:8000: :ff :fe@d:53

phloem.uoregon.edu. 768351 IN A 128.223.32.35

phloem.uoregon.edu. 55846  IN AAAA 2001 :465:d01 :2@: :80df :2023

adnhs2.berke ley.edu. 78386 IN A 128.32.136.14

adns2.berkeley.edu. 3596 IN AhAA 2687:f140:ffff :fffe::e

ns.vb.berkeley.edu. 78386  IN A 128.32.136.6

ns.vb.berkeley.edu. 85587 IN AAAA 2687:f140:ffff:fffe::6

adnsl.berkeley.edu. 78294 IN A 128.32.136.3

adnsl.berkeley.edu. 3596 IN Abhh 2687:f14@:Ffff :fffe::3

shs-pb.isc.org. 842 IN RRSIG A 5 3 7200 20121121233449 20121022233449 4442 isc.org. lceskiNs+YRA11b3psUHipvpERDx4U3m+6cYCY2h3nLuTikiK2z4dCha 20M1Y8FaB+UfGr Jw+7G040X0aNARTSPE401BVEAND,/
FweZhc+2ibDjwy 40sCOb+gaPQ1Zf 9AehvZoiiEngByz3LY20w3bZAwsR+(QgHAds jeBf Mhu Wid4=

shs-pb.isc.org. 248 IN RRSIG  AAAA 5 3 7200 20121121233449 20121022233449 4442 isc.org. BLuidvyBSIKL1CjikfmTchBTbGUvlo/00l+r13apdbbOwKwpScC?U47u ASRpHa49C j82E42mUIrFgw3sCajsFxYo9YWn+BR
P2Y¥xmkBvUBHFhWBOE AlsBpCilnmCYickUSBTL4fF//UuN7zLnzlKCKAdi0BXX7epAPbctvsi/ ieA=

aodnsl.berkeley.edu. 3029 IN RRSIG A 18 3 3680 20121129202230 201210825202238 28219 berkeley.edu. njoXHhNOmBTgmxQKSFf9TrWORLMhyDquDyAERQSpI0zvinIcr2Wddlm YOFsDuop¥nFEKbXtEmzNfWiyXf sHvHaDGLY
h+u3UZ+Cfq5Chugt5p+Ht Hh?DACPpfGXrSDSzi0lbseSTSzIKRREICLDEGrk++YMq/ud4CqdilMEIL LsU=

aodnsl.berkeley.edu. 3833 IN RRSIG  AAAA 18 3 3600 20121129202230 20121625202230 25219 berkeley.edu. XNvdohhvNrKOy95zb2KinxP5fEiaZHYWMYtKkptxHEpYZvIshRC+0+/Y C4MGKEFYT p4HPMHSWZu4sAASNqL75waT
92ZMLwWvDEpcrGIxGgMYQRRY c2BhqtORsF1UL/FyBzXXPJI9xBD7wi013ky jONCTBKI6T9e8tzHEN/BY] tAA=

adns2.berkeley.edu. 78306  IN RRSIG A 18 3 172800 20121129002244 20121625002244 25219 berkeley.edu. GEmOAdcBT9kS6KA+nI4f 2es428pKW M/ TZRqwbmf TIMTyqi LY4+im+rV VW3rdspyy4rVGiR4ydMMeEWd7Espd/ 168
Va3ThwzTFdgfuSJZ 18z 1toG mL19umgKAkggq L TPIT3hqdTeDG28G6 jGEpEOSEnUibczTEKEp?Y3rxqZd mcE=

adnhs2.berke ley.edu. 3596 IN RRSIG  AAAA 18 3 3600 20121129202230 201216025202230 25219 berkeley.edu. FyQrnninwUSDAQYOR3dbr 7Xk1¥pIlAnBATeBj16ar T3E/GIrfUPT IRZ7z SOuxF 7Y jwXQWphdLcbSYMSZCOA jxNMCi
qLkpd4DnxZ jwGsQvfcY2ah /0 nQeYB28YTI4sk4avbBLx2zxsDE7dUbWPZbiGmyRFCeGROIGTLSC/ fvSp Ces=

adnsl.berkeley.edu. 76294 IN RRSIG A 18 3 172800 20121129002244 20121025002244 25219 berkeley.edu. LEwqPKb3gKHUx0jV3YeZwHE5YoZkMiZgBawpisi9fdLS+kwiesL+yF ctsdAwSUgB3tqSiax YPhYU/tnGgke/Z22
C706/d2yUd+3Ugtoveb9bcy Lz4eSKj9EpDEhIR+yGYh/EvKYIIfFMcS/mul2rKek jr jPYvIawWFYAI6 yCU=

adnsl.berkeley.edu. 3596 IN RRSIG  AAAA 18 3 3600 20121129202230 20121025202230 25219 berkeley.edu. OdPnw+kYYSMEQF9bfNEmxHnel2vNEFZCUvDySs?qvwyDDQggkmcRO1J] oaMVODe+VrouF ieTsppLCApZ1KeTW Lpg

NcosMigjinlgae74hjAKDoo3d JMIS1IHWTHKtQSgiWxDSqKGogt+9RDNRYNOLS LGRcFeBSenB4npMChe/i cxQ=



IPv6 Traffic Growth

@® 9% None, we do not plan to expand IPv6 traffic
© 54% 20% growth expected
¢ 8% 40% growth expected
8% 60% growth expected
® 3% 80% growth expected
@® 8% 100% growth expected
® 11% Other

Figure 50 Source: Arbor Networks, Inc.



Subscriber IPv6 Usage

® 26% None, we do not offer IPv6 services
to end-users

® 53% 1-25

@ 9% 26-50
3% 51-75

® 9% 76-100

Figure 47 Source: Arbor Networks, Inc.

Business Customer IPv6 Service Usage

® 12% None, we do not offer IPv6 service
to business customers

® 75% 1-24
& 9% 26-50
3% 76-100

Figure 48 Source: Arbor Networks, Inc.



IPv6 Security Concerns

60% ® 52% Traffic floods/DDoS
%, 48% Misconfiguration
50% @ 47% Inadequate IPv4/IPv6 feature parity
% % 39% Visibility, | cannot see the data today

% 40% / ; 37% Botnets
g % 7 32% Stack implementation flaws
° .
§ 30% / / @® 21% Host scanning
f-: / / 74, 16% Subscribers using IPv6 to bypass application rate limiting
° 2% Oth
S 20% % % 1 o

10% % % %

0% é// 4 4 [ |

Figure 51 Source: Arbor Networks, Inc.



IPv6 Flow Telemetry

@ 49% Yes, fully supported today
@ 19% Partial, some vendors support IPv6 flow telemetry today, some do not
12% No, support is on a long-term roadmap (greater than 1 year)
9% New hardware, supported but on new hardware only
@ 7% Will soon, they will support Flow for IPv6 in the next 12 months
@® 3% No, will not support

Figure 49 Source: Arbor Networks, Inc.



Next Header
6

IP Header

TCP
Header

TCP Segment Data

IP Data

IPv6 Datagram With No Extension Headers Carrying TCP Segment

”},

Next Header Next Header Next Header
0 44 6
Hop-by-Hop Fragment
IP Header Options Header Header

TCP

LisToe TCP Segment Data

IP Data

IPv6 Datagram With Two Extension Headers Carrying TCP Segment

Credit: www.tcpipguide.com




IPSec in ESP Transport Mode

Original IPv4 Datagram New IP New IPv4 Datagram
b type
L | ver |hlen| TOS pkt len L ver |hlen| TOS pkt len
O O
- 10 flgs| frag offset - 10 flgs| frag offset
& e mmoow N & mEEE-- -~
TTL roto=TCP header cksum TTL roto=ESP header cksum
\pl_____o . _,_———’—* \p ..... Ll S u
__l-----"" src IP address src IP address ~~. _
\\\ dst IP address dst IP address \"\\
15(
S SPI (Security Parameters Index)
- TCP header (proto = 6)
a Sequence Number
S
—
(3
©
w
- -
a TCP payload
= TCP Header
+ Payload
(variable)
l Encrypted
Data
‘I..--......
s Authenticated® Padding TIIIL

M Data .

..----------’

(variable) next=TCP

Authentication Data

(optional)

Credit: Steve Fried|




IPSec in ESP Tunnel Mode

Original IPv4 Datagram New IP New IPv4 Datagram

o type @

< | ver |hlen T0S pkt len < | ver |hlen| TOS pkt len
O O

= 1D flgs| frag offset - 1D flgs| frag offset
= S . S

TTL proto=TCP header cksum ,lb proto=ESP header cksum

__b-----""  src IP address src IP address ~~~ . _
\\\ dst IP address dst IP address \“~\
A

S SPI (Security Parameters Index)
£~ TCP header (proto = 6)

a Sequence Number

P

o

© IP Header

g

. TCP payload

-

}_.

TCP Header
l Encrypted
Data
...-..--.....
s Authenticated® Padding

. Data : (variable)

..----------

Authentication Data

(optional)

Credit: Steve Fried|




