
The Worm Era 
Begins 



Scanning Activity Seen @ LBNL 



Scanning Hosts Seen @ LBNL 



Services Scanned Over Time 



/16 at LBL, sampled 1-in-1K 



/16 at LBL, sampled 1-in-1K 
2nd /16, sampled 1-in-1K 
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Blocking Scans at LBNL
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User	  Popula,ons	  

LOW-RATE
DISTRIBUTED 

BRUTEFORCERS

LEGITIMATE
USERS

   SINGLETON
   BRUTEFORCERS

Characteris,cs	  overlap	  of	  legi,mate	  users	  and	  bruteforcers	  
	  


