
The Worm Era 
Begins 



Scanning Activity Seen @ LBNL 



Scanning Hosts Seen @ LBNL 



Services Scanned Over Time 



/16 at LBL, sampled 1-in-1K 



/16 at LBL, sampled 1-in-1K 
2nd /16, sampled 1-in-1K 







Interactive���
Map	









●
●

●

●●●
●

●

●
●

●

●

●

●

●

●

●
●●

●
●
●●

●●

●

●
●
●

●●●
●●●●

●
●●

●
●

●
●
●●●●

●

●●●
●
●

●●●
●●
●

●

●●●
●●●●●
●
●●
●

●

●
●

●●
●●

●

●●

●

●
●
●
●
●
●●●
●
●
●

●
●

●

●
●

●

●
●
●

●●●

●
●
●●●●●
●
●
●
●●●

●

●
●
●
●●●●
●
●●●●●●
●●
●
●●●

●

●●

●

●●
●●●
●●
●●●●●●●●●●●●●
●●●●●
●
●

●

●

●
●●●●
●●●●●●●

●●●●●
●
●
●●●

●

●
●
●●
●●●●
●
●
●●●●
●
●

●●●●●●
●
●
●●●●
●●
●
●●●●●
●
●
●●●●
●
●
●
●
●●

●

●
●●
●
●●●●

●

●●●●●●●●
●●●
●
●
●
●
●●●
●●

●

●
●

●●
●
●●

●

●

●

●

●●
●●
●●●●●●●
●●

●

●●
●

●

●
●

●●

●

●●

●●

●

●

●

●

●

●
●●●
●●●

●

●●●
●●
●●
●
●
●●●
●●●●●●●
●
●●●●●●●

●
●
●
●

●●●
●●
●●●●●
●
●

●
●●●
●
●●●●●●●
●●●●●
●
●
●●●●●
●●
●
●●
●●
●●
●●●●●●●
●●●●

●

●

●

●

●●
●
●
●●●●
●●●●●●●
●●●●●●●
●●
●●●●●●●●●●
●●●
●●●
●●●●●
●●

●●●●●●
●
●●●●●
●●●
●●●●●●●●

●●
●

●

●●
●●●
●●
●●
●●●●

●●●
●●●●●●●
●●●
●
●●●
●●●●●●●
●●
●●●
●●
●●●●●●●
●●●●●●
●●●●●●●●
●●●●●
●●
●●●●●
●●
●●
●●●
●●
●
●
●
●●●●
●●●
●
●●●
●●●●●●

●
●
●●●●●
●●●●●●●●
●●●●●
●●

●
●●●●
●●
●●●●●●●
●
●●●●●●
●
●

●

●
●●●
●●●●●●●
●●●●●●●
●●●●●●●
●●●
●●●●
●●●●●●●
●●●●●●●●●●●●●●
●●●●●●●●●
●●●●●
●●●
●●●●●
●●●
●●●●●●
●●●●●
●●●●●●●●●
●●●●
●●●●●●●
●●●●

●
●●
●
●●●

●
●
●
●●●

●

●●●
●●●●●●●
●●
●●●
●
●
●

●
●
●●
●●●

●●
●
●●●●●●

●

●
●
●●●●●●●●
●●●●

●

●●
●
●
●

●

●

●

●
●

●●

●●
●

●

●

●

●

●

●●●

●

●
●
●
●
●
●

●●●●
●●
●●●
●●

●●●●
●
●●●
●
●
●●
●●●
●●●●●

●
●
●●●
●●●●●
●●
●●

●●●
●●●●
●
●●●

●
●
●●
●●
●
●●●
●

●
●
●

●

●●●●
●●●●
●●●●●●●●

●
●

●

●
●●
●

●

●

●
●
●

●●●

●
●
●

●

●
●●
●
●●●●●●●

●
●

●
●●●●●●

●

●
●

●
●●
●●●
●●
●●●●●
●
●●●●

●●

●

●
●●●

●
●
●
●

●
●
●

●

●
●●
●

●●

●●
●

●
●
●

●

●●

●

●

●●●●
●●●
●●●●●●●●

●
●●●●●
●
●
●●
●
●●●●

●●●●

●●●
●●●
●●
●●
●
●
●●
●
●
●●
●
●●●●●●
●●●●
●
●●
●●●
●

●●●●
●
●
●

●●
●●

●

●
●

●

●

●
●

●●

●●●●●
●●●●
●

●
●
●●●
●
●●
●●
●
●
●●●
●●●●
●

●
●
●●
●●

●●
●●●●●
●
●
●●●●
●●●
●
●
●

●
●●●
●
●●●
●●●●●
●●●●●●●
●
●●●●●

●●●●●
●●
●
●●●

2012.0 2012.5 2013.0 2013.5 2014.0 2014.5 2015.0

5e
+0

1
5e

+0
2

5e
+0

3
5e

+0
4

Blocking Scans at LBNL
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   SINGLETON
   BRUTEFORCERS
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