




































If we control 
these … 

… we can monitor & 
influence these 





Types of Storm C&C 
Messages 

•  Activation (report from bot to botmaster) 
•  Email address harvests 
•  Spamming instructions 
•  Delivery reports 
•  DDoS instructions 
•  FastFlux instructions 
•  HTTP proxy instructions 
•  Sniffed passwords report 
•  IFRAME injection/report 
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Campaign mechanics: harvest 
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Campaign mechanics: spamming 
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Campaign mechanics: spamming 
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Campaign mechanics: reporting 
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