Attacks List type Target Seen: Description

Website blocking Blacklist Who Thailand 2006: DNS filtering Tor website [80]; Iran & Saudi Arabia
2007: Block GET request pattern with /tor/ [80]; China 2008, Iran
2012: Block Tor website [34, 154].

Block by default Whitelist Who Tunisia 2009: Only allow ports 80/443 [80]; Iran 2013: TCP reset all
non-HTTP [33].

SSL throttling/blocking Blacklist Who Iran 2009, 2011 [30,153] SSL throttled to 2 Kb/s; Iran 2012: Block port
443 [154].

IP address blocking Blacklist Who China 2009: Block public relays and directory authorities [151]; China
2010: Block bridges [152]; Iran 2014: Block directory authorities [31].

Deep packet inspection Blacklist How Iran 2011: On Diffie-Hellman parameter in SSL handshake [80]; Iran

(DPI) 2011, Iran 2013: On SSL certificate lifetime [79, 153]; Syria 2011
and 2012: On TLS renegotiation [80]; China 2011: On TLS cipher
list in “Client Hello” [239]; Iran 2012, UAE 2012: On TLS hand-
shake [154,200]; Iran 2012: On TLS client key exchange [33]; Ethiopia
2012, Kazakhstan 2012: On TLS “Server Hello” [198,199]; Philippines
2012: On TLS cipher suite [242].

Active probing (Blacklist) How Probing is used to populate a blacklist. China 2011, 2013 [120, 243].

Unplug Internet N/A N/A Egypt 2011, Libya 2011 [21], Syria 2012 [61].

Table 2: Survey of Known Tor Censorship Incidents
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Large Scale DDoS Attack on github.com

March 27, 2015 ; jnewland Bl Engineering

We are currently experiencing the largest DDoS (distributed denial of service) attack in
github.com's history. The attack began around 2AM UTC on Thursday, March 26, and involves
a wide combination of attack vectors. These include every vector we've seen in previous

attacks as well as some sophisticated new techniques that use the web browsers of
unsuspecting, uninvolved people to flood github.com with high levels of traffic. Based on
reports we've received, we believe the intent of this attack is to convince us to remove a
specific class of content.

We are completely focused on mitigating this attack. Our top priority is making sure github.com
is available to all our users while deflecting malicious traffic. Please watch our status site or
follow @githubstatus on Twitter for real-time updates.

Blog
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News

Middle East

Bahrain student sentenced for insulting king

High school pupil Ali Al Shofa sent to prison for one year for insulting Gulf island’s ruler via
Twitter.
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Short URL:  http://goo.al/udbZL
Redirects: 2 (hide details)

1. http://iplogger.org/25SX
2. https:/itwitter.com/alkawarahnews/status/277471779780440064

Long URL: https:/ftwitter.com/alkawarahnews/status/277471779780440064
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Clicks: 1
Referrer: www.facebook.com
Country: BH

Created: 2012-12-08T19:05:36+00:00

Click: 2012-12-09T19:57:18+03:00
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From: Melissa Chan <melissa.aljazeera@gmail.com=
To:

Sent: Tuesday, 8 May 2012, 8:52

Subject: Torture reports on Nabeel Rajab

Acting president Zainab Al Khawaja for Human Rights
Bahrain reports of torture on Mr. Nabeel Rajab after his recent
arrest.

Please check the attached detailed report along with torture
fmages.

b @1 attachment: Rajab.rar 1.4 ME ¥4 Save



From: Melissa Chan <melissa.aljazeera@gmail.com=
To:

Sent: Tuesday, 8 May 2012, 8:52

Subject: Torture reports on Nabeel Rajab

Acting president Zainab Al Khawaja for Human Rights
Bahrain reports of torture on Mr. Nabeel Rajab after his recent

arrest.

Please check the attached detailed report along with torture
fmages.

b @1 attachment: Rajab.rar 1.4 MB & Save
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