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Why does it matter?

« Targeted DDoS

« Service degradation




| oad Balancers

« Terminate & regenerate
(

 Pass through
)

« Hashing—IP/Port




Side Channels

e Information leaks
around shared state

- Well studied

« Setup:

Attacker Victim



IPID

Mechanism

« Unique fragment ID
« 16-bit field in IPv4

—~

4-bit
Version

4-bit
Header
Length

8-bit
Type of Service | 16-bit Total Length (Bytes)
(TOS)

3-bit
16-bit Identification F|agls 13-bit Fragment Offset

8-bit Time to
Live (TTL)

8-bit Protocol 16-bit Header Checksum

32-bit Source IP Address

32-bit Destination IP Address

« Counter types:

* Global
« Per-Destination
« Hybrid (2048 counters)



IPID

 Global Counter

e Covered in lecture!

Artacker

Patsy
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connection, so gen
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11| Echo request
no listener .
r _
+1/| FEchorequest |
<« 'ePly,1D=7—
—TFCP-SYN, src=P_|
listener —Eehamque_st\>
exists!
-t r =
+1/| FEchorequest |
r _

Victim

no listener
on port 24,
RST generated

listener
exists on port 25,
SYN-ACK generated.

his
erates
ments

the IP ID sequencd



IPID

 Pretty hard to defeat

* Per-Dest « But there is a way



IPID

Source: IPv6 Test; S/A

RST, IPID: n Ul
Patsy

\RSI, PID: 7
Global Counter with RST, IPID: n+17

found IPv6 Address e OF NN+2 Ictim

Xu 2018

Attacker  Source: Victim; S/A

Source: IPv6 Test ; S/A



Timestamps

« Systems have a unique clock drift

- Jice Jicwe HTTP

Resolution
Constant Drift

NTP removes offset

e|ls THz too low?

_I_ 12:00:01
12:00:00

Kohno & Et. Al. 2005, Zander 2008, Rye 2019 11



Shared State

« Fragment reassembly buffer
« TCP SYN Cache
« Challenge ACK rate limit



Rate-Limit

« Challenge ACK rate limit
« SYN or RST variants

SEQ: 900
—

ACK: 1000

RST: 1201
—

Challenge; ACK: 1000
_

RST: 1000
—

RFC 5961 14



Rate-Limit

SEQ: 900
—

ACK 1000

_

RFC 5961 15



Rate-Limit

* Infer presence of
connection

User -. *.Seq: 7000

- Challenge
'm ACK

Internet
Source: User, SYN

Attacker S€a:500

Cao & Et. Al 2016 16



Rate-Limit

* Infer presence of

connection
User -. *.Seq: 7000
- Challenge
' ACK
e 700X |nternet
Source: A, SYN “
—
Attacker icti
99x Challenge Victim

ACK

Cao & Et. Al 2016 17



Buffer

« Fragment buffer

& per-destination
IPID

U, IPID: 10
A _IPID: 80

U, 0

9‘ LI
‘Pﬁ/ q(é‘?‘ Victim

>
. <
subtle 2 <o -
Ty 20
_______ -
Source: V, Full User

Attacker

Cao & Et. Al 2016 18



Buffer

E ¢ buff U, IPID: 10
- Fragment buffer A IPID: 80
& per-destination 11111 AMOO
A, IPID: 90
IPID
- subtle

Attacker

Zhang 2018 19



Buffer
U, IPID: 10

« Fragment buffer < APID: 80

& per-destination wef 1A 100
IPID

e subtle

Attacker

Zhang 2018 20



SYN Cache

* Fill up cache (SYN cookies)

* Different source ports

Attacker Victim

Zhang & Et. Al 2015 21



SYN Cache

* Fill up cache (SYN cookies)

* Different source ports

%

Attacker ictim

Zhang & Et. Al 2015



How to leverage?

* |PID:
 Global --> straight forward
« Per-Dest/2048 --> impossible/hard

« Timestamps --> straight forward

- Shared State --> overwhelm and check



My contributions

« Check for side-channel presence
« Alexa Top 1000



My contributions

« ICMP/TCP/HTTP timestamps

« TCP traceroute (termination location)



Tools

« Scapy °
« Raw pcaps

« Packet manipulation °

* Requests q
http §on humans

« HTTP
Ray RAY
* Distributed programming

(scanning) .



Results

« 986 responses

« 98% had TCP responses
« 60% had TCP timestamps

« 85% had HTTP responses
« 0 ICMP

29



Results

HTTP -

TCP TS A

TCP A

0 200 400 600 800 1000
Alexa Rank

30




Results

TCP TS

+ + + + + + + + + + + + + + + + + + + + F + + + +F + + + + o+ + + + + + o+ + + + + + + + + +

+ + + + + + + + + + + + + + + + + + + + + + + +

+ + + + + + + + + + + + + + + + + + + + + + + + + + + + + 4 + + + + + + + + + + + + + + + + + + 0+
> P Y ® >

Alexa Rank
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TCP terminated first
mmm Terminated at same place
mmm |CMP terminated first

200 1

150 A

Number of Services

100 4

50 1

-3 -2 -1 0 3 32
Additional Hops for TCP
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Results

TCP terminated first
mmm Terminated at same place
mmm |CMP terminated first
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Results

TCP terminated first
mmm Terminated at same place
mmm |CMP terminated first

300

250

200 4

150 A

Number of Services

100 -

50 1

-3

-2

0
Additional Hops for TCP
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| essons Learned

 Don't underestimate the kernel
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| essons Learned

« Don't underestimate the kernel

« ISPs can be annoying

COX

ThisNameDoesNotExist.com cannot be found

Displaying search results for ThisNameDoesNotExist.com



| essons Learned

« Don't underestimate the kernel

« ISPs can be annoying

| don't get IPv6
« Google IPv6 DNS + IPv6 ISP support = No connection?!



Experiments

 Existence of Challenge ACKs
* IPv6 reachability
« HTTP timestamp analysis



Validation

« Simple GCP Load Balanced Web Server
« Easy ground-truth

 In-the-wild validation

v Response Headers
accept-ranges: bytes .
i G server: mwl325.eqiad.wmnet
cache-control: private, s—-maxage=0, max-age=0, must-revalidate
content-encoding: gzip
content-language: en
content-length: 22795
content-type: text/html; charset=UTF-8
date: Thu, 23 Apr 2020 13:26:38 GMT
last-modified: Sat, 18 Apr 2020 19:06:10 GMT

p3p: CP="See https://en.wikipedia.ors/wiki/Special:CentralAutoLogin/P3P for more info."
41

server: mwl325.eqiad.wmnet




Thanks for listening!
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