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Constraints on Network Research
« U.S. law is often unclear (and
unfriendly).

 Ethical issues are novel, and the
scientific context changes rapidly.
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Overview

e Law

— Electronic Communications Privacy Act (ECPA)
» Collecting and sharing network packet traces
* Running infected hosts

— Computer Fraud & Abuse Act (CFAA)

— Copyright / Digital Millennium Copyright Act
(DMCA)

* Ethics
— Basic principles

— Human Subjects Research & Institutional review
boards (IRBs)
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COMMUNICATIONS
PRIVACY LAW
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Network Research: Privacy
Law Issues

« Common research activities:

— Collecting network measurement data
» Packet headers
» Payload

— Publishing network traces

— Collecting mobile device traces
* E.g., Location data
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ECPA at a Glance

Content

Non-content

Real-time

Wiretap Act

Pen/Trap

Stored

Stored Communications
Act
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Electronic Communications
Privacy Act (ECPA)

« Wiretap Act (18 U.S.C. § 2510-22)

— Prohibits real-time interception of communications
contents

« Stored Communications Act (18 U.S.C. §
2701-110)

— Prohibits certain disclosures of content and
noncontent/addressing information

* Pen/Trap statute (18 U.S.C. § 3121-27)

— Prohibits real-time interception of
noncontent/addressing information
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Disclosure vs. Internal Use

Voluntary Internal use OK?
disclosure OK?

Real-time, No No

contents

Stored contents No Yes

Real-time, non- No Yes

content

Stored, non- Yes (to non-govt | Yes

content recipient)
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No Research Exemptions In
ECPA!

« Some trace collection permitted by:
— Consent of users or
— “Provider” exception (allowing network
operators to monitor networks to defend them)
« Limitations
— Individual consent hard to get

— Blanket consent (e.g., as part of a network’s
terms of service) may provide little information
about data collection, use

— Provider exception requires collaboration with
operational IT staff
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Other Privacy Issues

« State laws
— “Two-party” rule in state wiretap laws
* International laws

— EU member nations generally have stricter
privacy laws

* Interaction with human subjects
regulations
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How ECPA Affects
Cybersecurity Research (1)

 Activity: Collecting full-packet traces in real-
time
— Relevant law: Wiretap Act

— Applies to any network (government, enterprise,
WiFi, university, etc.)

— Need consent or sufficient link to operational
network protection for provider exception

— Wiretap Act continues to cover traces after they
are recorded =>If collection violates law,
disclosure probably does too.
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How ECPA Affects
Cybersecurity Research (2)

 Activity: Collecting packet-header
traces in real-time
— Relevant law: Pen/Trap statute
— Consent, provider exceptions available

— Also an exception for network “operation,
maintenance, and testing”

— Legally stored data become subject to SCA
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How ECPA Affects
Cybersecurity Research (3)

 Activity: Sharing or publishing packet traces
— Relevant law: SCA

» Applies only to “public” service providers: commercial
ISPs but not businesses
— Full-packet traces: disclosure prohibited without
consent, subpoena

— Packet header traces: disclosure allowed unless
given to “governmental entity”

* Much broader than law enforcement; hampers some
public releases
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COMPUTER FRAUD &
ABUSE ACT (CFAA)
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CFAA & Network Research

Botnet infiltration (and response?)
Running malicious code In testbeds
Collecting data from online services

Running honeynets to interact with
attackers
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CFAA Elements

“Protected computer”
— Any computer connected to the Internet

“Access”
— Not defined in statute

“Authorization”
— Not defined in statute

“Obtaining information” / causing “loss”

— Penalties scale with type, value of information
obtained

— “Loss” is not defined
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s the CFAA as Broad as It Sounds?

 Perhaps. ..
* United States v. Lori Drew (2009)

— “Access’ means “to obtain information from”
— “Authorization” may be set by Terms of Service

— But U.S. Const. limits criminal application of
CFAA in TOS breach cases.

* Insufficient clarity + arbitrary enforcement =
unconstitutional vagueness
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Testbeds: Legal Issues

 Concern: What if worms, viruses
escape testbed containment?

« CFAA prohibits (1) knowingly causing
transmission of code and
(2)intentionally or recklessly causing

damage

 Unclear whether accidents meet this standard
of intent
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ETHICAL ISSUES
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Overview

1. Basic ethical principles / theories

2. Human subjects research and ethical
“compliance”
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Ethical Frameworks

« Consequentialism

— The moral rightness of an act depends
only on its consequences.

* Deontological theories

— Morality is prescribed by individual rights,
duties.
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Research Ethics

« “Belmont Report” crafted principles for
human subjects research (HSR)
— Respect for persons
— Beneficence
— Justice

« “Common Rule” codifies Belmont principles

— Defines “research,” “human subject,” “consent,”
“institutional review board” (IRB)

— Applies to any HSR at an organization receiving
federal research funding

7w«
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Navigating Human Subjects Review

Chart 1: Is an Activity Research Involving Human Subjects
Covered by 45 CFR part 462

‘September 24,2004

Ihe activiy a systomatic.
uwewcanon designed to develop or
tribute to generaliza

[Acivity s notresearcn, so 45|
No: part 46 does ol
Knowedge’? e Cra 46102001

 apply

‘Aciily s research._Does e
research involve obtaining
information about living

individuals? 45 CFR 46.1026)

The research is nolresearch involving
human subjects, and 45 CFR
does not apply.

T
s wo
e

ie.
individuals? subject is or may readily be

FR 46 102000, 21 ascertained by the N
T o
YES with the information)?
145 CFR 46 1020)2)
e o Ut
prosipiey 2
consucted o Is the information private? (About
supported by HHS? [¥™"YES] behavior that occurs i contextin | BUT
e da o which an individual can reasonably

xpact that no observation of recorting
ves is taking place, or provided for specific

g 2 purposes by an incvidualand whvch thl
Unless axompt o
e under 45 CFR be mads public) 45 CFR 45 1020021
romma 4610100
|iveres oy 45 GFR pant 46,
" subpart A
Golo Chart2
pplcablo
g 10 the research
approved As appropriate
asurance subpart B, C, and AND
pravnk D requirements
under 45 o apply
pe Giher Foderal Siate and focal aws andior
46103 No- uiatons may sl o e acty
o
Chart 2.

Is the Research Involving Human Subjects Eligible
for Exemption Under 45 CFR 46.101(b)?

September 24, 2004

15 prold exarvion of e e s e
(Al research involving ome research invoiving children.)
romol 1o 45481010, 45 CFR AB AN

L3 ** “Only” means that no non-
Vil he oy~ ihvemert ofPuman sbjecs It acthviies are involved.
e in one or  categor

oxem
ore of the ollow 47| Rosearc that s svempt and
mpt

[Research conducied i established p—
ccapted educational P st

may apply.

commonly a
settings mvo\vmn ormal sducator

ANDIOR

ook fa oot oy
naltes 46.101(6)2) or

rocodures, ioriow procecurss,

s i (5)3) may apply.

ves
O erating Gt Socamere s, wngon 48
perichem s e
specimens? Y apply.
won
Resowen ﬂ.w.g Y oo
D
chame e et o e [Vl A58 1 {6
o oy a5y,
.
gon
i
Rasoach g
iy svtons s (Ve GFR 101016 [ S
e
)
v
Nosramtors o 15 R pat 6 sty —
Proisons o 55 PR supan A apo and s 8, G and D o
ey ¥ o o covsed mrregs b

—p e o
s S s on

Chart 3: Does Exemption 45 CFR 46.101(b)(1)
(for Educational Settings) Apply?

s e research only
conducted in established or
commonly accepted

{incuding but v bied 0 [—NO: -
schools and colleges. May
include other sites where

educational activities
regularly occur.)

earch is not exempt
45 CFR 46.101(b)1).

Dosshe research sy vohve

reguie s specel educetion
atnscionarsvalogon
rosearch on fiecivenass i or the
‘comparison among instructional
techniques, curricula, or

s.)

Research is exempt under
45 CFR 46.101(b)(1) from all

requirements.

‘September 24,2004

Chart 4: Does Exemption 45 CFR 46.101(b)(2) or (b)(3)
(for Tests, Surveys, Interviews, Public Behavior Observation)
Apply?

0 No 46.101(b)4) from
|

Chart 5: Does Exemption 45 CFR 46.101(b)(4)
(for Existing Data Documents and Specimens) Apply?

From Chart 2

Doss the research involve only the colection or
sy of existing Gt documents. ecorc
ogicalspecimens, or diagnostic
pecimens?
(Existing’ means existing before the research is
proposed to an institutional offcial or the IRB to
etermine whether the research is exempt.)

‘Are these sources

46 requirements.
i fomaton bo rcorded
y the investigator n such a
” mannar hat s subjocts

directly
or through identifers inked to

Research is nol exempt under 45 CFR
46.101(b)(4) from 45 CFR part 46
requirements.

Goto
Chart 8

* Nol: Sae OHRP guidance on esearch use o stored data orissues an onsiam cols st
i nimipissues and fstem. "

September 24,2004

Chart 6: Does Exemption 45 CFR 46.101(b)(5)
(for Public Benefit or Service Programs) Apply?

Does the. 1sth oo absined recordednsuch
er that human subjects can bo
| lidentiiod ey or tough enuters ke
NO>] tothe subjects:

vEsH

could any disclosure of the human subjects’

place the subjects at risk of criminal or civi
liabilty or be damaging 1o the subjects’
financial standing, employabily, or
reputation?

Does the research |-NOW|

s the research or demanstraion project conducted or
approved by the Department or Agency Head?
vEs

Docs the wseach o domonstation et
e ony e s, vshuston

v v T
rocedures, mrview ves
eocadires o
cbdonaton ol polc Tt
Senavr wherhe otundor 45
vesiooer hr i onloie
paticpalosnthe
iy | osew e iSCER 6 010
veored? evarpton opt 8
v ¥

A tho human sujects ected o

mayor or school superintendent, rather
than a polce offcer or teacher.)

No
v

Does any Federal statute Rasearchis

Research is not exempt
or 45 CFR
46101(b)2) or (0)3)

Gowo
Chart8

September 24, 2004

oxompt under
45CFR

the confidentialy of personally

identiiable information willbe [ YES [ 48 101(0X2)

maintained throughout he. ‘exemption

research and thereater? from 45 CFR
T part 46

s requirements

[Research is exempt under 45 GFR 26.101(6)3)|
from al 45 CFR part 46 requirements.

[Procedures for oblaining benefts or services

under public benolit or service programs: VES—p| Researchs,

part 46
Fossle changes o or aermatves requirements.*
public benefit or senvice programs or (o

orocedures for obaining benets or services

under public benolit or service programs:

NO

e ]

or services under

NO

¥
[ Research s not exempt under 45 GFR 46.1010)5)

Chart 7: Does Exemption 45 CFR 46.101(b)(6)
(for Food Taste and Acceptance Studies) Apply?

From Chart 2

Does the research involve only a taste and food
quality evaluation or a food consumer acceptance

Chart9: Can Continuing Review be Done by Expedited
Pre

ocedures Under 45 CFR 46.110°

Has the research been
proviously roviews

Sen oot e calegores, RS s

Have conditons changed such
that the resaarch is no fonger
eigible for expecited review | Review by convened
(e9. protocol change, or  [~"=5¥] " IR8 s requied.
experience shows research to be
of greater than minimal isk)?

od
[vess]
"

the research oligible

for expedied review under No
the applicability criteria l
1through 7

study?
T
ves
VES—»!
[Research s exempt
N under 45 CFR
46.101(6)6) from
15 1o0d consumed that contains a1l 45 CFR part 46
o food ngrodient. agricutur requirements.
o | chemica, or

conamimant ot of elow the
level found to be safe by the

approved by the Environmental
Protection Agency or the Food
Salc(y and Inspection Service of|
Department of
Agriculture?
T
NO

¥
[Research is not exempt under 45 CFR 46.101(b)(6).

Goto
Chart 8

‘September 24 2004

Chart 8: May the IRB Review Be Done by Expedited
Procedures Under 45 CFR 46.1107

So0 expectod oview categores and OHRP gicanca

From Chart 2,3, 4,5,6, 0r 7

‘onthe list of categories that
[-vesal

reatr than mima ik)? Research s algible for IRB
4811001 e St cpachd

Cotegory s [-vesl

a) For s site:

bjec
and |
e
i rsearch-catod dstermined and
orions documentod ot a
Doss the research at iis YES P he rosearcn

sl remain aciive only for
Tong-term folow-up of

han minina risk?
ubjocts’

T
NO NO

©)Have o sujectsbeen enroledat )

s he research conducted under]

Have no addiona isks been an IND or IDE?

dentiod anywhero?
‘Soptomber 24, 2004

Chart 10: Can Informed Consent Be Waived or Consent
Elements Be Altered Under 45 CFR 46.116(c) or (d)?**

Nol: 1 utjects ncudecrren o wham 45 CFR part 4

From Gha 819 arena peridon igh 9. o 5 0T 4 40001

s the evaate, o
Wil he research or demonstration othevian examin: () Publc beft of
to © programs (1 procedurs or

Has
proviously roviewed and [—YES.

15 the review a continuing review?
approved by the IRB? “

145 CFRi6.109(0)

NO
L2

Does the research present no more
than minimal risk 1o human subjects?

ant
does the research involve only

h 7 on‘h s ofcaogoris of
roscarch inai may o eviewed o
e edued eview proce
5 CFR 46,1100/
T
YES
3

Is the resoarch classified” Review
[Paragraph (D) of Categories of by
Research That May Be Reviewed By comened
an RS rough an Expedied Reviow 3

Procedure ) requre

T
NO
Y

Could identification of subjects

liabilty, or be socially or  [-YES|

[Paragraph rcl of Categories ]

o
v

the approval of stafo or local
government offcials?
145 PR 46.116(0X1)

abtaining mente o et
| —ves—]  programs; @ possiie changos inor

ltornatives 1o those programs or
T procedures; o (v) possible changes in
NO methods or levels of payment for benefis

rvices undor those prog
45 CER 46 11600110

Wil the research involve greater than

minimal risk, as defined in Section
102()? 45 GFR 461161

No

v
Is 1t practicable to YEs

conduc the rosearch

without the waiver or

ate
wscrras 1160l [ ves—p] Nowanerof Is 1 practicable 1o
T informed consent conduc ihe research
NO or alteraton of_[«YES— without the waiver or
v aleraton
Wi g or g the |-YES]_sslowed” 145 CFR 46 116

sent advers
atfoct the suh‘ccls rights and|

[Go o chart 11

s Chm RN N

T
NO

VWl porimert inormation be provid Winformed
1o subjects later. i appropriate? consents not
és CPR 4 11yl waived entrely

YES

for IRB roview through

Noe: Ses OHRP & o descrpton

‘September 24, 2004

e rrminai o choose et i auhorzeannsttuons or R8s
"use of the expedied review procedur. 48 0FR 46 10

Septomber 24, 2004

Copyright 2009 Aaron Burstein. Some rights reserved:
http://creativecommons.org/licenses/by-nc-nd/3.0/us/.

Waverof o cenentr oo ofcose derrrts T howed 1RB
vonts these findings and approves waiver or alteration.

‘September 24, 2004




Chart 1: Is an Activity Research Involving Human Subjects

Start here.
vy

Is the activity a systematic

contribute to generalizable
knowledge? [45 CFR 46.102(d)]

investigation designed to develop or

Covered by 45 CFR part 467

September 24, 2004

NO

1
YES
A 4

Activity is research. Does the
research involve obtaining
information about living

individuals? [45 CFR 46.102(f)]

Aclivity is not research, so 45
CFR part 46 does not apply.

A\ 4

L NO—p

The research is not research involving
human subjects, and 45 CFR part 46

does not apply.
T A A
NO
Yis L
Is the information
Does the research involve individually identifiable
intervention or interaction with the L_NO-»| (i.e., the identity of the
individuals? subject is or may readily be NO
[45 CFR 46.102(f)(1). (2)] ascertained by the
T investigator or associated
YES with the information)?
¥ [45 CFR 46.102(f)(2)]
Activity.is research Y—éS BUT
involving human ‘
subjects. Isit
conducted or YES | Isthe information private? (About
supported by HHS? ¢ behavior that occurs in a context in BUT
[45 CFR 46.101(a)(1)] which an individual can reasonably
| I expect that no observation or recording
YES is taking place, or provided for specific
NO A 4 purposes by an individual and which the
‘ Unless exempt individual can reasonably expect will not
s the under 45 CFR be made public.) (45 CFR 46.102(f)(2))
research 46.101(b),
covered by 45 CFR part 46,
an subpart A
applicable —YES ${requirements apply > Go to Chart 2
OHRP to the research.
approved As appropriate, I
assurance subparl'B. C,and AND
created D requirements ‘
under 45 also apply. A\ A 4
CFR Other Federal, State and local laws and/or
klo -
46.103? o

regulations may apply to the activity.

[45 CFR 46.101(f))

Copyright 2009 Aaron Burstein. Some rights reserved:
http://creativecommons.org/licenses/by-nc-nd/3.0/us/.




Ethical Trouble Spots for
Network Research

e |sit HSR?
« Waiver of Informed Consent
— May be waived if “impracticable” to obtain
* Deception
— Minimal risk
— No adverse effect on subjects’ rights, welfare
— Non-deceptive research design impracticable
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IRB Review: Easing the Pain

 Exemptions
— Studies of existing, publicly available data

— Studies of data recorded so that “subjects cannot
be identified, directly” or through IDs

— Note: IRB decides whether research is exempt.
« Expedited review

— Research involves “no more than minimal risk”
— Allows quick(er) protocol approval
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Ethics Beyond HSR Issues

Harm to the researcher’'s organization (e.g.,
university)

Harm to other users
Accelerating the arms race

Confusing researchers’ roles

— When to report malicious activity to . . .
* Victims?
» Law enforcement?
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Law & Ethics in Research Frontiers

» Studies of security-related behavior

— Downloading malware

— Checking binary signatures

— Ignoring A/V warnings

— “Conditioning” users to ignore security
* Infiltrating cybercrime organizations
 DMCA “take down” studies

* Active probes
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Security Analysis of Software
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Software Analysis: Legal
Issues

* Issues
— Finding software vulnerabilities
— Publishing results

« Relevant laws:

— Contract law (EULAs,
clickwrap/shrinkwrap licenses)

— Digital Millennium Copyright Act (DMCA)
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Software Analysis: Contract
Issues

« EULAS typically prohibit reverse
engineering, other processes that
reveal vulnerabilities

» Courts usually enforce them . . .

e ... but important issues remain
unsettled:
— Pre-emption by patent law
— Tension with First Amendment

Copyright 2009 Aaron Burstein. Some rights reserved:
http://creativecommons.org/licenses/by-nc-nd/3.0/us/.



Software Analysis: DMCA Issues

* “No person shall circumvent a technological
measure that effectively controls access to a work
protected” by the Copyright Act

e But: courts, U.S. DOJ have found that the DMCA

does not prohibit conducting research on or
publishing papers about software vulnerabilities.

« (Caveats:

— Publishing actual circumvention software might violate
DMCA.

— Restrictions in EULAs still apply.
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Ethical Issues in Software
Analysis

* Whether (and when) to notify software
vendor

 How much detail to publish
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Resources

Legal Information Institute
(http://www.law.cornell.edu/)

— Open access to US Constitution, US Code

Common Rule
— Go to hitp://ecfr.gpoaccess.gov/, select title 45, part 46.

Samuelson Clinic at UC Berkeley School of Law
(http://www.samulesonclinic.org/)

Reforming the ECPA to Enable a Culture of
Cybersecurity Research (htip://jolt.law.harvard.edu/)

— In-depth analysis of applicable privacy laws and proposal
for a research exception to the ECPA
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