
























Marketplace Ads for Goods



Marketplace Ads for Services









The Storm botnet

Overnet (UDP)‏Reachability check
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The Storm botnet



If we control
these …

… we can monitor &
influence these











Types of Storm C&C Messages

• Activation (report from bot to botmaster)
• Email address harvests
• Spamming instructions
• Delivery reports
• DDoS instructions
• FastFlux instructions
• HTTP proxy instructions
• Sniffed passwords report
• IFRAME injection/report



Spam campaign mechanics
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Campaign mechanics: harvest
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Campaign mechanics: spamming
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Campaign mechanics: spamming
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Spamalytics

Who is targeted?Who is targeted?

34

• Top 20 domains
• Many Web mail & broadband

providers, but very long tail
• Campaigns have nearly identical

distributions
• Same scammers, or target

lists sold to multiple
scammers

• Also see spam campaigns sent
solely to test accounts



Campaign mechanics: reporting
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