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Scanning Activity Seen @ LBNL
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The Worm Era
Begins

Scanning Hosts Seen @ LBNL
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Services Scanned Over Time

Scans Per Scanner
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Hosts Scanned Per Scanner

Ports Scanned Per Scanner
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Scanning Speed

/16 at LBL, sampled 1-in-1K
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/16 at LBL, sampled 1-in-1K
2nd /16, sampled 1-in-1K
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# Failed Conn’s Not Enough Info

Failure Ratio Much More Distinctive
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LBL

Real-Time Detection
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Expected Time Until Decision


