#!/usr/bin/perl
while (<>) {
chomp;
if ( /*(get|post|options|head|...)(.*)/i ) {
# Do not respond if it looks like an exploit
last if length > 1000;

my $date = gmtime;
if ($1 =~ /get|head/i )
print "HTTP/1.1 200 OK\r\n";
elsif ( $1 =~ /searchli)
print "HTTP/1.1 411 Length Required\r\n™;
elsif ( $1 =~ /options/i) {
print "HTTP/1.1 200 OK\r\n";
print "DASL: \r\nDAV: 1, 2\r\n";
print "Public: OPTIONS, TRACE, GET, HEAD, DELETE, ...\r\n";
print "Allow: OPTIONS, TRACE, GET, HEAD, DELETE, ...\n\n";

}
elsif ( $1 =~ /propfind/i )
print "HTTP/1.1 207 Multi-Status\r\n";
else
print "HTTP/1.1 405 Method Not Allowed\r\n";

}
print <<EOF;
Server: Microsoft-11S/5.0
Date: $date GMT
Content-Length: 0
Content-Type: text/html
Set-Cookie: ASPSESSIONIDACBAABCQ=BHAMAEHAOAIHMOMGJCPFLBGO; path=/
Cache-control: private

EOF
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Negotiate Protocol Request
Negotiate Protocol Response SMB NT Create AndX Request,
Path: \srvsvc

< SMB NT Create AndX Response

= DCERPC Bind: call_id: 1 UUID: SRVSVC
< DCERPC Bind_ack: call_id: 1

= SRVSVC NetrRemoteTOD Request

= SMB NT Create AndX Req, Path: \samr . SRVSVC NetrRemoteTOD Reply

Session Setup AndX Request
Session Setup AndX Response

Tree Connect AndX Request
Path: \\XX.128.18.16\IPC$

Tree Connect AndX Response

< SMB NT Create AndX Response = SMB Close Request

= DCERPC Bind: call_id: 1 UUID: SAMR . SMB Close Response

< DCERPC Bind_ ack: = SMB Tree Connect AndX Request,

- SAMR Connectd4 Request Path: \\XX.128.18.16\ADMINS$
< SAMR Connect4 Reply < SMB Tree Connect AndX Response

= SAMR EnumDomains Request = SMB NT Create AndX Request,

~ SAMR EnumDomains Reply Patgé és;stem32 \msmsgri32.exd

= SAMR LookupDomain Request
< SMB NT Create AndX Response,
FID: Ox74ca

= SMB Trans2Req SET FILE_INFORMATION
< SMB Trans2Resp SET FILE INFORMATION
= SMB Trans2Req QUERY FS_INFORMATION

. < SMB Trans2Resp QUERY FS INFORMATION
Now start another session, connect P - -

to SRVSVC pipe and issue Remote- - su(Write Request]

Time-of-Day Request

«< SAMR LookupDomain Reply

= SAMR OpenDomain Request

«< SAMR OpenDomain Reply

= SAMR EnumDomainUsers Request
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Filtering Out
Complicated-But-Boring Probes

- Idea #1: for each such worm, craft a “script” that
codifies its network activity
Doable in principle, but tedious: 1000s of both different
worms & message types
- |dea #2: automate construction of such scripts using
copies of the packet exchanges

Problem: for many protocols, two semantically identical
sessions are not byte-wise identical

They differ in:
- Embedded (known) network addresses & host names
. Transaction identifiers, “cookie” fields
. Length fields corresponding to these

Negotiate Protocol Request
Negotiate Protocol Response SMB NT Create AndX Request,
Path: \srvsvc

< SMB NT Create AndX Response

= DCERPC Bind: call_id: 1 UUID: SRVSVC
< DCERPC Bind_ack: call_id: 1

= SRVSVC NetrRemoteTOD Request

= SMB NT Create AndX Req, Path: \samr . SRVSVC NetrRemoteTOD Reply

Session Setup AndX Request
Session Setup AndX Response

Tree Connect AndX Request
Path: \\XX.128.18.16\IPC$

Tree Connect AndX Response

< SMB NT Create AndX Response = SMB Close Request

= DCERPC Bind: call_id: 1 UUID: SAMR . SMB Close Response

< DCERPC Bind_ ack: = SMB Tree Connect AndX Request,

= SAMR Connect4 Request Path: \\XX.128.18.16\ADMINS$
< SAMR Connect4 Reply < SMB Tree Connect AndX Response

= SAMR EnumDomains Request = SMB NT Create AndX Request,

< SAMR EnumDomains Reply PatE ésgstem32 \msmsgri32. e_:g_é

= SAMR LookupDomain Request
< SMB NT Create AndX Response,
FID: Ox74ca

= SMB Trans2Req SET FILE_INFORMATION
< SMB Trans2Resp SET FILE INFORMATION
= SMB Trans2Req QUERY FS_INFORMATION

. < SMB Trans2Resp QUERY FS INFORMATION
Now start another session, connect P - -

to SRVSVC pipe and issue Remote- - su(Write Request]

Time-of-Day Request

«< SAMR LookupDomain Reply

= SAMR OpenDomain Request

«< SAMR OpenDomain Reply

= SAMR EnumDomainUsers Request




Negotiate Protocol Request
Negotiate Protocol Response
Session Setup AndX Request
Session Setup AndX Response

Tree Connect AndX Request
Path: \\XX.128.18.16\IPC$

Tree Connect AndX Response
—= SMB NT Create AndX Req, Path: \samr
< SMB NT Create AndX Response

= DCERPC Bind: call_id: 1 UUID: SAMR
< DCERPC Bind_ ack:

= SAMR Connect4 Request

«< SAMR Connect4 Reply

= SAMR EnumDomains Request

< SAMR EnumDomains Reply

= SAMR LookupDomain Request

< SAMR LookupDomain Reply

= SAMR OpenDomain Request

«< SAMR OpenDomain Reply

= SAMR EnumDomainUsers Request

Now start another session, connect
to SRVSVC pipe and issue Remote-
Time-of-Day Request

SMB NT Create AndX Request,
Path: \srvsvc

SMB NT Create AndX Response

DCERPC Bind: call_id: 1 UUID: SRVSVC
DCERPC Bind ack: call _id: 1

SRVSVC NetrRemoteTOD Request

SRVSVC NetrRemoteTOD Reply

SMB Close Request

SMB Close Response

SMB Tree Connect AndX Request,
Path: \\XX.128.18.16\ADMINS

SMB Tree Connect AndX Response
SMB NT Create AndX Request,

PatEé§s¥stem32§msmsgri32.ex§

SMB NT Create AndX Response,
FID: 0x74ca

SMB Trans2Req SET FILE_INFORMATION
SMB Trans2Resp SET FILE INFORMATION
SMB Trans2Req QUERY FS_INFORMATION
SMB Trans2Resp QUERY FS INFORMATION

SMB| Write Request

Matching Protocol Dialog

In A New Setting

A->V

| 144.165.114.119 |M20
A<-V N4[S26|0388(528|R24|M16|0000000092F3E82470FDD91195F8000C295763F7 | M4

A->V  N4|
A<V N1|j

A->V

|0000000092F3E82470FDD91195F8000C295763F7 \@\ |001503F8 |

A<-V (N4)826) 0388|528 (R24)|000B27A0(M32

F8000C295763F7 |M8

6| 8| R4 | M

M4 || hone
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Matching Protocol Dialog
In A New Setting

|R4|0014ccBs |8 M4

A->V N1 |80 52603885798 520 | 98| s8 |[@AB] s16|R8 |
(144.165.114.119120
A<V N4|526/(0388)528|R24 |M16|0000000092F3E824705DD91195F8000C295763F7 | M4

A->V  N4| 826\ 0388556 R24 |0000000092F3E82470FDD91195F8000C295763F7 | M8

A<V [#24) pEcrpC-6 | @6 R4 | M4 | 000BOBRO
| 000B8D18 |M8 | 000BC610 Bl M4 |4 hone |M36
A->V | R4 | M4

\0000000092F3E82470FDD91195F8000C295763?7\
A<-V N4[526|0388|528|R24[000B27A0|M32

I[26 10015038 |[B) M4 |[Ai(hone

Grey = embedded length field
Bold = transaction ID / “cookie” field
Bold Italic = embedded IP address or hostname

« How can we accurately identify & adjust all of these?

" J
Two Dialogs for Matching Randex

|R4|0014ccBs |8 M4

A->V N1 ({80 s26 /0388|5798 520 | 98| s8 T3] S16|R8 |
| 144.165.114.119 |M20

A<-V N4[S26|0388(528|R24|M16|0000000092F3E82470FDD91195F8000C295763F7 | M4

A->V  N4[526]0388|556|R24|0000000092F3E82470FDDI1195F8000C295763F7 | M8

A<V 4l DECRPC-6 | @88 R4 | M4 | 000BOBBO
1000B8D18 |M8 | 000BC610 Bl M4 |4 hone |M36

A->V |R6 | @8 | R4 | M4

|0000000092F3E82470FDDI1195F8000C2 957 63F7 |[B]|[E0 | 001503F8 5] M4 |[] hone
A<V N4|S26/0388|528|R24|000B27A0|M32

A->V S16|R8 | B8 | R6 |6

|48.196.8.48 1120
A<-V N4 |S26|0474|528|R24|M16|000000006093917586FDD21195F8000C294A478F | M4
A->V N4 |S26|0474|S56|R24(000000006093917586FDDI1195F8000C294A478F | M8
A<V 4 s26|0474| 57|28l s8 |128] s6 | 4
40008760 M8 000C9FAS [l M4

A->V
|000000006093917586FDD91195F8000C294A478F |
A<-V N4[526(0474|S28|R24|000B27A0 |M32

41001503F8 |7l M4 [6] host02
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Replay Proxy

Attacker Proxy Honeypot
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Replay Proxy

Attacker

1 ——

3 <

Roleplayer translates
new response from
attacker and sends to
honeypot, which
becomes infected by it

5 | & |

—

Proxy

Honeypot

5'
T Infected!

| Executable Name | Size (B) | MD5Sum Worm Name | #Events | #Conns | Time (s) |
afttitt.exe 10366 Ta67{7c8... W32.Zotob.E 4 3 29.0
aftfit.exe 10878 bf47cfe?... W32.Zotob.H 9 3 25.2
attiHt.exe 25726 62697686... Quarantined but no name 1 3 2232

[ cpufanctrlexe [ 191150 T 1737ec%a... | Backdoor.Sdbot | [ 4] 111.2 ]

| chkdisk32.exe | 73728 | 27764aSd... | Quarantined but no name | [ 4] 1347 ]

| dllhost.exe | 10240 | 53bfelSe.. | W32.Welchia.Worm | 297 | 4or6 | 245 |

[ enbiei.exe [ 11808 [ dlee9d2e.. | W32Blaster.FWorm | 1] 3] 289 |

| msblastexe | 6176 | 5ae700cl... | W32.Balster.Worm | 1| 3] 438 |

I Isd I 18432 I 17028f1e... I ‘W32.Poxdar ] 11 | 8 I 324 |
NeroFil.EXE 78480 5ca9a953... ‘W32.Spybot.Worm 1 5 237.5
sysmsn.exe 93184 5f6c8c40... ‘W32 .Spybot. Worm 3 3 79.6
MsUpdaters.exe 107008 aalee4b0... ‘W32.Spybot. Worm 1 5 57.0
RealPlayer.exe 120320 4995eb34... W32.Spybot.Worm 2 5 95.4
WinTemp.exe 209920 9e74a7b4... ‘W32.Spybot.Worm 1 5 178.4
wins.exe 214528 7a9aee7b... W32.Spybot.Worm 1 5 118.2
msnet.exe 238592 6355d4d5... W32.Spybot.Worm 1 7 189.4
MSGUPDATES.EXE 241152 65b401eb... W32.Spybot.Worm 2 5 1253

[ ntsfexe [ 211968 | 5ac3998e... Qurantined but no name 1] 5] 4594 ]
scardsvr32.exe 33169 1a570b48... ‘W32 Femot.Worm 4 3 46.2
scardsvr32.exe 34304 b10069a8... ‘W32 Femot.Worm 1 3 66.5
scardsvr32.exe 34816 ba599948... ‘W32.Femot.Worm 55 3 96.6
scardsvr32.exe 35328 617b4056... W32.Femot.Worm 2 3 179.6
scardsvr32.exe 36864 0372809c... ‘W32.Femot.Worm 1 5 49.3
scardsvr32.exe 39689 470de280... W32.Femot. Worm 4 3 414
scardsvr32.exe 40504 23055595... W32.Femot. Worm 1 3 41.1
scardsvr32.exe 43008 ff20£56b... W32.Valla.2048 1 5 322
scardsvr32.exe 66374 £7a00ef5... Quarantined but no name 1 7 54.8
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exe 187360 eb1d07cl... W32.Pinfi 63
exe 187392 2d9951ca... W32.Korgo. W 76
exe 189400 7d195c0a W32 Korgo.S 18

x.exe 9343 986b5970... W32.Korgo.Q 17 6.6
X.E8XE 9344 d6df3972 W32.Korgo. T 7 9.5
x.exe 9353 7d99b0ed. . W32 Korgo. V| 102 6.0
x.exe 9359 a0139d7a... W32.Korgo. W 31 5.9
X.exe 9728 c05385e6... W32.Korgo.Z 20 6.6
X.eX€ 11391 7f60162c. W32.Korgo.S 169 6.6
xX.exe 11776 c0610a0d... W32.Korgo.S 15 8.6
X.exe 13825 0b30b637T... W32 Korgo.V 2 24.4
X.€X€ 20992 31385818 W32.Licum 7.9
X.E8XE 23040 e0989c83. W32.Korgo.S 10.4
X.exe 187348 384c6289 W32.Pinfi 329.7
x.exe 187350 a4410431... W32 . Korgo.V 11
X.E8XE 187352 bh3673398... W32.Pinfi 20
X.exXe 187354 c132582a W32.Pinfi 24
x.exe 187356 d586e6c2 W32.Pinfi 27
X.exe 187358 2430cB4c. W32 Korgo.V 27
x.

x.

x.

x.

x.

63| | =1 =] | 12| 2] vof 1] o | waf 1o ko | w3l [ro] cof wa| k3] ba|| ba| ko | ko k| k0| ko k| ko] k3| 13| k3] b | k2| k3] b3 | k2| 19| 3| K3 Ko | k2

2
3
T
6 .3
5 1
5 9
2 5
1 5
1 1
1 1
T 0
exe 189402 | c03b5262 W32 Pinfi 1 58.2
exe 189406 | 4957f2e3... W32 Korgo.S 1 210.9
xR alZcabbl... Backdoor. Berbew. N 844 9.4
XK. X b783511e W32.Info. A 34 7.2
XKK..X ab5ed7hf. Trojan.Dropper 635 10.0
XXKK. X d009d6eb... W32 Pinfi 1 32.5
XK. % af79e0ch... W32.Pinfi 3 34.2
n/a 7623c042... W32.Korgo.C 3 is
n/a 15b90ccot... W32 .Korgo.L 1 7.0
n/a 32a0d7d0... W32.Korgo. G B 11
n/a ab7eccia... W32.Korgo. N 2 5.3
n/a d175bad0... | W32.Korgo.G 3 5.4
n/a d85bi0ch. W32.Korgo. E 1 5.6
n/a Gic7doba. W32 Korgo.gen T 5.0
n/a 042774a2... W32 Korgo.l 15 13
n/a a36bada2... W32.Korgo.l 1 5.4
[ multiple I [ n/a [ W32.Muma.A I 2 T 186.7
| multiple | | n/a [ W32.Muma.B | 2 | | 208.9
[ multiple T [ u/a [ BAT.Boohoo.Worm T T ] T2 ] 3819
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