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Botnets / The Modern Threat Labdscape 
 

• 1990’s – early 2000’s 
o IRC Wars 

o IRC based botnets 
o Vandals ‐> Cybercrime 

• Example: MIPS router infection 

 
o Hard to defend against – no antivirus is installed on the router to detect it and help 

clean it up. 
• Commercial off the shelf (COTS) software for crooks 

o Can then be used by other actors, such as spies 

• GhostNet cyber spying operation 



o Infected embassies, NATO, the Dalai Lama, and many more computer systems of 
political entities. 

 
o Trail points strongly to Chinese origin 
o Can send email w/ poisoned attachments from infected machine to contacts for 

spearphishing 



• McColo shutdown (a “bulletproof hosting service” – resists take‐down) 

 
o Effective: 2/3 reduction in spam 

o Short‐lived 
• Botnets adapted. Now they don’t use centralized C&C servers. They have a list. If the list is 

exhausted then it connects to a new automatically generated DNS name every day. 

• We can use DNS cache testing to find out if botnet C&C servers have been looked up. 
o 95% of Chinese servers showed such lookups. 

• It seems that Botnets do a lot of different things. 

   



Botlab 
• It used the UW Spam feed. 
• A Problem: Can have benign URL in spam. 

o Following links can have bad effects on real messages 

 Example: signing up people to review papers. 
• How is it that Rustok sends so much less spam but causes about the same amount of incoming 

UW spam? 

• Ethics 
o Could increase somone’s spam 
o Prudence 

o Prosecutorial discretion 
 The notion that if something is illegal, it still may prove okay in practice if no 

reasonable prosecutor is going to go after you for it 

• Containment when studying malware 
o Rate limit outbound output 
o Signature check 

• Wrong conclusion: 1 IP address = 1 host for 1 day 
o Recent studies show that’s not a good assumption, aliasing happens more frequently. 

Ethics + Disruption 
• Can shut it down, but should you? 

o Not obligated. 

o There can be greater long term good if you can study it 
o Nasty damage if you take it down 
o It may be illegal to shut it down 

• MegaD shutdown by FireEye 
o Only received praise 
o They hijacked the C&C server and did nothing (didn’t send any commands) 

 Limits the amount of potential damage that could have resulted in trying to 
remove it rather than silently disable it. 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