b TIL: 254
Q\ Last Bit: 1
I L 253 | —
"
_'_,_,_.—--!I
TTL 255 —
LastBit 1 ... Last Bit: O

%Eﬂ __ LostBif: 0
I _—
By = T
TIL: 251
1] 1]o]x

TIL: 252
Last Bit: 1
XX (XX TIX|X|X 11X X 11101 O|1(0]1 0(1]0
3210 3210 3210 3210 3210

Figure 3. Example of our initial marking scheme. The packet travels from the attacker A to the victim
V across the routers R1 to R5. Each router uses the TTL value of the packet to index into the IP
identification field to insert its marking. In this example we show a 1-bit marking in a 4-bit field for

simplicity.



The main shepherding consideration
that's not already that explicit in the
reviews is that the tone of the paper
should emphasize the main contribution
as being conceptual - the very nifty notion
that one can tell in the core that the
receiver consents to some on-going
communication, and do this in a stateless
fashion - rather than the practicality
(which the PC found controversial).



Legend.
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r=2

r=23

=4

T =3

| =

0.7500

0.8750

0.9375

0.9688

0.4375

0.5781

0.6836

0.7627

0.2344

0.3301

0.4138

0.4871

tr | b | o | W

|

0.1211

0.1760

0.2275

0.2758

Table 1. Evaluation of P(r, z) (the probability
to pass one router with a forged probability),
for common values of = and -=.



The probability that the client can connect after k& tries
15:
P( connect after k tries)

— 1 — (1 — P(connect after 1 try))*
=1—(1—(1—¢))k

the required number of connection attempts 1s:

P log(1 — P(connect))
log(1 — (1 —€)?)
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(a) Performance for vanious values of z_ (z =2).
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(b) Performance for various values of =, (z = 3).
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