MegaD C&C’s crafted response to “GET /”

HTTP/1.0 200 OK Server: Apache/1.3.37
Content-Type: text/html; charset=iso-8859-1

<html|>
<head>
<title> test page </title>
</head>
<body>
<a href="http://www.microsoft.com/'>microsoft.com</a>
</body>
</html|>




Web (4 Show options... Results 1 -6 of 6 for |

test page

microsoft.com.
doretorza.com/ - Cached

test page

microsoft.com.
www.doretorza.com/ - Cached

test page

microsoft.com.
selementusaks.org/ - Cached

test page

microsoft.com.
kildamindak.net/ - Cached

test page

microsoft.com.
www. Kildamindak.net/ - Cached

test page

microsoft.com.
216.32.90.186/




September 6th, 2007

Storm Worm botnet could be
world's most powerful
supercomputer

Posted by Ryan Maraine @ 8:41 amr

Categorles: Botnets, Browsers, Data theft, Exploit code, Firefox
Tags: Operation, supercomputer, Malware
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1 Mearly nine months after it was first
. = |_.l - discovered, the Storm Worm Trojan continues
= — '-'-:J .-"-‘__--l-. to surge, building what experts believe could be
=) &?E' = the world's most powerful supercomputer.
e 8
.~ =" |-l The Trojan, which uses a myriad of social
(')_L‘, _ —gxd-ﬂ = = engineering lures to trick Windows users into
-_: *IE-'_J 'L—'J = Lfi IQJ downloading malware, has successfully seeded

a massive botnet — between one million and

10 million CPUs — producing computing power
to rival the world’s top 10 supercomputers



The [Storm] botnet reportedly is powerful enough as of September 2007 to force entire countries
off the Internet, and is estimated to be capable of executing more instructions per second than
some of the world's top supercomputers. However, it is not a completely accurate comparison,
according to security analyst James Turner, who said that comparing a botnet to a supercomputer
is like comparing an army of snipers to a nuclear weapon

If that made you catch your breath a bit, read on...

At certain points in time, the 5torm worm used to spread the botnet has attempted to release
hundreds or thousands of versions of itself onto the Internet, in a concentrated attempt to
overwhelm the defenses of anti-virus and malware security firms. According to Joshua Corman, an
IBM security researcher, "This is the first time that [ can remember ever seeing researchers who
were actually afraid of investigating an exploit.”



(PRNG). Storm generates OIDs using its own PRNG
given by the recurrence:

Iiv1 = (a-I; + bmod 2°?) mod m

with a = 1664525, b = 1013904223, m = 32767, and
the 1nitial value [ 1s based on the system clock. The
generator appears to be based on a well-known linear
congruential PRNG described in the Numerical Recipes



Location

Hallmarks

Germany

Iran

Sweden

France

East Coast, US

East Coast, US

West Coast, US

Random OIDs with lower 10 bytes constant.
Floods the Storm network aggressively with thou-
sands of fake node IPs.

Random OIDs biased to upper half of space (first
bit always set).

Random OIDs biased to upper half of space (first
bit always set). Does not appear in routing tables
of any other peers.

One fixed OID, relatively passive crawler, appears
to just be sampling Storm.

257 OIDs evenly distributed i ID space behind
one IP, port number used as upper two bytes of
the OID.

Uniform random OIDs, both a Storm implemen-
tation and crawler behind the same IP. does not
report other peers.

Random OIDs biased to upper half of space 100:1.
Does not report IPs in response to queries.

Table 2: Other parties participating in the “encrypted” Storm
network on April 4, 2008.



"All peers ———

Responding peers -

Active peers -——--

Active Storm peers

03/05 03/07 03/09 03/11 03/13 03/15 03/17 03/19 03/21

03/03

45000 r

40000 r

Sl199d JO JaquinN

15000

10000 r

03/01

Date

Figure 2: Estimates of the size of the Storm botnet using different notions of liveness over the first three weeks of March 2008

Note that the y-axis does not begin at zero to better separate the curves.
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CepBHC M0 NpoEe AKKAYHTOB AYKIBIOHA eBay.

Hobpeie 03eprl avKipioHa ¢Bay npenararT EaleMy EHMMAHII CEOH AKKAVHTBL
ITocToAHHBIM KIMEHTAM H T€M, KTO DepeT Do/lee 5 akKoB, pasiEMHbIe 0OHYChI H CKIIKIL
Bcee akkayHTBI ¢ AOCTYIIOM K MBLIY X0J¢pa.

Be1 canmi EBIOMpacTe AKK (HECKOIBKO aKKOE) M3 crmicka. [opopure MHe, OrawmeacTe M MOIYUACTE.
Bee akki mpeIEApHUTENBEHO MPOEEPAIOTEA TIEPE] IIPoJakeii, B ¢Iyuae, ecl YTo-To He padotaer - 100% 3amenHa.

AKTHE/H¢ aKTHE CMOTPHTE CaMI IT0 Fo3ep W, [lo aKTHBHOCTH Heé COPTHPYIO, TAK KAK 5T0 JUIA KOKJOT0 CYOBEKTHEHO.
Tarcke B npoaake ObearoT akkel PayPal. Iensr ppmoursie. IlocToaHHO He mpoaaro.

Omnmara mo WL

Iepen mokyTKoii cneayeT 00A3ATEIBHO 03HAKOMITheA ¢ FAQ.
ITo paboTe ¢ TOEAPOM HE KOHCYIBTHPYIO.

PaboTa uepes rapaHT CepEIC MIPHESTCTEYETCA.

MoH meHnI:

seller/0aep akk xo 10 puyon = 5§
seller/daep akk 10-25 pumon = 10%
seller/0aep axk 25-50 ¢dumon = 15%
seller/6aep axk 6omee S0 pugon = 25%
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My Documents

& ProAgent ¥2.0 Public Edition
Send Menu Options

v|iSend Passwords || Give a fake eror message

Send CD-Keys || Melt server on install

Send KeylLog Disable AntiVirus Programs

Send System Information Clear Windows XP Restore Points
Send Address Book [ ] Protection for removing Local Server
Send URL History

Send Processes Log

Server [con Bind with File
You can choose any icon for server | Bind with File You can bind server with any files

you want
@ l *3 Choose Icon ] [ & Select File To Bind 1

Motification [

Your e-mail address which you will to receive information from
Pro&igent.

E-Mail: bomberman{@yahoo.com Test

Decryptor [ Remove Server

[ About [ % Buy Undetectable [ Help

[ Create Server

ProAgent - Professional Agent Copyright ® 2005 SIS-Team g

Recycle Bin

i/ start| [ €3 proagent H5(DM 9:56 aM
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Freeware Programs

New Generation Software
Solutions...
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Custom Speclal Programs
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« ProAgent Spy Software Is one of the most powerful monitoring New Products
and survelllance applications avallable today.

« It Is an ultimate solutien for monlitoring spouses, children, y et

employees, or anyone else!

« ProAgent records all typed keystrokes, all active window texts,
all visited web sites, usernames, passwords and more and sends
e-mall reports to your e-mall address that you specified when
creating the server, completely hidden!

« ProAgent can work In all kind of networks, It doesn't matter If
the PC Is behind a firewall or behind a router or In a LAN,
ProAgent works In all of these condlitions without any problems.

Click here to purchase ProAgent v2.1 Speclal Edlition...

Clirk hara tn dnwnlnad PreaAaant w2 1 Puhlic Fdltian AntiDote v1.2 SIS'DO?I!'OHGGI' V|I'-tlla| K‘y?o.ard



allBots Inc.

Social Networking Bots

GOOD News!!! We have something more for yvou! Yes, we ha@d CAPTCHA @n all of
our bots.

Winsock (Multi-threaded) Bots
ecome an Affiliate and Start Eﬂ”>]jng‘{ o Click here for 30+ MySpace Bots

Accounts Creator
(¥ou Just Need To Type In The CAPTCHAS To Create Accounts)

Social Networks )
MySpace Accounts Creator with Picture Uploader, Profile & Layout Manager m’

$386-05-  $140.00
MySpace Accounts Creator with Picture Uploader, Profile & Layout Manager _ PayPal |
(Winsock) R Tg3gp05-  $320.00
- PayFPal
YouTube Accounts Creator RN 12008 $95.00
. PayPal |
Friendster Accounts Creator ey Hov 413095 $95.00
. PayPal
Hi5 Accounts Creator Ry Ne 612005 $95.00
M oanTilanld A osonesrsdc oo 'Parpa! |

lend Adders, Message Sende pmment Posters & Others
{All Bots Work In A Conventional Manner, They Gather Friend IDs/Names And Send Fnend Requests, Messages, Comments Auntomatically)
**Chaining Feature** Is Available On All Bots for All Networks Except Facebook



Advertisement

1 have boa wells and barclays bank logins....

have hacked hosts, mail lists, php mailer send to all inbox
1 need 1 mastercard 1 give 1 linux hacked root

1 have verified paypal accounts with good balance...and i can cashout paypals
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I NEED INBOX MAILER . HOW MUCH IS IT?
1 REQUIRE IT

yop
rl'

ISIT TO ALL INBOX?

5%

hm

WILL YOU PLS ACCEPT 33
many people selling for 3

ask hum

WHO?

dono

hm?

bRO._IREAILY WANNA BUY 4RM YOU
ok

Already uploaded 1 hope

ves

Ok _what's ur egold acct ?

erve me a second
Ok_.1 wat
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Ok..1 wait

Please make sure that it 1s the account that you intend to spend to.
Amount: 5.00 US Dollars” worth of Gold

From: [elided] (Anthrax De Oracle)

Is this info correct?

Ok 1 send now

e-metal payment confirmation: Batch [elided]

Paid To: [elided] (Filialka)

Memo:

Actual payment weight = 0.007704 oz. (0.239626 grams)
Equivalent USD amount of this payment: $5.00
Applicable Conversion factors:

]l oz. troy = 31.1034768 grams

Gold exchange rate = 649 00USD/oz

The e-metal payment was successful

Your batch number for confirmation 1s [elided]

Thank you for using e-gold.

SENT

I'm SELLING Usa AOL Fulls Info CC also - Uk/Eu Full info - with unique algo.. !
5 Payment Only E-GOLD
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[0] INTRODUCE - BASICS - 1-2+ - 50%

]
VISA Mﬂ@
Security in the network, configuring the systemn to work,

Proxies, TOR, Proxy, Socks, WPMN (+ double))

Wiorking Dedicated Server
Weart to fow fhow gat B yoLrseli? +15%

Credit/Debit card (CC) payments in internet
Where to get this and how rake money on this

ArtiFraud, Verified by Yisa, Master Card security Code,



[1] HELLO WORLD or SKYPE CARDING - 2-3h - 75%

*for those who passed the basic,

Skype Carding, The first practical experience, bringing a steady income, it is recommended for those who passed basic course on security
in the network,

Material for the work included:
Credit Card LS4 (no WBYMCSC)
Dedicated Server LISA

DoubleyPM for security in network
Invest 108 day. Get 100-150%.

Advice: sell skype accounts not only on one board, try to sell this on RU-boards

Result: You learn SKYPE carding, get an account with a balance $ 50 (ive long), you can immediately sell on the forurm for 7-84, or you
cat try to sel it to other (legal) sites for 30-40 4.



[2] How to get your own DROPS for STAFF and
TRANSFERS 4-6h - 250%

*for those who passed the basic

T
B
XA
0§
Crop - person who takes the bank transfer to his bank account, then sends money you or stuff (product: 3 laptop, for exarnple) o his
address, then sends to you,

Sooner or later anybody think about this,
Your own drop project its very good business,

Material for the worl incuded:

Drop project (used)

+Want to make your own? 1509
Forurns, jobs, posting boards
DoublePM for security in network

Acvice: its not too hard get drops and its good business for you, when you conteol drops you can get 50750 staff (carder makes 2
niotebook on your drop, one for you and for carder) and 60% from bank transfer amount, take it!

Result: Making drop project, posting on forums with intersting leged and get your own QUALITY DROPS READY FOR WORKING ON YO,
then you can give him to carder (50/50) or to bank transfers (60%:),



[3] SCAM (Phishing) 4-6h - 200$

*for those who passed the basic

"union| |

MONEY TRANSFER

Phishing is the criminally fraudulent process of atternpting to acquire momesy!

Literate phishing in internet
For example on dating site,

Material for the work included:

Foto and video (model; wornan) for scum,
+Waat to fow how to get oLy ones? L5008
Dating site, Social Metworks, Chats

Double’Pr for security in netwiork

Advice: not many people know about that more than half of potential victims punched "new wife" on GOOGLE, if you writing you love to
cook - sign up online cooks and share recipes )

Result: Getting acguainted with the victirns, and quality PHISHING therm for WESTERM UNION, rain legends for phishing, learn all about
anti-scam and stop-phishing, and how to bypass fraud tests;)



[4] Poker PS, FTP, BF, BU 5-7=+ - 300%

*for those who passed the basic

Paker
Stars com

Paoker - interesting garne, you can make money in game always, when you gaming on stolen money; ) (67)
Material for the woark included:

Credit Card (ALCAELD
Dedicated Server
DoublewPH for security in netwark

Scans and calls for additional payments
Advice: In poker, everyone should find his own way, where and how to take more $
Result: Make your own deposit in poker from stolen credit card (max 600 euro) and take money for this (yow can sell for 15% from

balance) an forurn, or you can garme on this money of cashout them, there are marny pitfalls that @'l show you, and most irnportanthy you'l
know biowe the casino anti-fraud politics and most importantly gain the necessary knowledge to move next and get your own way in

poker,



[5] CC-Shop-Track (Shopping) 6-8h - 350%

*for those who passed the basic

Shopping on the Internet on stollen bank cards, so to store the goods sent to drop (without palice: )
Material for the work included:

Credit Card [ Enrall

Yerified DROP (S0/50)

Dedicated Server

Double'yPN for security in netwaork

Scans and calls for additional payments

Aclvice: many pitfalls! should be patient and be immmediately ready to proring, scans the 1D and CC, and even photos HOLDER'a (credit card
hiolder ) about the computer (a new practice in the ML)

Result: SEMD YOUR FIRST (Motebook, carmera, ring) on drop and get rmoney for it, and get detailed information about shoping on stolen
CC on USA ar DE, that, where to find drops, about shops and their search, anti-fraud policies and circurmvent potential problerns, as wel as
rnary sturnbling blocks in this business,



[6] Botnet or how to get my own bank accounts. 12-18h
- 500%

*or those who passed the basic
*oxperienced PC usar

-

-
Uddr Asffie:
—

Passwerd: |

[~ Bemember (MES cookies)

| Bubmit |

Trojan - virus, programm, that helps you to get your own bank accounts, paypal, credit cards, poker accounts, ebay, admin accounts of
shops and so an,

& botnet is a serious thing, it's not Skype carding)) Bank accounts, credit cards, shops, MoneyBookers, Bet office, poker, Ebay, Enrall - all
this you get with Bank Trojan, Trojan are all sorts of public nice triple Zeus, I remember in my remory was limbo and adrenaline and
SpyEye, from privat mbo and 76, must always start somewhere in order to get results and not necessarily to invest 15k in a nesw Zeus of
the author, can be found in public for free 1.2 or 1.3, forums often spread buider, that's only 90% of them are infected with other
viruses and your admin panel, along with Troy obscured As soon as you let go LOADS,

Material for the work included:

Zeus Trojan (bank trojan), WS QONT 550 SLT D8R

Injects Pack (=200 injects)

YPS Hosting for trojan (1 ronth)

Double’Pr for security in network

Advice: invest in a triple can be infinitely better to hone a particular topic, of course the most money its auto-transfers:)

Result: Mak Trojan, will go a few thousand loads and get the combat botnet, which Yow will have ywour own logs (bank accounts), wil
introduce the basics of cryptography, where are get loads, also learn to write injections, and be able to earn money on this,




Individual counseling from $ 20. o Antenatal clinics :-)

GOOD DAY, GOOD MOOD AND GOOD BUSINESS
[!]

CASH PARADISE UNIVERSITY ICQ:
JABBER:

Main | Skudy Programs | Rules | Contack us
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