
#!/usr/bin/perl
while (<>) {
  chomp;
  if ( /^(get|post|options|head|...)(.*)/i ) {
    # Do not respond if it looks like an exploit
    last if length > 1000; 

    my $date = gmtime;
    if ( $1 =~ /get|head/i )
      print "HTTP/1.1 200 OK\r\n";
    elsif ( $1 =~ /search/i )
      print "HTTP/1.1 411 Length Required\r\n";
    elsif ( $1 =~ /options/i ) {
      print "HTTP/1.1 200 OK\r\n";
      print "DASL: \r\nDAV: 1, 2\r\n";
      print "Public: OPTIONS, TRACE, GET, HEAD, DELETE, ...\r\n";
      print "Allow: OPTIONS, TRACE, GET, HEAD, DELETE, ...\r\n";
    }
    elsif ( $1 =~ /propfind/i )
      print "HTTP/1.1 207 Multi-Status\r\n";
    else
      print "HTTP/1.1 405 Method Not Allowed\r\n";
  }
  print <<EOF;
Server: Microsoft-IIS/5.0
Date: $date GMT
Content-Length: 0
Content-Type: text/html
Set-Cookie: ASPSESSIONIDACBAABCQ=BHAMAEHAOAIHMOMGJCPFLBGO; path=/
Cache-control: private

EOF
    last;
}
}
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GQ Architecture

• Controller: VM independent
• Aggressive filtering
• Containment and redirection
• Mapping and NAT: link incoming traffic to selected VM

• Honeypot Manager: VM dependent



       Filtering gain ≈ x15 (N=4)

Scan Filtering
• GQ telescope: 250,000+ Internet addresses

• 10-20K probes/min: can’t answer each with a VM!
• Simple filter: each origin gets N probes answered
• Major gain, but still need ~ dozen VM’s/sec
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⇒ SMB Negotiate Protocol Request
⇐ SMB Negotiate Protocol Response
⇒ SMB Session Setup AndX Request
⇐ SMB Session Setup AndX Response
⇒ SMB Tree Connect AndX Request

    Path:  \\XX.128.18.16\IPC$
⇐ SMB Tree Connect AndX Response
⇒ SMB NT Create AndX Req, Path: \samr
⇐ SMB NT Create AndX Response
⇒ DCERPC Bind: call_id: 1 UUID: SAMR
⇐ DCERPC Bind_ack:
⇒ SAMR Connect4 Request
⇐ SAMR Connect4 Reply
⇒ SAMR EnumDomains Request
⇐ SAMR EnumDomains Reply
⇒ SAMR LookupDomain Request
⇐ SAMR LookupDomain Reply
⇒ SAMR OpenDomain Request
⇐ SAMR OpenDomain Reply
⇒ SAMR EnumDomainUsers Request

Now start another session, connect
to SRVSVC pipe and issue Remote-
Time-of-Day Request

      (that stuff again)
⇒ SMB NT Create AndX Request,

    Path: \srvsvc
⇐ SMB NT Create AndX Response
⇒ DCERPC Bind: call_id: 1 UUID: SRVSVC
⇐ DCERPC Bind_ack: call_id: 1
⇒ SRVSVC NetrRemoteTOD Request
⇐ SRVSVC NetrRemoteTOD Reply
⇒ SMB Close Request
⇐ SMB Close Response
⇒ SMB Tree Connect AndX Request,

    Path: \\XX.128.18.16\ADMIN$
⇐ SMB Tree Connect AndX Response
⇒ SMB NT Create AndX Request,

    Path:\system32\msmsgri32.exe

       Only here do we find what file they’re modifying
⇐ SMB NT Create AndX Response,

    FID: 0x74ca
⇒ SMB Trans2Req SET_FILE_INFORMATION
⇐ SMB Trans2Resp SET_FILE_INFORMATION
⇒ SMB Trans2Req QUERY_FS_INFORMATION
⇐ SMB Trans2Resp QUERY_FS_INFORMATION

⇒ SMB Write Request

      And only here do we find what code they’re
injecting into it!

`



⇒ SMB Negotiate Protocol Request
⇐ SMB Negotiate Protocol Response
⇒ SMB Session Setup AndX Request
⇐ SMB Session Setup AndX Response
⇒ SMB Tree Connect AndX Request

    Path:  \\XX.128.18.16\IPC$
⇐ SMB Tree Connect AndX Response
⇒ SMB NT Create AndX Req, Path: \samr
⇐ SMB NT Create AndX Response
⇒ DCERPC Bind: call_id: 1 UUID: SAMR
⇐ DCERPC Bind_ack:
⇒ SAMR Connect4 Request
⇐ SAMR Connect4 Reply
⇒ SAMR EnumDomains Request
⇐ SAMR EnumDomains Reply
⇒ SAMR LookupDomain Request
⇐ SAMR LookupDomain Reply
⇒ SAMR OpenDomain Request
⇐ SAMR OpenDomain Reply
⇒ SAMR EnumDomainUsers Request

Now start another session, connect
to SRVSVC pipe and issue Remote-
Time-of-Day Request

      (that stuff again)
⇒ SMB NT Create AndX Request,

    Path: \srvsvc
⇐ SMB NT Create AndX Response
⇒ DCERPC Bind: call_id: 1 UUID: SRVSVC
⇐ DCERPC Bind_ack: call_id: 1
⇒ SRVSVC NetrRemoteTOD Request
⇐ SRVSVC NetrRemoteTOD Reply
⇒ SMB Close Request
⇐ SMB Close Response
⇒ SMB Tree Connect AndX Request,

    Path: \\XX.128.18.16\ADMIN$
⇐ SMB Tree Connect AndX Response
⇒ SMB NT Create AndX Request,

    Path:\system32\msmsgri32.exe

       Only here do we find what file they’re modifying
⇐ SMB NT Create AndX Response,

    FID: 0x74ca
⇒ SMB Trans2Req SET_FILE_INFORMATION
⇐ SMB Trans2Resp SET_FILE_INFORMATION
⇒ SMB Trans2Req QUERY_FS_INFORMATION
⇐ SMB Trans2Resp QUERY_FS_INFORMATION

⇒ SMB Write Request

      And only here do we find what code they’re
injecting into it!

`



Matching Protocol Dialog
In A New Setting

N4 = 4 bytes of NetBIOS
S26 = 26 bytes of SMB (Server Message Block)
R24 = 24 bytes of DCE-RPC
M32 = Security Account Manager



Matching Protocol Dialog
In A New Setting

Grey = embedded length field
Bold = transaction ID / “cookie” field
Bold Italic = embedded IP address or hostname

• How can we accurately identify & adjust all of these?



Two Dialogs for Matching Randex



Replay Proxy
Attacker Proxy Honeypot

1

Roleplayer proxy
receives the
beginning of an
exploit attempt



Replay Proxy
Attacker Proxy Honeypot

1
2

Roleplayer finds a
match for attacker’s
first message and
replies to it based
on its script



Replay Proxy
Attacker Proxy Honeypot
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3

In response to script
reply, attacker sends
along next stage of
the attack



Replay Proxy
Attacker Proxy Honeypot
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3

At this point, the
process continues using
the script.  If it matches
all the way until the
end, then there’s no
need to instantiate a
honeypot …



Replay Proxy
Attacker Proxy Honeypot
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?
On the other hand, if
the attacker deviates
from the script, then
Roleplayer needs to
instantiate a honeypot
server and bring it “up
to speed”



Replay Proxy
Attacker Proxy Honeypot
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?
To start getting the
honeypot server up
to speed, Roleplayer
sends it the original
message as seen
from the attacker



Replay Proxy
Attacker Proxy Honeypot
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?
Honeypot server
generates a response to
attacker’s initial
message.  The response
differs from that seen in
the script because of
varying IP addresses,
transaction IDs, “cookie”
values, and sequence
numbers
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Roleplayer recognizes
altered cookies,
transaction IDs,
seqnos in server’s
response to construct
and send a modified
version of attacker’s
second message
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Honeypot’s server
generates a response
to this second,
modified message
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Roleplayer doesn’t
have any more
attacker input, so
needs to elicit more.



Replay Proxy
Attacker Proxy Honeypot

1
2

3

4’’

1
2’

3’
4’

?

Roleplayer translates
the reply back to the
cookies, IP addresses,
seqnos expected by
attacker
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Given this additional
response, attacker
proceeds to complete
their attempted exploit
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Infected!

Roleplayer translates
new response from
attacker and sends to
honeypot, which
becomes infected by it







GQ Architecture
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