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Anatomy of a modern PharmaAnatomy of a modern Pharma
spam campaignspam campaign
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Are Bots & Spam the New Black Gold?

• Spam finance elements:
♦ Retail-cost-to-send  vs.  Profit-per-response

♦ Key missing element: spams-needed-per-response, i.e., conversion rate

How can we
measure this?
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Spamalytics

Spam conversion experimentSpam conversion experiment

• Experimented with Storm March 21 – April 15, 2008

• Instrumented roughly 1.5% of Storm’s total output

19

Pharmacy
Campaign

E-card Campaigns

Postcard April Fool

Worker bots 31,348 17,639 3,678

Emails 347,590,389 83,665,479 38,651,124

Duration 19 days 7 days 3 days

Spamalytics

Spam pipelineSpam pipeline
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83.6 M

347.5M

21.1M (25%)

82.7M (24%)

3,827 (0.005%)

10,522 (0.003%)

316 (0.00037%)

28 (0.000008%)

---

Pharma: 12 M spam emails for one “purchase”

Sent MTA Visits ConversionsInbox

40.1 M 10.1M (25%) 2,721 (0.005%) 225 (0.00056%)

E-card: 1 in 10 visitors execute the binary

Spam filtering software

• The fraction of spam delivered into user inboxes
depends on the spam filtering software used

◆ Combination of site filtering (e.g., blacklists) and
content filtering (e.g., spamassassin)

• Difficult to generalize, but we can use our test
accounts for specific services

 Fraction of spam sent that was delivered to inboxes

Effects of Blacklisting
(CBL Feed)

Unused

Effective

Other
filtering

Response rates by country

Two orders
of magnitude

No large aberrations
based on email topic
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Time-to-click distribution

The Spammer’s Bottom Line

• 28 purchases in 26 days, avg. “sale” ~$100
♦ Total: $2,731.88, $140/day

• But: we interposed on only ~1.5% of workers:
♦ $9,500/day (8,500 new bots per day)
♦ $3.5M/year (back of envelope - be very careful!)

• Though if selling Viagra via Glavmed affiliation, cut
is 40%

• Storm: service provider or integrated operation?
♦ Retail price of spam ~$80 per million

• Pharmacy spam would have cost 10x the profit!

♦ Strongly suggests Storm operates as an
integrated operation rather than a reseller


