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USER BEHAVIOR

* Security and Privacy decisions
* Protocol (https://)
» Domain name
 SSL Certificate

* Visual elements

( &2 https://login.live.com/login.srf?wa=wsigninl.0&

' 4 o . . . - .
L&~ Microsoft Corporation {US). https://login.live.com/login.srf?wa

* Lock symbol/icon

 Extended validation (EV) certificates




PROBLEMS

 Should be checked before entering data

» Every visit to each site

* Indicators can be spoofed or removed

* Users in control

 Education and expertise vary

» Users ignore and/or don’t understand warnings




Misused security indicator
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Mismatched domain name
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PASSWORD PHISHING PROBLEM
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 User cannot reliably identify fake sites

 Captured password can be used at target site




COMMON PASSWORD PROBLEM

* Phishing attack or break-in at site B reveals pwd at A
« Server-side solutions will not keep pwd safe

* Solution: Strengthen with client-side support




SOLUTION: PWDHASH

* Lightweight browser extension
* Impedes password theft

* |nvisible to server
* Pwd hashing

* |nvisible to user
* Pwd prefix




PASSWORD HASHING
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» (Generate a unique password per site
. HMACfidO: 1 23(banka.com) = Q7a+0ekEXb

. HMACfidO' 1 23(Siteb.com) = 0zX2+ICiqc




PWDHASH BENEFITS

* Triggering “password mode”
 Password-key (F2-password)

 Password-prefix (@@password)
»  Compatible with auto-complete

« Saves @@pasword or hashed password
* Roaming? No problem!

* https://www.pwdhash.com/

« JavaScript generates hash

» Password never sent to server




PASSWORD-MODE RESISTS JAVASCRIPT ATTACKS

» Keyloggers
« User types @@password
« Browser sees @@abcdefgh

 Fake password fields

«  Warn if trigger password-mode while not in password field
 Domain rewriting

« Password reflection




PROBLEMS WITH PWDHASH

* Partial implementation attack
 18t]ogin attempt w/ @@password fails

- 2nd attempt user tries normal password

* hash(pwd,, BankA) = pwdg,a
* Vulnerable to eavesdropping

« D. Stebila: 45% sites provide no encryption!

* 15% have HTTP login pages w/ secure submission

* “We believe that providing customized passwords...”




PWDIP-HASH (A CHANGES-REQUIRED APPROACH)

« Password never sent!

» Extended hash function
 Password
« Domain name (or URL¥)
 Nonce from server

 Remote-server’s IP address
 Server maintains no state

* Puzzle for user
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Setup TCP Connection
Generate Ng, compute E, { Ng}

S>C: Ec{Ng}, Certy

C

Compute K = H,* (Dom | Ng| IPs); P=Hy(P);
Ei" { Py}

C>8: B {Py}, Ex{Ng}
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TABLE L

Compute K = H,* (Dom | Ng| IPg); Pys=He(P);
Verify ( Pys=Py)

NOTATIONS AND DESCRIPTIONS

Descriptions
Client/User
Server

Server IP-address

Nonce generated by Server

Hash value of user-typed password P

Cerificate of server S, defined by its key pair (K*, K).
Public and private key pair of server

An encryption function on message M using the key K
A secure hash function using key K on message M

Domain-name

* = optional






