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High availability

Hardware failures

DDoS

Take-downs



Round-robin DNS
$ dig google.com

;; ANSWER SECTION:

google.com.	 	 3600	IN 	 A	 74.125.224.20

google.com.	 	 3600	IN 	 A	 74.125.224.16

google.com.	 	 3600	IN 	 A	 74.125.224.18

google.com.	 	 3600	IN 	 A	 74.125.224.19

google.com.	 	 3600	IN 	 A	 74.125.224.17



Content distribution networks

$ dig images.apple.com
;; ANSWER SECTION:
images.apple.com.	 3597 IN CNAME i.a.c.edgesuite.net.
i.a.c.edgesuite.net. 21597 IN CNAME	i.a.c.e.n.redir.akadns.net.
i.a.c.e.n.redir.akadns.net. 2904 IN CNAME a199.gi3.akamai.net.
a199.gi3.akamai.net.	 18	IN	A	 96.17.8.162
a199.gi3.akamai.net.	 18	IN	A	 96.17.8.154



Content distribution networks

$ dig images.apple.com
;; ANSWER SECTION:
images.apple.com.	 3597 IN CNAME i.a.c.edgesuite.net.
i.a.c.edgesuite.net. 21597 IN CNAME	i.a.c.e.n.redir.akadns.net.
i.a.c.e.n.redir.akadns.net. 2904 IN CNAME a199.gi3.akamai.net.
a199.gi3.akamai.net.	 18	IN	A	 72.246.30.74
a199.gi3.akamai.net.	 18	IN	A	 72.246.30.25



Fast-flux
$ dig thearmynext.info

;; ANSWER SECTION: 

thearmynext.info.	600	 IN	A	

thearmynext.info.	600	 IN	A	

thearmynext.info.	600	 IN	A	

thearmynext.info.	600	 IN	A	

thearmynext.info.	600	 IN	A	

69.183.26.53

76.205.234.131

85.177.96.105

217.129.178.138

24.98.252.230

flux agents
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Characteristics

Diverse IP addresses

No physical agent control

(no guaranteed uptime)



Distinguishing 
parameters
nA = number of all unique A records

nNS = number of name server records

nASN = number of unique ASNs for A records



Flux score
x = (nA, nASN , nNS)

F (x) = wTx− b

F (x) > 0 if x is a fast-flux domain

F (x) ≤ 0 if x is a benign domain



Computing w
128 fast-flux and 5,803 benign domains

Perform pairs of DNS lookups, TTL apart, to 
measure nA, nNS, nASN

Compute “optimal hyperplane”
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Computing w
10-fold cross-validation

9/10 of data for training, 1/10 for testing

“The best model achieves an average 
detection accuracy of 99.98% with a 
standard deviation of 0.05%”

w = (1.32, 18.54, 0)

b = 142.38



Scam web sites

22,264 spam e-mails (August 2007)

7,389 unique domains

2,197 fast-flux domains (21.7%)

563 unique fast-flux domains



Long-term 
measurements

33 fast-flux domains

DNS lookup per 300 seconds, for 7 weeks

(July 24th to September 10th 2007)



18,214 unique IP addresses

818 unique ASNs

Long tail — 43.3% of IPs in top 10 ASNs

Long-term 
measurements



1) 7132 (AT&T Internet Services, US) 2,677 2) 9304 (Hutchison Global, HK) 1,797

3) 4766 (Korea Telecom, KR) 590 4) 3320 (Deutsche Telekom, DE) 500

5) 8551 (Bezeqint Internet, IL) 445 6) 12322 (Proxad/Free ISP, FR) 418

7) 8402 (Corbina telecom, RU) 397 8) 1680 (NetVision Ltd., US) 361

Table 2: Top eight ASNs observed while monitoring 33 fast-flux domains over a period of seven weeks. The table includes

the name and country of the AS, and the number of fast-flux IPs observed in this AS.

Figure 8: IP address diversity for two characteristic fast-flux

domains

returned and a clear pattern.

We found the fluxiness ϕ to be a reliable feature in case

of many repeated DNS lookups: Even though it grows

for both CDNs and fast-flux domains during the first DNS

lookups, a saturation can be seen earlier for the CDNs

and hence we can reliably decide fast-flux after repeated

lookups by only considering the number of unique IP ad-

dresses observed during lookups, i.e., nA.

To further study the long-term growth of nA and nASN ,

we present in Fig. 10 the cumulative number of distinct A

records and in Fig. 11 the cumulative number of ASNs ob-

served for each of the 33 fast-flux domains during a period

Figure 9: IP address diversity for two characteristic do-

mains hosted via CDNs

of more than 15 days. We see three different classes of

growth in both figures. This means that different fast-flux

domains have a characteristic distribution of flux-nodes. If

two domains have a similar growth of the cumulative num-

ber of distinct A records or ASNs, this could indicate that

both domains belong to the same FFSN: the nameservers

return A records with similar characteristics. We plan to

examine this in the future as a possible way to identify dif-

ferent domains belonging to the same control infrastructure.

Furthermore, the two figures also show a declining growth

over time. A longer measurement of the number of distinct

A records or ASNs could be used to estimate the overall size
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during 120 hours

Long-term 
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Figure 10: Cumulative number of distinct A records ob-
served for 33 fast-flux domains.

Figure 11: Cumulative number of distinct ASNs observed
for 33 fast-flux domains.

of the pool of compromised machines used for a particular
FFSN: Since the curves will eventually reach a saturation,
this is an upper bound of the pool size. The initial strong
growth in Fig. 11 also indicates that flux-agents are com-
monly spread over several ASs, confirming our weighting
for the flux-score.

One goal of FFSNs is to provide a robust hosting infras-
tructure for cybercriminals. However, we found that FFSNs
also need to deal with unavailability of the site, especially
caused by the unavailability of the DNS server itself. From
the 374,427 DNS queries during the measurement period,
16,474 (4.60%) failed. We also monitored 16 legitimate do-
mains from the Alexa Top 500 to measure the reliability of
benign domains. From 128,847 lookups against these do-
mains, only 17 (0.01%) failed.

4.3 Fast-Flux Service Network Characteristics

In FFSNs, several flux-agents are used for proxying con-
tent provided by a single control node, as schematically
shown in Fig. 5. We now want to study this infrastructure
more in-depth. The individual agents are compromised ma-
chines, used by attackers to form a proxy network providing
them with a robust hosting infrastructure. By sending dif-
ferent types of HTTP requests, we are able to obtain service

banners, i.e., version and configuration information, from
both the agents and the control node. The key idea is to
send HTTP GET and TRACE requests and examine the dif-
ferences in answers to both requests. While flux-agents and
their corresponding control node usually have different ser-
vice banners, we observed the same banner for control node
behind different flux-agents. We also observed that all of
the 300 probed flux-agents responded with the same banner
to our requests. Probing the control node behind the same
flux-agents, we found three different service banners, where
one of these banners appeared 275 times among 300 probes.
This indicates that there are at least three control node, pre-
sumably many more. Even though banners in general do
not give trustworthy information on the server version, the
empirical observation is consistent with our theory of mass-
distributed, similar configured flux-agents and only a small
number of unique control node that host the content. Fur-
thermore, we also tested all Alexa Top 500 domains and
the 5,803 domains randomly chosen from the Open Direc-

tory Project and we witnessed none of these servers having
the particular Server header information we found when
probing the flux-agents and the control node. Since we did
not do any further investigation in this direction yet, we do
not want to overrate these findings, but want to point them
out as one idea on how to identify control nodes.

4.4 Other Abuses of Fast-Flux Service Networks

Besides using FFSNs to host scam sites related to spam,
we also found several other illegal use cases for these net-
works. This is presumably due to the fact that FFSNs pro-
vide a robust infrastructure to host arbitrary content: They
are not restricted to work with HTTP servers, but an attacker
could also set up a fast-flux SMTP or fast-flux IRC server.
In this section, we briefly provide information about two
additional examples of how attackers use FFSNs as part of
their infrastructure.

First, fast-flux networks are commonly used by phish-
ing groups. Rock phish is a well-known phishing toolkit
which allows an attacker to set up several phishing scams
in parallel: The attacker installs the phishing kit on a web-
server and different URL-paths lead to different phishing
pages [18]. The actual domain belonging to these phishing
pages commonly uses fast-flux. For example, the domain
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4.60% of fast-flux DNS queries failed

0.01% of legitimate DNS queries failed

Long-term 
measurements



Fast-flux users

Rock phish (“a well-known phishing toolkit”)

regs26.com: 1,121 IPs over 4 days

Storm worm

Fast-flux for hosting bot binaries

tibeam.com: 50,000 IPs over 4 weeks



Mitigation

Automated domain blacklist

Take-down

Blackholing

Spam filtering

Block incoming connections?


